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abstract

This dissertation is concerned with the historic relationship between information
technologies and the state. It seeks to demonstrate continuity in the way information
technology has privileged rather than diminished sovereignty, notably how governments
have consistently sought to control and exploit information technology as a means to
enhance state power.
Commencing with the optical telegraph in the late eighteenth century, it uses the lens of
five strategic inflection points in the history of information technology development to
examine the context within which the technologies emerged, their subsequent dispersion
and the strategic and geopolitical considerations shaping patterns of state behaviour
around the technologies, assessing these against the backdrop of shifts in international
order.
The case studies establish that the dual-use nature of information technologies, the
presumption of power attributed to information itself and the effects the technologies can
be tailored to produce, have consistently accentuated the role of the state, and its will to
compete or exercise control over the technologies. These traits of state behaviour have
remained a constant throughout history, regardless of the nature of international order
and the legitimating principles underpinning it.
Importantly, the study also demonstrates that tensions provoked by the interplay of
strategic interests, geopolitics and the technologies have generally been accommodated
within the existing international system, which, for many states, continues to reflect the
Westphalian world of borders. Such arrangements – imperfect as they are – have
consistently helped attenuate competing unilateral and collective interests, the
consequences of which are evidenced in today’s extensive IT- related regime complex,
the seeds of which were sown in the late eighteenth century.
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CHAPTER 1.
INTRODUCING THE DISSERTATION

1.1 Introduction

This study examines the dynamics between information technologies and the state from
an historical perspective. It seeks to provide historical context to the tensions that have
emerged around cyberspace and demonstrate continuity in the way governments have
sought to control and exploit information technology to enhance state power. It argues
against claims of weakening state power and attributions of sovereignty in light of the
growing pervasiveness of information technologies in today’s modern societies. Instead,
it suggests that the dual-use nature of information technologies, the presumption of
power attributed to information itself and the effects the technologies can be tailored to
produce have consistently accentuated the role of the state and its will to compete or
exercise control over the technologies. Moreover, these traits of state behaviour have
remained largely unchanged regardless of the changing character of international order
– including the current liberal democratic order - and the legitimating principles
underpinning it. At the same time, it demonstrates how the tensions provoked by the
interplay of strategic interests, geopolitics and the technologies have generally been
accommodated within the existing international system, which in essence continues to
reflect the Westphalian world of borders. Ironically, such arrangements – imperfect as
they are – have consistently helped dissipate tensions and accommodate competing
unilateral and collective interests, the consequences of which are evidenced in today’s
complex of international IT- related regimes, the seeds of which were sown in the late
eighteenth century.
The study was provoked by the general ambivalence to history in current debates over
cyberspace, cyber power and questions of sovereignty. As Gray (2013) recently noted,
contemporary cybernauts ‘can scarcely imagine strategic and other life before the arrival
of the electronic computer’. Similarly, discussions on the relation between cyberspace
and sovereignty often lend the impression that both the state and information
technologies emerged in the twentieth century, ignoring to a great degree the experiences
of history and geopolitics, notably states’ tense relation with information and the range
of information technologies existing well before the advent of ‘cyberspace’. Meanwhile,
10

studies addressing the manner in which international law applies to the politically-loaded
concepts of cyberspace and cyber warfare are, ironically, void of discussions on the
historical context within which precedent was (or not) set and the strategic and
geopolitical (and other) considerations shaping states’ decisions to prohibit or restrict
certain behaviour. Analogous problems plague studies on the regime complex that has
‘emerged’ around global cyber relations.
Seeking to overcome these challenges, this study takes a long view, using the lens of five
inflection points (each a case study) in the development of information technology to
place the current debate and contestation over cyberspace in historical context. The
research demonstrates that while the effects of cyberspace might appear new today, the
tensions provoked by the interplay of strategic interests, geopolitics and information
technologies are not. Moreover, the key issue is not whether the state and sovereignty
are waning - the state continues to be the core unit of the international system – but rather
why and how information technologies are leveraged by states to bolster power and how
their effects are accommodated (or not) within the existing state system. The study sheds
light on these issues through a close historical tracing of the relationship between
information technology and the state since the late eighteenth century, to when the seeds
of the first instances of the exercise of state power over an information technology can
be traced. It uses five strategic inflection points (discussed in Chapter 2) to capture the
manifold complexities of the relationship – many not fully captured by parsimony-driven
theories – and to assess explanations for state behaviour and state sovereignty/authority
claims against the findings. It begins with the optical telegraph – when, as argued in the
study, the deep roots of the current IT revolution were sown – and closes with the
technological substrate of modern societies commonly referred to today as ‘cyberspace’.
The cases examine the strategic context within which the technologies emerged, their
subsequent dispersion and the resulting strategic and geopolitical considerations
underpinning observable patterns of state behaviour.
1.2 Findings of the Case Studies

The case studies offer important insights into the historical importance of information
technologies to questions of politics and power and the resilience of the territorial
sovereign state over the period studied. Moreover, the study reveals a compelling irony:
11

for all its world shrinking capacity and promises of new world orders and peaceful
relations between states (and peoples), information technology has consistently (and
rather unfortunately) accentuated geopolitics and the very territorial nature of the
sovereign state. This reality is just as applicable today as it was over two hundred years
ago, even if the absoluteness of state power and sovereignty has been blunted through
successive changes in the nature of international order and its legitimating principles.
Indeed, despite its rapid growth and pervasiveness, and its promises of a new
international political order atomised to the level of billions of individuals, the internet
and cyberspace have equally revived government interest in controlling and exploiting
technology as a means to enhance state power. In short, information technologies have
consistently privileged rather than diminished sovereignty and state power, as evidenced
in the findings of the case studies, largely summarised through the five following and
inter-related points: i) Time-spatial considerations; ii) Military adaptation of the
technologies and their reciprocal effects; iii) New modes of social behaviour and their
effects; iv) Commercialisation of the technologies and its effects; v) Resulting
accommodations.

Figure 1 Privileging the State and Sovereignty
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i. Time-Spatial Considerations
The technology (or group of technologies) involved was capable of transcending
traditional geographical obstacles at unprecedented speed suggesting an ever-shrinking,
borderless world. Yet, the effects of the technologies quickly accentuated geopolitics
sovereignty and the territorial nature of the sovereign state.
From the optical telegraph through today’s hyper-connected networks and systems, the
technologies have consistently allowed age-old geographical barriers to be overcome,
connecting cities and peoples like never before, each time transmitting information at
newly unprecedented speed and across greater distances. For the first time, the optical
telegraph helped relay coded information across large masses of land, shortening, for
instance, the relay of messages between Paris and Lille from four days to four hours; the
electric telegraph and its cables stretched the reach of the technologies further, for the
first time allowing coded information to be transmitted at high speed across the seas and
other water ways; satellite information technologies captured the world’s imagination by
their capacity to relay all types of information from outer space into the other
environments; digital computers and networks and their underlying cable architecture
further enhanced the capacity to relay coded information over land and across the seas,
while also enabling, for the first time, remote access to stored data as well as system
integration; and the hyper-connected networks and systems that constitute cyberspace
today, relying on cable and satellite technology and the electromagnetic spectrum for
functionality, have allowed for even faster and greater connectivity across each of the
existing geographical environments, enabled by multiple layers of technologies,
programmes and applications.
Since the late eighteenth century, actors were initially awed by each new technology,
particularly the benefits each offered in military (communications, command and
control, reconnaissance, surveillance, enhanced weaponry) and commercial terms
(access to financially valuable information, through IT market access or domination).
Yet, within a short span of time, states recognised that the technologies also provoked
new vulnerabilities in terms of a states’ ability to defend its own territory from external
attack, protect its political system from domestic unrest and external interference, and
compete in an increasingly information- and IT-driven global market. The case studies
13

demonstrate that these vulnerabilities have consistently accentuated both domestic and
geopolitical concerns and tensions. States quickly erected borders – territorial, legal,
cultural, ideological or other – in response, claiming sovereign or jurisdictional authority
over the technologies or the infrastructure underpinning them, and developing strategies
(legitimate or otherwise) to attenuate perceived vulnerabilities.
ii. Military Adaptation and its Effects
Military adaptation of the information technology at a moment of important shifts in
geopolitical affairs accelerated their development, enabling major transformations in
military capabilities, organization or structure, and propelling reciprocal behaviour in
other states. Each of these factors accentuated questions of sovereignty.
In each of the case studies, important geopolitical shifts helped accelerate the pace of
development and dispersion of the technology or group of technologies in question. It
was the French Revolution and the subsequent Napoleonic Wars that led France and
other European states to invest in the optical telegraph. Further development of the
technology was highly dependent on the ebb and flow of conflict and shifting alliances,
its infrastructure rendered critical in the face of domestic unrest. Imperial Britain quickly
saw in the electric telegraph a means to control internal unrest and meet its territorial
expansionist aims at a time of growing nationalism across Europe and the European
powers’ scramble for territories across the globe. In the USSR and the US, interest in
satellite technologies was accelerated by the Cold War, their development literally
boosted by the strategic arms race between the two superpowers, yet contested strongly
by newly independent states. Digital computers and networks were also midwifed by the
strategic arms race, yet it was the threat of nuclear parity with the Soviet Union that really
accelerated their development in the US to offset the Soviet advantage in conventional
forces. And it was the end of the Cold War, coupled with new waves of democratisation
and intense market liberalisation, that enabled the rapid spread of the technologies and
systems that today constitute cyberspace.
The connection between the technologies and military affairs has also remained
consistent throughout, even if that relationship is often guided by misplaced policy. The
optical telegraph enabled, for the first time, direct communications with the battlefield,
representing the beginning of the end of decentralised command and control. It also
14

enabled new surveillance and censorship capabilities and enhanced existing earlywarning capacities. The electric telegraph advanced these capabilities, its strategic,
operational and tactical uses (communications, command and control, surveillance,
censorship) laying bare the growing centrality of information technologies to military
(and colonial) affairs. IT-enabled communications systems were increasingly viewed as
strategic targets by belligerents, hence cable sabotage and disruption became a major
tactic of both regular and irregular warfare from the mid-nineteenth century, the
capabilities required to both cut and repair cables formally introduced into war planning
by the major powers prior to World War I and playing a key role in both major wars.
During the Cold War, satellite technologies provided more advanced military
communications capabilities across armed forces, yet their real value was leveraged from
sensing and surveillance capabilities, the information they wielded key to the broader
strategic arms race. Commercial applications such as direct broadcasting could also be
used for propaganda purposes, the latter of strategic importance to the Cold War
ideological struggle. The digital computers and networking capabilities developed during
the Cold War brought significant changes in military capabilities and organisation. Not
only were they key enablers of the strategic weapons that heralded in an entirely new
form of warfare, but precision capabilities were key to enhancing the qualitative
dimension of conventional weapons. In addition, first attempts at force integration were
tested and carried the potential of full system integration on the battlefield. The potential
of exploiting the electromagnetic spectrum to create military effect was also identified.
These changes were captured in both national military (e.g. US and USSR) and NATO
doctrine.
The end of the Cold War witnessed an acceleration in precision weapon development
and full system integration across the armed forces as well as the full centralisation of
command and control, intelligence, reconnaissance and surveillance capabilities, all
enabled by networked digital computers, cable and satellite technologies and the
electromagnetic spectrum. The combination of these technological developments was
heralded as a revolution in military affairs and led to important shifts in doctrine and
organisation. The post-Cold War years also saw the confirmation of the electro-magnetic
spectrum as an environment within which to create effect in both doctrine and military
organisation, blurring the lines between military and civilian capabilities and between
15

offense and defence. Congruent with the legitimating principles of the post-Cold War
order, the new technologies were expected not only to deliver quick and decisive
victories, but also reduce collateral damage to a minimum.
Each case study also demonstrates how IT infrastructure could be an object of sabotage
or disruption in both regular or irregular warfare; that the information or code transmitted
via the technologies could be manipulated (directly, through insiders or remotely); and
that questions of attribution have generally remained problematic. These challenges
accelerated, however, with advanced digital networking and the increasing reliance of
the armed forces and weapons systems on information technologies, particularly as
innovation moved out of the military and into the commercial realm, with the former
relying increasingly on the latter for functionality. These developments, in turn,
accentuated sovereignty concerns: the more intangible the technologies and their effects
have become, the stronger the efforts on the part of some states to anchor them in
sovereign realities, particularly in international and domestic law. This was strongly
evidenced during the Cold War, which witnessed paradoxical processes of territorial
unbundling and ‘rebundling’, often directly or indirectly related to the new satellite,
computing and networking technologies, and their purported military, economic and
ideological effects.
Many information technology-induced developments in military affairs have proved
transformative. Yet, as information technologies and information itself have become
increasingly central to military power, states have tended to unduly elevate that relation
between IT and military power to a much higher level, the latter propelling reciprocal
action on the part of other states and driving a politicisation of the technologies at the the
international level. While these factors were already evident with the optical and electric
telegraphs, they were exacerbated by the technological developments of the Cold War.
The 1991 Gulf War, the so-called ‘revolution in military affairs’ and the transformations
that emerged in its shadows, and the current focus on cyberspace and cyber power,
accelerated them.

The hyper-connected nature of modern societies increased

vulnerabilities and risks to such an extent that their disruption was viewed as providing
strategic, operational and tactical value for those actors - state or non-state - harbouring
malicious intent in times of peace and war. In a situation of real conflict, the actor with
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the most sophisticated command of IT and devices for surveillance, counter-surveillance,
censorship, force projection, precision and targeting, would be guaranteed the advantage.
However, states have consistently forgotten that the advantage only holds for the initial
phase of an operation. As demonstrated in the interventions in Vietnam, Iraq,
Afghanistan, Lebanon and even the recent conflicts in Ukraine and Syria, the next phase
involves people, politics, history and passion all grounded in deep territorial realities
against which IT-enhanced weaponry and other related capabilities remain very weak
tools. Yet, despite the failures in Iraq and other theatres of war, states have once again
placed information technologies at the centre of strategy, erroneously elevating the
relation between cyber capabilities and military power to one of strategic power, even if,
as Gray (2013) and others argue, the real military or strategic value of information
technologies can only be leveraged out of operations (joint or otherwise) in support of
other forms of power, or in the disruptive tactics deployed within and beyond the theatre
of war.
Each case study has clearly demonstrated the countervailing behaviour spurred by one
state’s dominance of information technology, notably when used to bolster military and
economic power and when tied to transformational objectives. The case studies
emphasise how perceived disadvantages have and will consistently be challenged not
only on the battlefield, but also through diplomatic and legal means, or through covert
means such as industrial espionage, in turn fomenting further tensions between states.
Key examples of such prevalent modes of state behaviour include King Maximillian’s
response to the use of the optical telegraph in the Franco-Prussian war of 1809; German
and US efforts to end British dominance of the global electric telegraph and submarine
cable system in the late nineteenth and early twentieth centuries; the US-Soviet race to
place satellite technologies in outer space and related implications for European and
newly independent states; the Soviet Union’s attempt to meet the US’ advantage in
digital computers in the latter half of the Cold War; and, more recently, Russia’s and
China’s on-going efforts to level out the technological playing field in light of US (and
Western) dominance of the global defence and civilian IT sectors.
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As the world has transitioned from a ‘unipolar’ world framed by the precepts of liberal
peace and democratic enlargement to a multi-polar and highly complex space in which a
range of actors compete, questions of IT-related strategic overreach and reciprocity have
only gained in geopolitical importance. Today, analysts and policy makers have
identified a growing number of states (in addition to a growing posse of terrorists or
organised criminal groups) posing a threat (both physical and networked) to national and
international security and stability. China and Russia, in particular, have figured strongly
in these calculations, confirming the forecasts of many analysts that the geographical
nerve centre of international politics would shift from the West to Eastern Eurasia, with
information technology playing a major role in this realignment of geopolitical and
strategic affairs and provoking tensions where they might not have before existed.
(Walton, 2007; Sheldon, 2014)
iii. New Modes of Social behaviour and their Effects
New modes of social behaviour emerged around the technologies, propelling greater
exercise of domestic authority and control by states of the technologies.
Across the five case studies, initial reactions of awe and wonder regarding the
information technologies were quickly dampened by their impact on social behaviour.
Criminal activity, social unrest, dissent, violent extremism…all prevalent modes of
behaviour resulting from highly complex statebuilding processes throughout history,
benefitted enormously from the new tools which helped amplify their demands, or meet
their aims.
Both the optical and electric telegraph spurred innovations in the means of committing
financial fraud, influencing to an important degree states’ decisions to establish control
over the technologies. Meanwhile, nationalist concerns emerging around the statebuilding process and in parallel to the emergence of the technologies often stymied
innovation. Spreading domestic unrest and citizen dissent across a number of countries
quickly elevated the telegraphic systems and their infrastructure to the level of critical
infrastructure, meriting state protection.
Satellite applications such as direct broadcasting were perceived by some states as
promoting immoral or illicit behaviour among citizens or over-emphasising the cultural
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values of one state over another. Efforts to block content were justified by claims of
cultural and even resource sovereignty, even if also tied to the propaganda wars of the
Cold War. The advent of networked digital computers witnessed the first instances of
hacking and computer crime, the latter accelerating in scope and complexity in the postCold War years as socio-economic divisions in and between societies increased and the
world became more dependent on information technologies and related products and
services.
These new modes of social behaviour were initially dealt with as public safety concerns,
yet they quickly escalated up the policy ladder to constitute national security threats,
bolstering state interest in exercising authority and control over the technologies.
Initially, these threats were framed by Cold War considerations, yet the latter shifted in
the post Cold-War years to include terrorist and criminal use of information technologies,
as well as wide-scale industrial espionage and cyber crime, all of which were held to
pose significant threat to the state.
Across the case studies, information technologies also provided new channels for voicing
dissent against repressive governments, the latter accelerating again in recent decades as
market liberalisation enabled greater access to the technologies and networks
constituting cyberspace. Despite the innovative ‘virtual’ nature of the dissent and protest
movements and the numbers of people[s] involved, the message has remained largely
consistent: protest movements have not been calling for a lesser role of the state; rather
they are largely calling for more active participation in the decisions of the state as well
as more responsive and responsible role for states as they conduct their affairs both
domestically and internationally.
Public safety and national security claims have also been used consistently to justify state
responses to both domestic dissent and illicit use of the technologies. Some of this action
is justifiable. Conversely, the abuses of authority registered in the first decades of the
twenty first century, notably with regard to states’ use of private enforcement or
technology to circumvent legitimate legal restraints on the exercise of power called into
question some of these fundamental institutions of democracy. Such actions were largely
expected under previous configurations of power politics, or under authoritarian forms
of government, yet their proliferation across democratic states in recent years has turned
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many of the liberal objectives of the post-Cold War order on their head, suggesting not
a confirmation of the ‘end of history’ and the dawn of a new liberal age, as Fukuyama
had presaged, but rather, and most unfortunately, a continuation of history as we know
it.
iv. Commercialisation and its Effects
The dual-use nature of the technologies offers striking new possibilities for commercial
applications, giving them even greater strategic value, provoking competition for access
and control, while accentuating sovereign vulnerabilities.
Across the case studies, access to the technologies has remained intrinsically tied to the
nature of international order of the period in question, with states and government
institutions, and later financial services and commercial enterprises, remaining the
principal developers and users until digital networked computing and the market
dynamics of the late 1980s helped reduce the cost of access.
Ever since the optical telegraph provided a first means to quickly dispatch economically
valuable information, efforts have been made to access and control or dominate related
IT markets. This was evident in the debates which ensued in France during the first
decades of the nineteenth century over a potential role for the private sector in accessing
or managing optical telegraph networks, but which resulted in confirming state
monopoly in France and a large part of Europe; in the mercantilist and colonial policies
of the British empire which ensured control of its ‘all red’ electric telegraphic network;
and in efforts by German and Dutch semi-state run companies and US government and
private sector efforts to arrest British dominance of the global under seas cable networks
prior to and after World War I. The first international regimes (discussed below in more
detail) were viewed not only as a means to introduce common standards and rules on
questions of inter-operability and common tariffs but also as a means to end other states’
dominance of the information technologies in question, particularly news and stock
prices.
During the Cold War, the commercialisation of satellite applications – particularly
remote sensing, direct broadcasting and communications – and later digital computing
and networks provoked intense competition. Again, the information that could be
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transmitted through the technologies was viewed as placing states at a major
disadvantage in terms of access to news, stock prices and, increasingly, natural resources
and critical private and public information. This gradual commoditisation of information
intensified with the networked supercomputers of the 1980s which enabled a whole new
range of IT products and services, dominated largely by US companies, and the roots of
today’s data sovereignty debates. Rather than viewing themselves as part of an
increasingly interdependent global economy, many states perceived their situation as one
of increasing dependence on the US.
Such concerns were often exacerbated by the grammar of the Cold War, including export
controls under COCOM and the illicit market in computing technologies and
microelectronics that emerged around it. The period coincided with the creation of the
EEC as well as the emergence of a number of new states on the international stage, all
eager to wean themselves off their technological dependency and develop regional or
national means to enable them to compete on a more equal footing in international and
trade relations, including the global IT market. Some of these measures were perceived
as protectionist, non-tariff obstacles to trade, with conflicts between states relating to
information and data flows difficult to resolve under existing trade agreements such as
GATT; and even less so under UN General Assembly resolutions or new regimes such
as the NWICO and NIEO proposed by developing states, whose protests about a growing
digital divide between the developed and the developing world were growing in strength.
This normative assertiveness on the part of developing countries was both instrumental
and self-placating in that it was also aimed at attaining ‘equitable access’ to development
opportunities, including those enabled by information technologies, a principle ironically
tabled by the US some decades earlier as it fought to tame Britain’s domination of the
telegraph and its submarine cables and liberalise trade. It was also aimed at protecting
hard-won sovereignty from external forces and effects, the struggle was ostensibly
designed ‘to ensure the sovereign independence of the developing countries within their
own territorial confines’.
The major shifts to liberal democratic political systems during and after the Cold War
(the second and third waves of democratisation) gradually enabled greater access to and
participation in the development of the technologies. The first decade of the post Cold
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War era witnessed intense market liberalisation, including a massive push to reduce the
role of the state in the management of IT products and services. Competition in the IT
market re-emerged again once the fog of the post-Soviet collapse lifted, however,
intensifying as the developing world stepped up demands to overcome the digital divide;
and both former and emerging powers pushed to reclaim the domestic IT markets that
had been captured largely by US global telecommunications and technology companies.
The growing use of IT products by non-democratic states or their proxies for surveillance
and censorship purposes revived discussion on the possibility of applying export controls
to certain surveillance software and cyber-attack tools. Implemented via the post-Cold
War Wassenaar Arrangement, the latter, while well-intentioned, have nonetheless
spurred concerns within the security research community, while also reviving COCOMera concerns among developing states and emerging powers, notably regarding
protectionism and the digital-divide.
Again, difficult to separate from a shifting international environment, strategic and
geopolitical considerations have also influenced state interests in competing more
aggressively for access to and control of IT markets, and over the manner in which the
networks themselves – the internet in particular – are governed.
v. New Accommodations
The resulting conflict and competition around the technologies leads to the creation of
new or strengthening of existing regimes to which questions of sovereignty are key. While
largely interest driven, these regimes help accommodate tensions between states and
more recently, between states and other actors. The regimes also emphasise the
continuing relevance of geopolitics and the resilience of territoriality and the sovereign
state vis-à-vis information technologies and their effects.
The optical telegraph saw the adoption of the first domestic regimes relating to
information technology. These regimes were closely connected to the prevailing
international and domestic order, exemplified by Napoleonic France where the state
translated what had been de facto into de jure control of the technology, while also
preventing private enterprise and citizens from accessing and exploiting the technology.
New regulations promoted in France and Sweden also helped standardise optical
telegraphic operations, enhance government functionality, professionalize the cadre of
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telegraph operators emerging across Europe and protect the telegraphic infrastructure
(the towers).
Both geopolitical considerations and questions of functionality and cost figured in
European leaders’ calculations to establish the first regional regimes around the electric
telegraph. These were ground-breaking developments leading to the establishment of one
of the first international organizations in the form of the International Telegraph Union
(ITU). Nonetheless, geopolitical considerations continued to frame the calculations of
the great powers in their decision to enable this cooperative arrangement. These interests
were evident in the debates that emerged around voting patterns, pricing and tariffs, as
well as in the provisions making cross-border cooperation contingent on national security
prerogatives or proposals aimed at legitimizing state censorship of information
transmitted across the cables.

Similarly, efforts to protect the telegraphic cable

infrastructure from belligerent state action (such as cable cutting) were initially thwarted
in the 1884 cable convention, which was limited to protecting cables in peacetime; while
protecting the cables from belligerent activity was limited to protecting the rights of
neutral powers and (to a degree) private actors in the later 1907 Hague Convention.
The centrality of the technology’s infrastructure to the post-War peace settlement
negotiations confirmed its strategic and geopolitical value. Indeed, the lengthy debates
over the fate of Germany’s cables confirmed the legitimacy of cable cutting as a tactic
of war, while also ensuring that existing territorial practices – which viewed possession
(i.e. captured territory) as a source of legitimation and prize courts as their arbitrator –
would not be extended to information technologies. Instead, the growing global
infrastructure would be viewed as a ‘common good’, for which more equitable
arrangements would need to be developed. The US was largely behind these more
cooperative arrangements, yet the case study clearly demonstrates that its motives were
strongly influenced by strategic and geopolitical interests, as well as altruistic ones.
Similar appreciations are applicable to other technologies emerging at the same time,
such as wireless. Indeed, efforts to develop new rules concerning the control of wireless
telegraphy in time of war and air warfare (including with regard to the use of radio
jamming) were rejected in the early 1920s, the great powers increasingly aware of the
military advantages of an unrestricted spectrum.
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It was not until the tragedy of another world war that states’ interest in international
regimes

expanded

beyond

purely

economic

calculations

and

the

existing

telecommunications arrangements. Congruent with the legitimating principles
underpinning the post-War order, core rights such as freedom of information, expression
and opinion as well as privacy rights were conformed in key instruments such as the
UDHR and the ICCPR, the tenets of the provisions underpinning the principle of free
and unrestricted flow of information also central to trade and commerce. The UN and its
specialized bodies, including the ITU, took up the issue of radio jamming again during
the 1950s, also in the spirit of the free flow of information. Adopted in part to ensure a
free media and protect citizens from propaganda, the human rights provisions and a range
of other progressive measures such as the Geneva Conventions and their respective
protocols were also expected to blunt the absoluteness of the state, with territorial
concerns replaced by the responsibility to protect citizens. The Cold War ideological
struggle stymied to a degree the dispersion of these principles and rights as propaganda
and control of information and the technologies in question became central to the
struggle. Reaffirmations of state sovereignty and the principles of non-interference and
self-determination throughout the Cold War, which in turn confirmed territoriality as a
template of legitimacy in international relations, also ensured that states could apply
these rules as they deemed fit.
Over the next decades, new regimes, norms and principles emerged around satellite
technologies as well as the new digital computing capabilities, mostly in relation to
commercial activity, although efforts were made to tie some of the new espionage
capabilities to arms control (e.g., the use of satellites for verification purposes) as well
as the protection of core human rights. The UN General Assembly served as the main
diplomatic battleground for these negotiations, many of which were fierce in character.
A mix of newly independent, developing and industrialised states forced discussion on
thorny issues such as the extension of sovereignty into outer space and open skies or a
new world information and communication order; and equally contradictory principles
such as common good, free flow of information, equitable access, resource sovereignty,
extra-territorial liability and responsibility for IT infrastructure, prior consent, data
protection and digital independence. For developing and newly independent nations,
these negotiations were inexorably tied to efforts to bolster and protect their newly
acquired sovereign rights. As computing technologies became more pervasive and more
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linked to military and economic power, domestic and international efforts to protect the
privacy rights of citizens from the effects of globalized systems became enmeshed in
states’ efforts to participate and compete in the global economy on a more equal footing
as well as efforts to defend systems for national security purposes or restrict exports of
the same technologies to the Soviet bloc. Important accommodations were reached on
many of these issues, existing and new regimes providing important channels for
discussion and negotiation. Yet the informal rules of the Cold War struggle continued to
shape or influence positions and interests, with tensions around core norms and principles
left unresolved.
The end of the Cold War saw important geopolitical shifts accompanied by a
reaffirmation of the original post-War objectives and principles underpinning
international order. In order to blunt the system of material or hard power that had
heretofore framed the calculations of the major powers in their international relations,
efforts would be made to ensure the emergence of a norms-based international order
underpinned by trust and confidence. The latter would be accompanied by more effective
collective security arrangements, more responsible sovereignty, including with regard to
the protection of civilians and the establishment of new ethical boundaries (for example,
the Responsibility to Protect (R2P) norm), a reaffirmation of individual and collective
rights, disarmament, the bolstering of liberal democracy and related institutions and the
inclusion of all states in an increasingly liberalized global market economy. Within this
framework, core human rights principles such as access to information, privacy and
freedom of expression and opinion, as well as free trade concepts and principles such as
‘common (or shared private) good’, ‘equitable access’, and the unrestricted flow of
information and ideas would be promoted, thus enabling the collection of technologies
and networks constituting cyberspace to function as a free and open global system.
Yet, the increasing pervasiveness of information technologies across societies as well as
growing public and private dependence on the systems for functionality quickly
confirmed information technology’s relation to military and economic power, propelling
the forms of strategic competition discussed above and ensuring, as in the past, the rapid
politicization of the technologies and states’ exercise of sovereignty over their
infrastructure and their effects.
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As with earlier technologies, many states leaned on existing regimes or pushed to shape
new ones as a means to respond to their own technological vulnerabilities. There was
however, an expectation that they might do so in recent years in consonance with the
core principles underpinning the new order. Yet, again, conflicting values, pitting rights
and security and other sovereign prerogatives against each other remerged, adding more
complexity to the ‘spaghetti bowl’ of overlapping and oft-conflicting IT-related regimes
that have emerged in policy areas as wide-ranging as disarmament and international
security, terrorism, crime, human rights, governance, development and trade.
The spirit of many of these regimes and the normative base they purport to promote has
been further undermined by the fact that states have been edging back towards a more
realist and competitive form of international politics for more than a decade, within
which information technologies and information itself have become central to
calculations of relative strength. The growing number of states developing national cyber
defence strategies as well as offensive cyber measures and capabilities was an initial
indicator of this reality, confirmed by the growing number of reported state-on-state
attacks, many aimed at capturing crucial industry information, as well as the covert use
by states of IT to attain other foreign policy goals beyond the framework of armed
conflict. Moreover, as in the past, a number of states have used regime participation
instrumentally, as a means to protect or shape their own strategic interests and, where
possible, balance out or even shape the technological playing field. These factors have
led to the emergence of a highly competitive regime complex and normative environment
to which questions of territory and sovereignty remain intrinsically tied.
In short, the study demonstrates that the effort by states to wield authority and control
over information technologies is a constant, age old practice, intrinsically linked to war,
the shaping of the territorial state and classic institutions of territorial sovereignty such
as defence and borders. When authority and control are not possible, technologicallyweaker states have used strategies of guile, including participation in international
regimes, to contain the advantages of technologically-advanced states. Combined, these
factors have consistently bolstered the state and core attributes of sovereignty. At the
same time, the novel presence of a growing number of non-state actors with normative,
technical or business interests has propelled debate over and the (timorous) adoption of
measures to mitigate the disruptive use by states of the technologies within and beyond
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the threshold of armed conflict, while also helping blunt the absoluteness of states’
sovereignty-derived demands of authority and control.
1.3 Contribution to the Literature

The key contribution to the existing literature is the use of the five strategic inflection
points (the case studies) to place current debates on information technology and the state
in historical context and, by doing so, demonstrate continuity in the way states have
sought to control and exploit information technology as a means to enhance state power.
The study also contributes to the strategic studies literature by going beyond the study of
traditional calculations of material power to introduce a focus on the role diplomatic
power plays in the reciprocal response to the strategic and geopolitical advantages and
effects that can be leveraged from information technologies. It demonstrates that states
have consistently used international regimes to either sustain technological advantage for
military and commercial purposes (i.e., as a form of normative deterrence) or as a means
to contain or slow down the IT advantage of both friendly and unfriendly competitors
while they catch up (through clandestine or legitimate means). Importantly, the research
highlights the positive - if not constructive - mediating value of such regime participation,
even if the processes leading to their emergence are highly competitive and their
outcomes imperfect.
Finally, the case studies contribute to the literature by demonstrating that state behaviour
with regard to information technologies has tended to remain constant, regardless of the
nature of the international order and the legitimating principles underpinning it –
including the current liberal order – with actions framed largely by realist calculations of
relative strength and the role information technologies play in bolstering it. While such
behaviour has tended to reaffirm the territorial nature of the state and related attributes
of sovereignty (Westphalian, international legal, cultural), the nature of the
countervailing behaviour the technologies engender, as well as the degree of disruption
that military use of the technologies can provoke, has generally driven some form of
accommodation, largely achieved through international regimes. Ironically, the latter in
turn have consistently reemphasised questions of sovereignty and the resilience of the
territorial state while also taming its absoluteness.
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These findings have important implications for current affairs. Undoubtedly,
developments over the past two and a half decades have accelerated states’ interest in
information technologies, both accentuating and accelerating tensions that had emerged
in earlier periods and creating new ones. Today, misguided assumptions surrounding the
relation between information technology and military power have propelled it to a
position in states’ calculations of relative strength, while potential miscalculations carry
the potential of escalating tensions and causing serious disruption to the global IT
infrastructure. The fact that information and related technologies are both core drivers
and enablers of the global economy has driven them ever closer to calculations of
economic power, increasing calls for a redrawing of the technological playing field
internationally, and efforts to erect technological and legal borders to curb the manifold
effects of the technologies domestically.
As discussed above, however, and congruent with patterns of past state behaviour, these
developments and the strategic, normative, technical and other concerns that have
emerged around them have driven new accommodations, many of which are being
sought in an ever-expanding IT-related regime complex, the seeds of which were sown
in the late eighteenth century. While for many states participation in the regime complex
and related norm-shaping and confidence building processes responds to realist
calculations and interests, their participation has nonetheless enabled the emergence of a
form of strategic pause, opening up much needed channels for dialogue on the manifold
issues affecting states and citizens alike. While many states still participate reluctantly in
the regimes, such participation can still help edge states away from a primarily interestbased and competitive approach to information technologies and towards the original
collective objectives of the post-Cold War order.
Arriving at such a point will not depend on progress made solely within these fora,
however. Above all, it will be contingent on how states respond to the shifting strategic
and geopolitical environment off-line, in the physical world, and related to the other
environments of land, air, sea and space. Understanding different states’ positions and
interests will be key to ensuring sustained dialogue and cooperation over the coming
years. The latter can help prioritise those IT-related actions that most risk destabilising
increasingly fragile relations between states, and move states toward reaching binding
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agreement on prohibiting those actions likely to create most damage (particularly to nonmilitary systems) in the event of war, as well as agreement on those issues most likely to
undermine international peace and security in times of peace. The work of the UN
General Assembly First Committee Groups of Governmental Experts (GGE) and the
growing number of processes and measures involving an ever-growing number of actors
aimed at ensuring stability and developing confidence among states and between states
and citizens around IT-related issues is already an important, albeit timorous step in that
direction.
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CHAPTER 2.
RESEARCH FRAMEWORK AND REVIEW OF THE LITERATURE

2. 1 The Research Framework
2.1.1 Definitions - from Information Technology to Cyberspace

In this study, ‘information technology’ refers to ‘any equipment or interconnected system
or subsystem of equipment that processes, transmits, communicates, receives, or
interchanges data or information’. (US NIST, 2013, p.100) Information technologies
have a long history, reaching back to the the invention of the alphabet at the beginning
of the pre-mechanical world (3000 B.C.-1450 A.D.), shifting, some 3,500 years later, to
the mechanical epoch with the printing press (1450-1840), before emerging rapidly into
the electromechanical (1840-1940) and electronic (1940-today) eras. Each new epoch
was hailed as revolutionary, bringing huge potential for societies as well as significant
anxieties and insecurities (Gleick, 2012; Chandler and Munday, 2011). In contemporary
understandings, the term ‘information technology’ is generally employed in reference to
computers, computer networks and systems as well as the disparate information
distribution or delivery technologies such as land and submarine cables, satellites, the
telephone and even television. (Ibid; Butler, 1997)
Today, these computer networks and systems - as well as the disparate information
distribution or delivery technologies and systems that enable them - are increasingly
referred to as ‘cyberspace’, the technological ‘substrate’ of modern societies, made up of
several interconnected layers: physical,1 syntactic, semantic and pragmatic (Gray, 1996;
Libicki, 2007; Dombrowski and Demchak, 2013), with the physical and pragmatic layers
subject to certain sovereign governmental jurisdiction and controls. (Nye, 2014).
This study focuses on the information technologies that emerged in the late mechanical
era, the roots of today’s hyper-connected societies, moving through the electromechanical and electronic periods. It commences with the optical telegraph (case study
1) which emerged in the latter stages of the mechanical period, coinciding with efforts to
1

The physical layer includes the physical devices that make up this layer - computers, servers, routers,
networks, grids, communications channels (wires, fibre optic cables, radio, satellite) - and segments of
which use portions of the electromagnetic spectrum (EMS).
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shape the nature of the territorial state. It was rendered obsolete by the electric telegraph
and its cables (case study 2) at the beginning of the electro-mechanical era. The latter
three case studies involving space-based information technologies (case study 3), digital
computers and networks (case study 4) and the technologies (new and old) constituting
cyberspace (case study 5) relate to the electronic era. (Figure 2.)

1940s - today ... electronic

electromechanical era
1840-1940s

era

• space-based ITs (SIP 3)
• computers and networking (SIP 4)
• advanced computers, networking
'cyberspace' (SIP 5)

• electric telegraph (SIP 2)

1450 - 1840 mechanical

era

• optical telegraph (SIP 1)

Figure 2 Periods of IT development

2.1.2 Structure and Research Framework

The study is organised into eight chapters, including the introductory chapter and current
one comprising the research framework and literature review. Chapters 3-7 cover the five
case studies relating to the strategic inflection points. Chapter 8 concludes the thesis,
summarising the main findings of the research project and its contribution to the field.
Each case study is explored through:
i)

An examination of the development and dispersion of the technologies and
the context within which they emerged;

ii)

An examination of the relation between information technology and the
principal and emerging powers during each period – France (SIP I), Britain
(SIP II); US, USSR (SIP III and IV); US, Europe, Russia and China (SIP V);
and the strategic and geopolitical considerations underpinning this
relationship; and
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iii)

A consideration of observable patterns of state behaviour with regard to the
technologies.

The study uses the idea of ‘strategic inflection point’ - an analytical concept drawn from
the domains of contemporary business organisation and mathematical theory - to identify
common historical patterns in the IT-state sovereignty dynamic. In general terms, a
strategic inflection point (SIP) refers to a period in time when an event or confluence of
events produce an unexpected change in the direction of a company, industry, sector,
economy or geopolitical situation. An inflection point can be considered a turning point
after which important changes, with either positive or negative results, are expected to
result. (Kometsky and Yue, 2005, p. 67)
This study adapts the concept to describe an historic moment defined by the emergence
of a new information technology (or group of technologies) recognised by contemporary
actors as ‘transformative’ usually with regard to the speed and geographical reach of the
information and communication flows promised by the new devices. The confluence of
a set of military, economic and socio-political factors with the development and
dispersion of the technologies would drive their politicisation, leading to a strong
assertion of state control and contention among great and emerging powers for access to
and mastery of the technology, its architecture and its applications.

Figure 3 The Five SIPS
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The five strategic inflection points cover some 200 years, beginning in Revolutionary
France, when the international order was dominated by European dynastic states and
empires, and sweeps across the Concert, the rise of nation-states, the two world wars and
the Cold War, culminating in the current liberal democratic state system. The emergence
of strategic inflection points over this period accelerates considerably in the twentieth
century, driven by the speed of material changes in the technology itself and the resulting
material impact on the political, economic and social factors affecting state capacity. The
substructure of one strategic inflection point may give rise to another in the same time
period - for instance, strategic inflection points 3 and 4 emerge around the same time,
propelled by the dynamics of the Cold War, and the technologies underpinning them are
also at the heart of strategic inflection point 5. (Figure 1)
The rationale for commencing with the optical telegraph is historical: for the first time,
both the advantages and vulnerabilities of the technology compelled a state (France in
this case) to extend sovereign authority and control over it, exemplified in the first optical
telegraph-related domestic regimes, which in turn formed the basis of the first
international regimes that emerged around future information technologies.
Why Case Studies?
The research project is the outcome of an extensive multi-disciplinary exercise, drawing
from a number of fields including strategic studies, international politics, sociology and
history. It is based on a qualitative case study research methodology, the ‘foundation for
most basic security and intelligence research conducted in academic, government, and
business circles’. (American Military University, 2014)
The decision to use qualitative case studies and the tool of process tracing – as well as
the strategic inflection point selection criteria – grew out of the need to deepen
understanding of the contestation that has emerged around cyberspace and cyber power
and the need to place the features of that contestation in historical context. To this end,
case studies offer a method through which the complexity of the interrelated variables
influencing the state's response to information technology development can be studied.
These variables include different legitimating principles and behavioural norms of the
international system (from dynastic states to liberal democracy), different configurations
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of great powers, different socio-political factors shaping states’ positions and interests,
different global economic models (from mercantilism to open trade), different forms of
warfare and different collections of actors.
Case study methods ‘have considerable advantages in studying complex phenomena’,
particularly those which ‘involve interaction effects among many structural and agentbased variables, path dependencies, and strategic interaction among large numbers of
actors across multiple levels of analysis’. (Bennett and Elman, 2007) The case studies
have served as both the source of hypotheses and the patterns of behaviour advancing an
understanding of the research phenomenon. (Ghauri and Grønhaug 2002; Stake, 1994)
The research involved extensive data collection through multiple sources such as archival
material, books, journal articles, observation and written reports, all of which generated
sufficient information to characterise and explain the unique features of each case, as
well as to point out the characteristics common to several cases. The approach relies on
the integrative powers of research, that is to say, the ability to study an object with many
dimensions and then draw the various elements together in a cohesive interpretation.
(Selltiz, Wrightsman and Cook, 1976)
When the analysis is focused on contemporary questions, as is the case of this study, a
sense of history is important for gathering the direction in which events are moving.
(Mills, cited in Freedman, 2006, p.692) Moreover, as argued by Gray, ‘[t]echnologies
such as computers exist in context, and their context in turn has contexts’. The ‘potent
idea of context’ coupled with ‘useful analogy’ provides the initial tools needed to make
strategic sense of new technological phenomena such as ‘cyber’. (Gray, 2013, p.11) Gray
also cautions, however, that using context as a conceptual tool can also be challenging
in that it does not have what Echevarria describes as ‘natural frontiers’; rather than
explaining everything, over-contextualisation can confuse. Nonetheless, it remains
necessary to approach cyberspace from a historical perspective in order to understand its
relevance to power and questions of sovereignty. Similarly, a deeper sense of history is
also important for understanding patterns of state behaviour and the issues and interests
driving competition or cooperation in international affairs. Indeed, understanding the
latter in particular is key to developing any response strategy. (Cornish, 2015; Freedman,
2004)
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The research draws extensively from primary and secondary source material. The first
two case studies in particular were developed on the basis of significant consideration of
primary sources, notably US diplomatic and British parliamentary archives. The latter
three case studies were developed on the basis of some primary, but largely secondary
material: books, journal articles as well as web-based sources, conference and workshop
papers. The tool of process tracing is used to develop the charts on IT-regime emergence.
Participation at a range of workshops and conferences and research projects while a
fellow at the Munk School for Global Affairs at the University of Toronto, Canada and
a senior fellow at ICT4Peace in Zurich provided important insights into some of the core
research areas that are the focus of this dissertation, particularly with regard to case study
5.
2.1.3 The Theoretical Framework

The choice of an analytical framework for establishing initial hypotheses and interpreting
the results of the case studies has been pragmatic, driven by the nature of the problem
(the state-system level responses to information technology advances) rather than
contours of a standard perspective (or paradigm). In consequence, realism and
constructivism in international relations, producing a form of ‘constructive realism’, is
used to explain the interest-based relationship between the state and information
technologies, and the complex norm-driven evolution of regimes resulting from that
relationship.
Why ‘constructive realism’?
The realist literature provides a basic – if somewhat insufficient - theoretical framework
for analysing and understanding the information technology-state dynamic in
international politics. The realist tradition underpins the area of strategic studies, arguing
that state behaviour is largely driven by the dynamics of relative power, commonly
measured in terms of military and economic strength. In this sense, power, though its
meaning is highly contested, is the de facto legitimating principle of international order
in a system of unregulated anarchy. Major change is driven by variations in the material
foundations of power. (Freedman, 2006b, a; Gow, 2005) Yet, while this realist view can
explain a significant part of the state behaviour described in this study - the maneuvering
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of powers great and small for gaining access to and/or controlling a technology evermore critical for military and economic power - it fails to capture equally important
dynamics, particularly the nature of information technology as a social variable and the
social construction of institutional policies – both domestic and international – to manage
its impact. (Barkin, 2010) While perhaps a reasonable theory of foreign policy (Ibid.), it
fails to capture the manner in which power has changed – and continues to change – in
the global system. (Nye, 2011, 2005, 2002; Betz and Stephens, 2011; Keohane and Nye,
2011; Finnemore and Sikkink, 1998)
Freedman (2006b) rightly notes the importance of complementing realism's limitations
with a constructivist methodology which can help to understand the historical, social and
political - not just the material - conditions that influence change and transformation and
which allow for a focus on reasons and not just consequences. In this regard, it can help
understand why and how international law and regimes have played an equally
important, consistent part in the information technology story, even if they remain ‘a
symptom of state behaviour, not a cause'.

(Slaughter, 2011, pp.19–23; see also:

Mearsheimer, 1994; Roberts and Sutch, 2004; Ikenberry, 2012; Krasner, 1983)
Gow (2005), too, brings the relevance of constructivism to realism together in his
discussion on Constructivist Realism, noting that blending both approaches ‘deals with
the problem of rationality in using constructivist approaches, while also tackling the
rigidity of using realism’. (Gow, 2005, p.128) Indeed, constructivist realism, he suggests,
‘squares the circle’ in that achieving the ‘imperative objective of states (i.e., realist selfhelp) in the international system requires cooperation (i.e., constructivist interaction and
discourse), thus allowing for ‘appropriate action and adaptation to do what is necessary
in order to respond to threats’. (Ibid.)
More recently, Barkin (2010) suggests that elements of constructivism such as ‘a
grounding in the logic of the social, a recognition of historical contingency and a need
for reflexivity’ are compatible with classical realism. In fact, he argues, these were
elements of classic realism yet were lost in the ‘second great debate’ and the shift to
neorealism. (Barkin, 2010, p.166) He suggests that all three elements need to be restored
to realism if it is to be used seriously to ‘analyse power politics as a social phenomenon,
provide effective foreign policy prescription and address issues of transformation and
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change as well as issues of stasis in international politics’. He also notes that realism's
relevance is largely limited to the great powers, those with the capacity to ensure their
own survival, but has no clear way to develop a concept of the national interest beyond
survival ‘without normative content that is held intersubjectively’ - a concept a
constructivist methodology could provide - and avoid the ‘trap’ of ‘making power sterile
by focusing on it at the expense of social purpose’. (Ibid.)
This combination of classical realism and constructivism thus provides the framework
for explaining the behaviour of states and their historic relationship with information
technology in this study. Realism's assumption that states are self-interested, rational
actors is compatible with the view that the conditions under which choices about interests
are made are also shaped by beliefs and identities and not just the pursuit of power or
wealth. At times, the latter are interchangeable with events pushing states to cooperate.
For example, when self-interest-driven strategies have failed to improve the ability to
control or manage information technologies, states have tended to fall back on a
normative approach. The US used such a strategy in response to Britain’s dominance of
the electric telegraph and global submarine cable system in the early twentieth century.
Scores of states leaned on a similar strategy with regard to the satellite and computing
technologies that emerged during the Cold War. Stevens (2012) discusses how this has
been the case since the 1990s as states react to United States domination of the
technologies. Indeed, a range of factors relating to strategic culture and history has
influenced Russia and China’s determination to participate in international regimes and
shape global norms of behaviour in response to US domination of the ‘information
environment’.
2.2 A Review of the Literature
2.2.1 Killing Me Softly?

In the two decades following the collapse of the Soviet Union and the end of the Cold
War, many scholars, policy makers and news pundits argued that a new set of complex
realities were eroding and fragmenting sovereignty and diminishing the power of the
state. (Barlow, 1994; The New York Times, 1994, 1996; Strange, 1994; Lessig, 1999;
Jabri, 2007; Nye, 2011) Some of these perceptions stemmed from processes of
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transformation and globalisation that had commenced decades earlier. (Carr, 2016; Nye,
2011; Keohane and Nye, 1978) Many, however, related directly to the ‘information
revolution’ and the new technologies emerging from it.
Emerging astride a great new wave of democratisation, the internet was enabling new
voices of dissent, carrying promises of liberation and an end to decades of censorship:
the state was losing control of information. (The New York Times, 1994) It was hard to
keep the wires free from criminal activity which, coupled with the effects of globalisation
and military transformation, some warned, could potentially bring the state to its knees:
the state was also losing control of its monopoly of violence. (CSIS, 1998; Jabri, 2007)
Gaining currency at around the same time, the notion of ‘cyberspace’ exacerbated these
perceptions. Characterised by its ability to transcend borders, its anonymity and ubiquity,
cyberspace ‘defied measurement in any physical dimension or time space continuum’.
(Heinegg, 2013) Hence, it was held to resemble the high seas, therefore requiring
consideration as a global commons or a ‘res communis omnium’. (Ibid.; Raymond, 2013)
The perception of a borderless world and an ever-weakening state thus suggested the end
of the Westphalian notion of territorial sovereignty and a significant waning of the world
of borders that emerged from the destruction of the Thirty Years War over three hundred
years ago. Such perceptions of information technologies impact on the state reveal a
blindness to history and the resilience of the state, notably the states’ lengthy relationship
with information technology and the latter’s tendency to privilege sovereignty, territory
and state power rather than diminish it. The technologies might have changed, but the
way states respond to them did not.
Indeed, significantly before John Perry Barlow (1998) warned the ‘weary giants of flesh
and steel’ (i.e., states) to stay away from cyberspace and the internet, states were already
well on their way to wielding authority and control over the new information
environment, mirroring similar manifestations of state behaviour vis-à-vis information
technologies throughout history.
Liberal scholars note how states’ exercise of authority over the internet and cyberspace
was first wielded in the form of national legislation, largely in response to criminal
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behaviour and managing economic flows. Some even saw potential in the new
technologies for strengthening global governance (Post, 2000; Kende, 2002) Yet they
joined their realist colleagues in missing the fact that major powers were already tying
both information dominance and related technologies to military transformation or
‘revolutions’ and supposed battlefield ‘wins’. The latter process had commenced with
the US military’s second ‘off-set strategy’ during the Cold War.2 As the fog from the
collapse of the Soviet Union dissipated, it logically exacerbated growing perceptions of
vulnerability among states, provoking national efforts to control the technologies.
As discussed by Deibert et al (2008) and Mueller (2010), the initial manifestations of
authority at the individual state level shifted to forms of control in the late 1990s. Liberal
scholars such as Perritt (1998) largely (and mistakenly) tied this form of state behaviour
solely to ‘illiberal’ states as they struggled to control the pervasive effects of the
information revolution and its underlying technologies on their polities. Shock and awe
followed, as the academic community quickly realised that both illiberal and liberal
states alike were exercising some form of control over the internet and broader
cyberspace at home, while increasingly laying their sights on the IT-related governance
processes they might be able to shape or control to meet their interests abroad. (Boyle,
Deibert et al, 2010; Komov et al, 2009) As Perritt (1998), Mueller (2008), Deibert et al
(2008, 2010, 2011) and Penney (2011) aptly note, each of these developments threatened
a governments’ ability to control power, wealth and morals within its territory, with
important implications for citizens and questions of social, economic and political
development.
As the vulnerabilities created by the new information technologies became evident, ITrelated threats moved up national and international security policy ladders. (DunnCavelty, 2007; Choucri, 2012) The literature shifted to either commending (from a realist
2

The first and second off-set strategies were shaped and implemented during the Cold War. The first was
adopted by US President Dwight D. Eisenhower’s administration and relied on US nuclear capabilities to
off-set the Soviet Union’s superiority in the co-relation of conventional forces. The second emerged some
two decades later, driven by Soviet nuclear parity, which was said to be ‘undermining the credibility of
the US nuclear deterrent’. Having ignored the Soviet superiority in conventional forces, the US found itself
once again in a bind, turning to advanced technology, particularly information technology, as a means to
balance out the playing field. A third off-set strategy was announced by US Secretary of Defense, Chuck
Hagel, in November 2013 as a means to counter ‘growing threats to US military supremacy…in an
increasingly challenging security environment’. It, too, leans heavily on a range of advanced technologies,
including IT, to meet its goal of maintaining a military edge. (WPR, 2014; US, DoD, 2015)
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perspective) or criticising (from a liberal perspective) the growing militarisation of and
competition around cyberspace, the legal and political conundrums posed by over-or
under-emphasising offense and defence, and mulling over whether war or warfare in
cyberspace will ever take place. (Rid, 2013; Stiennon, 2015)
The increasing reliance of military (and increasingly economic and political) power on
information technology and the implications for sovereignty and traditional ‘hard core
defences’ provided states with powerful justification to either challenge other states’
control or domination of the technologies or devise alternative strategies to meet it. Yet,
while much of the strategic studies literature relates to how states have historically used
information technology to bolster military power, it is largely silent on these issues. The
literature that does focus on IT and its relation to military power appears to have forgotten
the limitations of technological superiority when confronted with non-traditional
enemies or non-traditional forms of conflict, or as Gray (2013) notes, mistakenly conflate
its transformative effects, comparing it with other forms of power such as nuclear power,
which have the capacity to lead to what Herz (1957) described as ‘the demise’ of the
sovereign state. It is also silent on the questions of strategic reciprocity that information
technology has historically provoked, and related implications for states as they negotiate
their way around the international stage.
Undoubtedly today, most scholars from all traditions would agree that the state has some
role in managing and even controlling some of the effects of the information technologies
that pervade our societies, particularly where and abused by different actors. (DunnCavelty, 2007, 2008; Betz and Stevens, 2011; Nye, 2005, 2011) Cyberspace has proved
hard to define as ‘a global common’ such as the high sea, and it is clear that borders exist
and that sovereignty can be exercised, notably with regard to IT infrastructure over which
states have both rights and obligations. Indeed, there is abundant evidence that state
practices are neither immune from territorial sovereignty nor from the exercise of state
jurisdiction: criminal activity implies jurisdictional responsibilities, and the physical
infrastructure of cyberspace implies sovereign rights and responsibilities, even if
‘numerous physical components of cyber infrastructure located within a state’s territory
are integrated into the “global domain” of cyberspace’. (Heinegg, 2013) Similarly, states
also have both human rights and trade-related obligations with regard to the content
flowing through cyberspace, although ever since the optical telegraph, the latter have
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consistently been trumped by national security concerns. In short, no longer is the
discussion centred on whether sovereignty applies to cyberspace, but rather on how it
applies and who should be part of that discussion.
Complex as the issues are, states – liberal and illiberal alike – openly (and often
guilefully) negotiate in numerous fora to determine which rules of international law
apply to information technologies today in peace time and in a situation of armed
conflict, and which rules and norms should guide state behaviour in their uses. And even
if rights advocates decry (generally with very good reason) the threat to citizens posed
by the ever-creeping authority and control of the state over information technologies,
they, too, lean on existing regimes – negotiated within the same world of states and
borders – to back their calls for less absolute interpretations of sovereignty and more
responsible and accountable state behaviour.
The current literature misses the important point that imperfect as they are, the IT-related
regime- and norm-shaping processes, which Nye (2014) refers to as ‘the cyber regime
complex’, have roots that run much deeper than our recent ‘cybered’ world. Indeed,
deeply embedded in history, these regimes have played an important function in
managing conflict and competition between states as the latter have struggled to deal
with the effects of different information technologies. They also provide important
insights into the place of information technologies in the oft-bloody history of state
formation.
2.2.2 The State and Sovereignty in Context

Shaping and Reshaping the Modern State
The histories of information technologies are closely intertwined with the long evolution
of the state, reaching back to the post-Westphalian process of consolidating the principles
of sovereignty after the Thirty Years War (1618-1648).
Under the principle of territorial sovereignty, a state exercises full and exclusive
authority over its territory. Sovereignty also means independence, ‘the right to exercise
therein, to the exclusivity of any other States, the functions of a s[t]tate’, with respect for
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territorial sovereignty of other states ‘an essential foundation of international relations’.3
As Heinegg (2013) reminds us, territorial sovereignty therefore ‘implies that, subject to
applicable customary or conventional rules of international law, the State alone is entitled
to exercise jurisdiction, especially by subjecting objects and persons within its territory
to domestic legislation and to enforce these rules’. The state is also entitled to control
access to and egress from its territory, and is protected from interference by other States
(including through the use of force). At the same time, the relative character of territorial
sovereignty also imposes obligations on states. Initially these obligations applied solely
to other states, notably with regard to the right to integrity, inviolability and rights of
nationals in foreign jurisdiction. Over time, states’ rights and obligations were expanded
to also apply to property as well as to their own citizens.
The Treaty of Westphalia brought an end to the Thirty Years’ War, representing the
‘constitutive’ stage towards ‘the confirmation and legal recognition of a system of
sovereign and territorial states’, and the establishment of an international politics morally
separated from the realm of religion.’ (Roberts and Sutch, 2004, p. 70; Ruggie, 1993,
p.163) By the 1700s ‘[i]ndependence de facto’ was gradually transformed into a
‘sovereignty de jure.’ (McIlwain, cited in Herz, 1957; Spellman, 2011) The tense period
that ran parallel to the signing of the treaty and lasting until the end of the eighteenth
century - from the English Civil War to the Glorious Revolution, the Wars of Succession,
the events that led to the French Revolution, and the Napoleonic Wars - resulted in
consolidating the ‘anvil upon which modernity was then forged,’ and the ideas that
characterised modern political thought. (Herz, 1957) Indeed, the Congress of Vienna
established a new European order anchored in both the territorial sovereign ‘state’ and
the balance of power. The territorial state was the response to the need for a ‘new
template of legitimacy’ once the preceding feudal order had broken down, and the
balance of power the means to maintain the peace between the new system of states. Ever
since, territory has remained a key source of legitimacy in international relations,
although a number of factors have helped blunt absolute interpretations of how the source
of legitimacy is applied. (Scudder, 2010)

3

Island of Palmas (Neth. v. US), 2 R.I.A.A. 829, 838 (Perm. Ct. Arb. 1928) and Corfu Channel (UK v
Alb.), 1949 ICJ 6, 35 (Apr. 9), cited in Heinegg, 2013 at 124, 125.
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Herz (1957) refers to the Treaty of Westphalia as ‘the Great Divide,’ between what were
still partially medieval situations reflecting a certain permeability of the rising nationstate (when for instance, outside powers could still ally themselves with fronds within a
country against that country’s sovereign) and the ‘modern era of closed units no longer
brooking such interference.’ The European order shifted from ‘a realm as a complicated
system of often non-contiguous mutual obligations and legal status, to a centralised,
contiguous territory in which the royal writ trumped local rights and traditions, as well
as personal obligations (e.g., fiefdoms).’ (Wood, 2010, p. 28) The expansion of the states’
own armed forces gradually overshadowed the coercive capabilities available to potential
domestic rivals, ‘shifting the balance decisively’ against both rival power holders and
individual citizens within their own states. (Tilly, 1990, p.70) Armies inexorably
supported the emergence of a durable state structure not least because, over time, the
army would become one of the most important organisations within the state, and the
mid-wife of other organisations and services such as treasuries, supply services,
mechanisms for conscription, tax bureaux and eventually, information technologies. 4
(Ibid.; Standage, 1998)
Branch (2011) and Biggs (1999) insightfully discuss how the development of modern
cartography, which established the boundaries of the territorial state, also helped
transform early modern Europe, and shape how actors considered political space,
political organisation and political authority. State consent would gradually underpin
border practices, particularly with regard to what is allowed to ingress and egress through
them. Indeed, for Holsti (2004, pp.94-99) the right to control access to a state, its society
and borders gradually developed into an incontestable and essential element of
sovereignty. From a military perspective, borders also came to define the defensive
frontier – the front line – against outside threats. Internationally, a range of norms and
rules would gradually emerge in parallel with states’ capacity to monitor and control their
territories and ‘with the close identification of a ‘people’ and their territory.’ Walzer
argues that borders came to provide a moral dimension to the rights of the individual, the
collective as well as the state in the sense that:

4

For example, the Prussian monarch’s chief tax collection agency came into being as the General War
Commissariat. England’s industrialisation of the royal shipyards was a response by republican and
monarchical governments to the build-up of French and Dutch naval power. Later examples would include
the European East India Companies.

43

the boundaries that exist at any moment in time are likely to be arbitrary, poorly
drawn, the products of ancient wars. The mapmakers are likely to have been
ignorant, drunken or corrupt. Nevertheless, these lines establish a habitable world.
Within that world, men and women (let us assume) are safe from attack. Once the
lines are crossed, safety is gone...But once an invasion has begun, it may be
necessary to defend a bad border simply because there is no other … It is only
common sense, then, to attach great importance to boundaries. Rights in the world
have value only if they also have dimension. (Walzer, 1977, p.59)

Taming the State
International norms and rules regarding territorial practices grew in tandem with the
capacity of states to monitor and control their territories and with the close identification
of a ‘people’ with a territory. (Ruggie, 2000, pp.97-99) Territorial sovereignty, the formal
equality of states, the inviolability of borders, non-intervention in the domestic affairs of
other recognized states and state consent as the basis of international legal obligation
became the core principles of international society. (Held, 2003, p.162)
War, however, continued to represent the dominant activity of European states, and as
private wars came to be less and less tolerated, war making came to be ‘universally
recognized as an attribute of sovereignty’. (Ruggie, 1993, p.162) For Tilly, this
continuous link between war making and state structure strengthened Max Weber’s
definition of the state as ‘a human community that (successfully) claims the monopoly
of the legitimate use of physical force within a given territory’. (Tilly, 1990; Weber,
1919)
At the same time, efforts to shape the conduct of, and preparation for war helped erode
the classic notion of sovereignty particularly through a ‘growing resort to institutional
strategies of order building’ which was ultimately aimed at taming, and later removing,
the old form of European politics and power balancing (Ikenberry, 2012, 2000; Held,
1999; Barkin and Cronin, 1994) These efforts generally emerged after major war with
the ‘winning coalition’ agreeing on the legitimating principles of the new international
order during the course of the war, and validating them through a peace treaty or other
form of settlement in its aftermath (for example, the Thirty Years War, resulting in the
Peace of Westphalia; the 1713 Treaty of Utrecht, which ended the Spanish Wars of
Succession; the 1815 Congress of Vienna ending the Napoleonic Wars and the congress
system that resulted from it; the 1919 Paris Peace Conference and the Treaties of Brest44

Litovsk, Versailles, St. Germain, Neuilly and Trianon ending World War I; the 1945 end
of World War II (no formal settlement but the UN Charter); and, more recently, 1991
(again, no settlement, but the collapse of the Soviet Union). Each of these ‘end-of-war’
moments was transformative — each placed newly powerful states in the ‘advantageous
position of shap[ing] world politics’, in the sense that they could ‘put forward new rules
and principles of international relations’ (Freedman, 2006), reshaping international order
and the nature and role of the territorial state within that order. They were also
transformative in the sense that over time, these settlements led to a greater enmeshing
of the territorial state in international regimes and norms, ultimately benefitting not just
the state or group of states shaping the regime, but all states and, gradually, all citizens.
(Barkin and Cronin, 1994)
The principles of territorial sovereignty and the inviolability of borders, in particular,
would come to represent what Holsti refers to as a ‘territorial compact’, within which
‘most states most of the time support the norms and rules’.5 (Holsti, 2004, p.103) In
response to how sovereignty was threatened during war, or as a means to protect
commercial interests, territorial sovereignty and related principles were extended
upwards and outwards to other domains beyond land into ‘those parts of non-territorial
environments (…) contiguous to the land mass’: internal waters, territorial sea (and
where applicable, archipelagic waters), airspace. (Cornish, 2015; Heinegg, 2013)
Information technologies, as evidenced in this study, are not immune from this extension
of sovereignty, but not as an environment in itself (i.e., cyberspace) but rather in terms
of states’ existing obligations under the concept of sovereignty and in relation to the other
environments where IT infrastructure is physically located.
Complicating Sovereignty
The classical Westphalian definition of sovereignty, of course, was the abstraction of a
more complicated, and always evolving, historical reality. Krasner correctly notes that
the idea of territorial sovereignty has always been something of an illusion, flexible,

5

Rosenau (1992) notes how states used these arrangements to preserve the existence of other states
(although not necessarily always their borders, especially earlier on). Uncertainty inherent in this European
‘balance of power’ initially gave rise to unending conflicts and frequent wars. Yet, as discussed by Ruggie
(1993) and Barkin and Cronon (1994), in each phase of conflict there was an evolution, not only in the
conduct and means of war, but also with regard to the territorial state, the application of the principle of
reciprocal sovereignty and by extension, international legitimation.
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revisable, continuously violated, never offering 'a stable equilibrium from which rulers
had no incentive to deviate'. (Krasner, 1999, p.24) He offers a typology of different forms
(or elements) of sovereignty – domestic; interdependence (the ability to control flows
across borders); legal; and Westphalian (immunity from external interference in
domestic affairs) - and the strategies of 'organized hypocrisy' through which rulers violate
these sovereignties of other states when it is their interests to do so. In consequence, ‘a
state can be recognized, but its authority structures can be de facto subjected to external
authority or control [or] it can lose control of transborder movements but still be
autonomous’. (Ibid., p.24)
Fowler and Bunck (1995) offer, in turn, a list of the way legal norms evolved to limit
sovereignty claims - from the decisions of international courts, minority treaties, forced
territorial leases - while noting the ‘magnetic attraction’ of sovereignty as a claim of
legitimacy for the state actors who ‘remain the chief protagonists in the international
drama’, even if the play is crowded with influential non-state entities with the capacity
to constrain state behaviour. (Fowler and Bunck, 1995, pp.16-20)
But while these more complex descriptions reflect, to a great extent, the factors
challenging state authority since Westphalia, they understate the powerful ‘constitutive’
role played by the concept, 'a remarkably robust form of authority, enjoying over 350
years of staying power and expanding outward to become the only form of polity in
history to cover the land surface of the globe’. (Philpott, 2001, p.310) This conceptual
mutability of the ideal of sovereignty, the vagueness of its boundaries, is a reflection of
its socially constructed character, and the corresponding shifts in the broad international
consensus or understanding of the nature of state legitimacy and authority over time.
(Wendt, 2010; Hall, 1999)
Hall (1999), for example, argues that constitutive norms of sovereignty (collective
identities and the international principles legitimating political authority and norms of
collective governance) generate different international orders (dynastic, territorial,
national) and correspondingly different histories of war, trade, collective action and
political institutions. The social and nationalist political and social upheavals of the 18th
and 19th Centuries shifted the ‘legitimacy of the structure’ borne out of Westphalia from
one based on dynasties ‘absolute’ in their jurisdictions to one anchored in ‘the concept
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of the nation.’ (Bobbit, 2003, p. xvii) The nationalist struggles further shaped the units
of the existing order, with ‘the wars of dynastic states’ giving way to ‘wars of nations’
fought with more intense commitment to the notion of territorial sovereignty, not by the
elite but by the masses. (Parker et al., 2008)
Problems emerged, however, for which territorial solutions were difficult. Ruggie refers
to such situations, largely connected to problems in ‘common spaces’ not contiguous to
land masses, such as rights on the sea or embassy rights, as ‘the paradox of absolute
individuation’. (Ruggie, 1993, p.165) Solutions to such complex dilemmas were
addressed through a form of ‘territorial unbundling’, which was, in fact, a form of
institutional negation of exclusive territoriality, which served as a means of ‘situating
and dealing with the dimensions of collective existence that are recognized as transterritorial in character’. (Ibid) Over time, this practice of ‘territorial unbundling’ became
‘the generic contrivance used by states to attenuate the paradox of absolute individuation’
and to compensate for the ‘social defects’ inherent in ‘the modern construct of
territoriality’. (Bozeman, cited in Ruggie, 1993, p.165) The liberal international order
emerging in the post-World War II years greatly enabled such attenuation and
compensation, further disaggregating the purely classic interpretation of sovereignty.
New States and New Sovereignty Claims
New paradoxes emerged during decolonisation, a process which helped strengthen the
principle of territorial sovereignty while simultaneously taming it. The UN General
Assembly Declaration Granting Independence to Colonial Territories and Countries’
(1960) granted independence to former colonies within their existing borders (in respect
of the principle uti posseditis, the legal principle that had emerged in the context of the
former Spanish colonies in Latin America). Cultural, linguistic and ethnic realities were
ignored and borders established upon the colonial status quo, ‘sanctifying the concept of
the civic, territorial state…’ Earlier legal arguments such as rebus sic stantibus - that
changing circumstances or conditions could be used to justify claims to change borders
- were rendered nugatory with the 1961 Vienna Convention on Treaties. The principle of
uti possedis was further cemented in the Charter of African Unity in 1963 and
reconfirmed in the 1964 Declaration of African Heads of State and Government, serving
as the basis for all attempts to mediate or resolve African territorial disputes. (Holsti,
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2004) Moreover, with the affirmation of sovereignty and the territorial integrity of the
former colonial possessions, the prior arrangements for managing these territories were,
for the most part, abolished. (Ibid.)
Kratchowil (1986, p.42) discusses how these principles were further bound by
international law when, in 1966, the United Nations’ International Covenant on Civil and
Political Rights included a provision stating that ‘[a]ll peoples may, for their own ends,
freely dispose of their natural wealth and resources’. This process of expanding sovereign
independence had already been bolstered by the 1952 UN General Assembly Resolution
on ‘Permanent Sovereignty over Natural Resources,’ which justified nationalisation
without the erstwhile compensation process. This doctrine of ‘permanent sovereignty
over natural resources,’ became a powerful organising principle in world politics. It often
required isolating domestic economies from external interference or penetration by
stressing ‘borders of separation’. Other efforts to protect or defend sovereignty included
the UN General Assembly Declaration on the Inadmissibility of Intervention into the
Domestic Affairs of States (A/RES/2134 XX – reaffirmed in 1981 under A/RES/36/103)
asserting that ‘[n]o State has the right to intervene, directly or indirectly, for any reason
whatsoever, in the internal or external affairs of any other State’. Consequently, armed
intervention and all other forms of interference or attempted threats against the
personality of the State or against its political, economic and cultural elements were
condemned. In 1970, two new General Assembly Declarations - Strengthening of
International Security (A/RES/2734XX) and the Principles of International Law
Concerning Friendly Relations and Cooperation among States in Accordance with the
Charter of the United Nations opposed all forms of coercion, including economic
pressure against a state ‘to obtain from it the subordination of the exercise of its sovereign
rights’. (A/RES/25/2625) The 1975 Helsinki Act of the Conference on Security and
Cooperation in Europe reiterated earlier norms of sovereign equality, self determination
and territorial integrity, political independence and non-interference. The growing body
of customary international law relating to territorial sovereignty and territorial
jurisdiction as well as human rights treaties and conventions, trade and other agreements
were expected to balance out the absoluteness of classic notions of sovereignty.
At the same time, a number of prominent IR scholars in the United States launched ‘a
concerted attack [in the West] on state-centric realist approaches’ to international
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politics. (Krasner, (1983, vii) Keohane and Nye (1977, 1979) viewed the world as
becoming increasingly interdependent due to the increasingly important role played by
transnational and trans-governmental actors in international affairs. They believed that
while the formal trappings of the sovereign state held, ‘states could no longer effectively
exercise their power because they could not control international economic movements,
at least not at acceptable costs’. The latter coincided with the emergence of a number of
issues more related to ‘low’ politics than the traditional military and strategic issues
representing the area of ‘high politics’ that had marked the rhythm of the Cold War.
For Krasner (1977), however, the state would hardly be worn away ‘by the ebb and flow
of economic transactions’, not least because inter-dependency was also spurring new
forms of dependency. Moreover, as Sagafi-nejad and Dunning (2009) make clear, a
number of new challenges were increasing state interest in shaping the rules of the
existing economic order. Krasner thus forecast that in reaction to these new realities,
states would instead ‘build dikes’ around their sovereignty, a reality that would, in fact,
be difficult to deal with. Subsequent practices of establishing norms - for example, to
rein in the power of multinational corporations - ‘must thus be understood as a means to
master the problem of loss of control that is concomitant to increasing interdependence’.
(Kratchwil, 1983)
Détente had provoked much scholarly writing on the subject of regimes and norms during
the Cold War years, although it waned in light of the ideological impasse. It revived again
in the 1980s (Keohane and Nye, 1977; Ruggie, 1982, 1993) and became prominent in
the post-Cold War years, particularly as the push for market democracy and cooperative
multilateralism deepened. Congruent with the legitimating principles underpinning the
new order, the number of international regimes and participating states increased
significantly. Alter and Meunier (2007) correctly note that ‘from peacekeeping and
telecommunications standards, to the geographic indications of wines (…)’, almost every
policy issue became the subject of one or more international regime. Moreover, under
the new post-Cold War order, the original post-World War II interpretation of state
sovereignty, core and emerging concepts and institutions of sovereignty would be
upheld, although increasing focus would be placed on strengthening the viability or
legitimacy of states (through processes of democratisation and statebuilding), protecting
peoples through mechanisms of collective security, strengthening regimes (for example,
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in the areas of human rights, arms control, trade and telecommunications), and ensuring
access to economic markets. (Albright, 1993; The White House, PDD 25, 1994; Doyle,
1997; RAND, 2001)
For Ruggie, the most extreme manifestation of this form of ‘territorial unbundling’ was
the European Community which, by 1993 when he penned ‘Beyond Territoriality’, was
already engaged in a post-modern practice of pooling sovereignty. Another, albeit
strongly contested, manifestation of this unbundling effect relates to the responsibility to
protect (R2P) doctrine that emerged following the international community’s failure to
prevent the atrocities of the 1990s. (Ayoob, 2002) The impact of the atrocities drove a
concerted effort to dilute continued perceptions of the the absoluteness of state
sovereignty, and focus on the states’ obligations not just towards other states but to their
own peoples. In the words of former UN Secretary-General Kofi Annan:
States are now widely understood to be instruments at the service of their peoples,
and not vice versa. At the same time individual sovereignty—by which I mean the
fundamental freedom of each individual, enshrined in the charter of the UN and
subsequent international treaties—has been enhanced by a renewed and spreading
consciousness of individual rights. When we read the charter today, we are more
than ever conscious that its aim is to protect individual human beings, not to protect
those who abuse them. (The Economist, 1999)

2.2.3 Questioning Sovereignty: Information Technology and the State

Military Technological Developments and the State
In his seminal essay, ‘The Geographical Pivot of History’, Mackinder (1904) highlighted
technology's role as an engine of change in history through the mobilisation of power:
the Romans on their roads, the Vikings in their boats, the Russians and their horse riding
nomads all represented different forms of mobilising power across land and sea with
significant geopolitical consequences. The advent of the steam engine and human
inventions such as the Suez Canal enhanced sea power over land power momentarily,
until the invention of the trans-continental railway, which in Mackinder’s eyes opened
up the closed heartland of Eurasia and enabled a new geopolitical dynamic between land
and sea powers.6

6

Walton (2007) argues that Mackinder was perhaps a century too early in his prognostications.
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The technological developments emerging from the industrial revolution in the
nineteenth century had perhaps the most profound effect on the modern territorial
sovereign state and international order. The invention of the transcontinental railway
cancelled out many of the geographical obstacles that had posed barriers to exploration
and exploitation, helped link peoples and goods with a speed heretofore unimagined,
ushering in what Mackinder described as the end of ‘the Columbian epoch.’ By the end
of the century, advances in technology and human exploration would overcome the
‘tyranny of distance’ (Kennedy, 1971), accentuating the ‘mobility of power’ and creating
a more closed yet global political system within which ‘every explosion of social forces
(…) w[ould] be re-echoed from the far side of the globe.’ (Mackinder, 1904)
Herz’ 1957 essay ‘The Rise and Demise of the Territorial State’ was the first major study
by a scholar of strategy on change and discontinuity in the modern state system, tracing
the impact of military technological developments and other changes on classical
concepts such as territoriality and political independence, and on classical institutions
such as hard core defensibility and impenetrability. Herz linked this intrinsically to a
state’s ‘power of protection’ in reference to the territorial state. In this sense he suggested
that ‘people in the long run will recognise that authority, any authority, which possesses
the power of protection’. (Herz, 1957) Three developments since the nineteenth century
endangered the functioning of the classical system of territorial states, especially through
their bearing on ‘the feature of the territorial state which was the strongest guarantee of
its independent coexistence with other states: its hard-shell, i.e., its defensibility in the
event of war’: economic warfare (particularly blockades, which can damage the heart of
a state’s economy, thus bringing it to its knees); psychological warfare (the ability to
create political or economic effects within another state’s borders), air warfare
(particularly its strategic action in the hinterland), and nuclear warfare (which, for Herz
in 1957, represented the demise of the territorial state and its classic institution of
defence). By the end of the 1960s, Herz had back-tracked on his original thesis,
suggesting in another article – ‘The Territorial State Revisited: Reflections on the Future
of the Nation State’– that he had over-stated the impact of nuclear weapons and their
impact on the state. The latter were unusable in the types of conflicts that states were
actually facing: guerrilla warfare and nationalist insurgencies. In addition, other
important military capabilities were emerging, capable of transcending the
‘impermeable’ state in a more limited and managed manner.
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Herz’ assessment of technology and the state was however, largely silent on the role
information technologies played in these transformative processes. Yet, since the
emergence of the Westphalian state system, and particularly following the French
Revolution, information technologies had figured as a core feature of state power, both
military and otherwise, playing a significant role in ‘mobilising’ that power and
transcending what he described as the ‘hard core defences' of the state. (Virilio, 1995;
Tully, 2009)
Influenced by Kennedy (1979), van Creveld (1985) and Standage (1998), Gray places
the roots of the current IT revolution in the nineteenth century, tying it to the electric
telegraph which led to the wiring of the world, ‘a more significant technological
invention and development than was the computer in the late 20th Century’. (2013, p.5)
Yet, if ‘revolution’ is to be understood in terms of its relation to politics (domestic and
international) as well as military affairs (Freedman, 2006), those roots should be traced
to the earlier optical telegraph, which offered the first high-speed means of
communication in the late eighteenth century, helping shape the contours of the state and
its core institutions of protection.
The optical telegraph upended traditional concepts of space and time, representing a first
step towards the centralisation of military command and control and providing a reliable
means for the new legislature to correspond with the war front in one sitting. Indeed, it
privileged the new French state. As noted by Virilio, the emergence of a tool of rapid
communication at a key moment enabled the emergence of the first [French] republic in
the record time of three days:
Unlike previous republics in history, this republic was born not out of sedition, but of
the instant implementation [three days] of a form of mediatisation [announcement via
the optical telegraph of the victory at Vesny and the arrest of the Prussian invasion] with
totalitarian ambitions, as well as of the establishment of an irrefutable technical fact,
rather than a legitimate state that would then become dependent on the technology.
(Virilio, 1995, p. 39)

The prevailing political and social conditions of revolutionary and Napoleonic France
enabled the development and dissemination of the optical telegraph in the late eighteenth
and early nineteenth centuries. Kittler (2013), Adria (2010), Virilio (1995), Flichy (1993)
and Ozouf (1984) discuss how the technology helped consolidate power and shape the
52

nation-state, both extending and accentuating external defensive and internal
administrative borders, shrinking distances and ‘in a way join[ing] an entire, huge
population into a single point’. (Chappe to Lakanal, cited in Virilio, 1995, p. 40) The
latter fomented a sense of national unity and cohesiveness that had not previously existed
and in ways that also involved important changes to economic and social structures and
military command and control. (Ibid.) State monopoly over the technology, enabled by
the first instances of IT-related standards and regulations (1833) and legislation (1837)
confirmed this role, the former coinciding with the broader interest in standardisation in
France propelled by the Revolution and gradually spreading across Europe.
(Wenzlhuemer, 2010, 2013)
The initial capacity and capabilities of the optical telegraph lost on today’s scholars were
later augmented by the electric telegraph and its land and undersea cables which,
according to Tully (2009), represented ‘a quantum leap in mobilising power’. For
Headrick (1991, 1988) the strategic value of the telegraph was confirmed by the role it
played in extending and consolidating empire. Winkler (2008), in turn, hints at the role
the technology played in stirring diplomatic power, also core to strategy, yet an insight
obviated by most strategic scholars. Headrick (1991), Rid and Hecker (2009) highlight
the electric telegraph’s role in introducing the operational level of warfare (later
confirmed by the radio) as well as its tactical value in both regular and irregular warfare.
The development of information technologies remained closely tied to the development
of the state and processes of territorial unbundling. The literature generally approaches
this from the perspective of globalisation and inter-dependence, yet fails to capture the
strategic and geopolitical interests driving states’ efforts to relinquish degrees of
sovereignty. For instance, the transnational nature of the electric telegraph and it global
cable system obliged states to relinquish some aspects of sovereignty, yet the latter did
not necessarily deal with the ‘social defects’ discussed by Ruggie (1993) since territorial
and other geopolitical concerns continued to influence states’ decisions around the
technology, including provisions that retained state control over the management of the
technology within its borders, or that made the free flow of information contingent on
national security matters.
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Virilio (1995) stresses the media’s role in driving innovation, although it was also access
to information of great financial, political and social value that simultaneously drove
states’ interest in maintaining degrees of control.
Criticising the realist tradition for placing geopolitics and strategic concerns as the
drivers of IT innovation and global communications, Winseck and Pike (2007) place
global capitalism as the core driver of the global telegraphic system. It is this element,
they suggest, that drove collaboration between corporations at the global level and that
led to inter-imperial collaboration and the establishment of the International
Telecommunications Union in the inter-war years. (Ibid., Winkler, 2008; Balbi et al,
2009; Spartaco et al, 2011; Headrick, 1991)
The latter undoubtedly led to the opening up of the electric telegraph and subsequent
information technologies such as wireless and telephony to greater international access
and use. Yet, they ignore the earlier sub-regional regimes that laid the basis of the ITU
and the geopolitical interests that informed their creation. They also ignore the fact that
until relatively recently, greater access and use remained largely confined to the state,
semi-state bodies, or private concerns with close ties to the state. In addition, the
legerdemain of politics ensured that these first IT-related regimes (and others that
followed) remained key to the ‘territorially bound concepts’ that Winseck and Pike had
critiqued, the latter remaining equally key to states’ decisions to participate (or not) in
the new regimes. For Cowhey (1990) and Hills (2002), the regimes in question eventually
provided ‘a multilateral framework that reinforced domestic monopolies and bilateral
agreements in the global market, creating one of the ‘most lucrative and technologically
significant international cartels in history’. The regime has continued to be influenced by
territorial and geopolitical interests, even after the earlier challenges relating to
monopolies were deflected. (US Dept. of State, 1948; Cowhey, 1990; Hill, 2002; Hugill,
2009; Howland, 2014; Kissinger, 2014)
In the decades following the Sputnik launch, a number of other states began to voice new
sovereignty-related concerns regarding the use of satellite applications, particularly those
used for reconnaissance, remote sensing and broadcasting, and which were suggesting
new, unprompted forms of territorial unbundling. (Laskin and Chayes, 1975; Sittenfeld,
1980ab; Christol 1988; Hardin, 1992; de Sola Pool. 1998; Schmahl, 2007; Mwaffisi,
2007; Nickles, 2010) The new information technologies were able to directly capture or
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beam information into a state (and directly into government agencies or households) for
ideological, politico-cultural and military purposes. And even if presented as
commercially and environmentally beneficial to ‘all of mankind’, the perceived
insecurities quickly spurred reactions of sovereign dike-building, evidenced in the
number of UN General Assembly resolutions that were adopted at the time. (Sittenfeld,
1980a; Eger, 1978) Many of these debates were tied to strategic developments, notably
the use of outer space for military purposes and the applicability of international law –
notably territorial sovereignty – to outer space. While the latter debate grew out of
strategic considerations, it later became enmeshed in questions of dual use, later
becoming applicable to questions of state responsibility regarding commercial satellite
applications.
The insecurities discussed above were further accentuated by the commercialisation of
digital supercomputers which had emerged out of efforts to develop the atomic bomb.
Contrary to the thrust of current studies which suggest a certain ‘newness’ to data
sovereignty debates and states’ growing ‘will to nationalise data’ following the
revelations of NSA surveillance practices (Chander and Lê, 2015; Maurer et al, 2014;
Lyon 2014; Wickett, 2013), the 1970s witnessed the first efforts to control data flows as
well as the first data sovereignty debates. These first instances of cross-border data flows
and remote or extra-territorial storage of data, managed largely by US multi-nationals,
emerged in tandem with the growing use of information technology to both enhance
system integration on the battlefield and enhance the qualitative dimension of weaponry.
The latter propelled significant competition as well as similar efforts at sovereign ‘dikebuilding’ that had emerged around satellites.
This reaction to satellite and computing technologies was influenced in no small part by
the shifting grammar of the Cold War, the increasingly complex politics of
interdependence, and the consolidation of the ‘competitive state’. (Eger, 1978; Hondius,
1980; Bortnick, 1981, 1983; Zimmerman, 1982; Trotter-Hardy, 1983; Saunders, 2009;
Peters, 2009; Mayer et al, 2014) In addition, satellite and digital computing technologies
emerged at a time when states were reaffirming questions of territorial sovereignty,
political independence and non-interference. Decolonisation was now a fact, not a distant
or looming policy option and the newly sovereign states were eager to take up their
position on the world stage and address marked economic and political inequalities. Eger
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(1978), Cawkell (1982), Hondiu (1980) and others cited above discuss how the newly
independent states became increasingly concerned with the technological divide between
them and the major powers, a divide made all the more salient by the huge investments
in science and technology by the United States and the Soviet Union during the first
decades of the Cold War as well as growing economic interdependence: for developing
states – and many developed ones, too – it looked increasingly as if increased dependency
rather than interdependency would be their fate, one they were unwilling to accept.
Headrick (1988) considers historical trends in technology transfers, noting that while
technology had been transferred to developing countries in the past, it did little to
diversify their economies or raise per capita incomes. If anything, the ‘relentless advance
of Western technology’ through the latter half of the nineteenth century and the first half
of the twentieth had widened the gap between developing and industrial nations.
(Headrick, 1988, p.7) Since much of the technology developed by the West could easily
be turned against the newly independent states, seemingly progressive policies such as
development aid were regarded with suspicion not least because of their capacity to make
the new states ‘penetrable’ through the fostering of economic, technological and military
dependencies. (Herz, 1968, p.26) Information technology, in particular, could easily bypass traditional borders and rules, and had the potential to foster another ‘great divide’.
(Ibid.)
As information technologies increased in sophistication, they were perceived to both
strengthen and threaten traditional notions of sovereignty, depending on a belligerent
state’s position. They were capable of penetrating the borders of the most technologically
powerful states, creating therein political and economic effect, as well as enabling
strategic and tactical action in the hinterland and across the geographical environments.
(Herz, 1958) The value of information technologies increased as their dual-use nature
accentuated their importance to military and economic power. Space-based IT
applications confirmed the latter with their capacity to directly capture or beam
information into a state (and directly into households) for ideological, politico-cultural
and military purposes, even if presented as commercially and environmentally beneficial
to all of ‘mankind’. Herz grasped the psychological warfare dimensions of these
technologies, and their capacity to penetrate the traditional defences of the territorial
state. Notably, the capacity to ‘misinform’ through psychological and information
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warfare suggested a ‘by-passing effect on old-style territorial defensibility as it rendered
the state ‘more susceptible to undermining from within.’ (Herz, 1957, p.487) He also saw
these capabilities as producing ripe power/political opportunities for the major powers,
who could use the new technologies for the purposes of subversion, espionage and
sabotage. The new technologies could also overcome traditional impediments to the
propagation of ideas and mores in so-called ‘denied areas’.
Similar appreciations are made with regard to early computing and networking
capabilities and more recently to cyberspace. (Betz, 2012; Betz and Stevens, 2011; Nye,
2014; Tibbs, 2013; Kramer (ed.), 2010; Libicki, 2007, 1997, 1996; Gray, 1996) The
seemingly borderless character of cyberspace and the internet intensified perceptions of
an ever-shrinking world, yet, as with the other technologies, it provided ripe opportunity
for amplifying all types of behaviour by non-state actors as well as states themselves.
Indeed, as early as 1971, Toffler warned that information technology carried the potential
of overturning the status quo of the territorial state and the notion of power, potentially
precipitating ‘the deepest social upheaval and creative restructuring of all times’. By
1990, the growing gap ‘between the scale of political management by separate, sovereign
national units and the exchanges that flow so swiftly around the globe’, was described
by McNeill as ‘one of the important post-Cold War problems,’ with ‘information flows’
being particularly pervasive. (McNeill, 1990 p.168) Moreover, for McNeill, the ‘central
disturber’ of this new age would be the ‘communications revolution (…), arousing new
hopes and fears, and provoking new types of behaviour’. (Ibid.)
Franda (2001, p.97) discusses how, combined with the collapse of communism as well
as the broad push for liberalisation and ever smaller government, there was an
assumption that ‘new regimes could be established with minimal sets of rules and with
little or no government control. The effects of the broad liberalisation of
telecommunications as well as the commercialisation of the internet in the mid-1990s
strengthened these assumptions. (G7, 1994, 1995; European Commission, 1995)
A posse of ‘digital libertarians’ emerged in the early 1990s announcing the waning
influence of the state and the emergence of a ‘post-territorial order’. (Goldsmith and Wu,
2010) Throughout the 1990s and early 2000s, this group of largely intellectual middleclass Americans steeped in the technology or commercial worlds of the internet (or both),
57

assumed that the internet would remain largely immune from state authority, with some
even suggesting that the internet would make it so easy to violate so many laws that the
nation state itself would cease to function. The latter was based less on the assumption
that states would want to interfere in the internet (as it had in earlier information
technologies) than their inability to do so. (Boyle, 1997) Our libertarian prophets
assumed that the characteristics of the medium itself, an ‘Internet Holy Trinity’ - the
technology of the medium, the geographical distribution of its users, and the nature of its
content - would impede all efforts at regulation or control. Blind faith in this ‘trinity’
defined the actions and thinking of this libertarian community, which fervently believed
that ‘trying to regulate the internet was like trying to prohibit evolution’. (Boyle, 1997)
As the number of internet users expanded across the globe and information technologies
became more pervasive across society, renewed talk of a brave new ‘borderless world’
emerged.
Other, oft-related developments were also suggesting challenges to the Westphalian
model of the state and the international state-based system. For instance, Castells (2011)
discusses how in the 1990s, transnational public demands for equality, justice and much
more radical structural reforms at both the domestic and international levels, initially
emerging in the 1970s7, began to frame a ‘new politics of human rights, ethnic identity
and religious revival’, particularly among urban elites. The diffusion of power enabled
by the low-barrier access to cyberspace helped open up dissent and persuasion beyond
traditional political bases in society, multiplying the issues and number of peoples
involved and providing new platforms – virtual and otherwise – and transforming the
manner in which dissent is voiced. (Castells, 2011; Betz and Stevens, 2011; Nye, 2011;
Kavanagh, 2012) Wikileaks, Anonymous, the Occupy mobilizations, the Arab Spring,
and the 2011 U.K. Riots represent some of the more recent groups, movements, processes
and incidents of dissent enabled by ICTs, producing far-reaching consequences at the
global, regional and national levels. (Milan, 2011; Kavanagh, 2012) Citizens across the
globe looked on bouche bée at the audacity of the Wikileaks group, while others trawled

7

An in-depth insight into the ethics and interests of internet countercultures and the roots of activism
originating in the 1970s is recounted in Flichy’s (2007) Internet Imaginaire and Milan’s (2013) Social
Movements and their Technologies. Wiring Social Change.
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through reams of confidential files, searching for new truths to enhance their personal or
group narratives.8 (Ibid.)
The proliferation of new movements of dissent also fostered new illusions for democracy
promotion. Indeed, from the media to the State Department, powerful actors touted the
idea that the new technologies supported by digital strategies were the world’s best hope
for bringing down more autocratic states and their leaders, and for promoting more
democratic and liberal modes of government and governance. (Morozow, 2011)
Arquilla and Ronfeldt, (2001) Fukuyama (2004) and Jabri (2007) argue that the
information revolution and the effects of globalisation, interdependence and growing
inter-connectedness between states and societies suggested that the predictability
framing calculative relations between the constitutive units of the international system
was loosening further, giving rise to important structural changes in international
relations. In this regard, states would be increasingly compelled to vie for positions, often
in competition not just with each other, but also with non-state agencies, whether
international corporations, non-governmental organisations, terrorist and extremist
groups, and transnational groups and networks trading in illicit goods. Most obvious was
the manner in which many of these other ‘agencies’, often enabled by new modes of
communication and organisation offered by information technologies, began to compete
more aggressively with the state in fields falling within the strict monopoly of the state:
order, security, law and property rights. (Glenny, 2009; Hein and Thakur, 2011;
Kavanagh et al 2013)
By the turn of the century, small-scale computer crimes first witnessed in the 1970s and
1980s had mushroomed into a global phenomenon with crime committed within the
networks (cybercrime) estimated to be costing the global economy some USD 400 billion
each year. (CSIS, 2014; World Economic Forum, 2015).

8

According to Milan (2010), the first major leak by the Wikileaks group in 2010 marked a turning point
in cyber activism, giving visibility and renown to groups such as Anonymous, and encouraging people to
‘participate’ and note their dissent: the ‘sporadic, cell-based cyber-performances of the 1990s have become
tactics practiced on a regular basis by decentralized networks of individuals seeking to intervene in realworld struggles’.
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Beyond cybercrime, traditional transnational criminal groups, which have always
excelled at using information technologies to outwit law enforcement, applied new IT
products and services to their illicit operations, further complicating efforts to monitor
and curb their activities. (Kavanagh, 2013, and forthcoming 2016a) Terrorist groups such
as Al Qaeda, and, more recently, groups such as the Islamic State, also reaped the benefits
of the internet and information technologies writ large, their ‘ease of access, lack of
regulation, vast potential audiences, fast flow of information and so forth (…) converted
into the advantage of groups committed to terrorizing society to achieve their goals.’
(Kavanagh et al, forthcoming 2016b; Weimann and Hoffman, 2015)
Beyond non-state actors, states once again began to figure strongly in threat calculations,
reflecting a shifting geo-strategic environment. Reports of incidents of state malicious
use of cyberspace and ICT in the context of intra-state and irregular conflicts increased,
with reports of offensive covert operations such as Stuxnet - more the purview of spies
than warriors - and unfettered surveillance by the US and some of its allies driving
tensions in international relations. (Sanger, 2012; Wickett, 2013; Lyon, 2014; Kavanagh
et al, 2014)

2.3.4 [Re]Confirming Sovereignty

Initially some of these developments merged with others to suggest a waning of state
power. The collapse of the Soviet Union had allowed the acceleration of efforts
commenced in the 1980s to curb the power of the state in favour of private enterprise.
Fukuyama (2004) discusses how these policies, commonly referred to as ‘Thatcherism’
and ‘Reaganism’, represented a ‘vigorous counteraction' to the centralised, active state
that had underpinned most democracies throughout a large part of the twentieth century.
Reducing the size of the state (or unbundling its sovereignty) became a core objective of
international policy in the two decades spanning 1980-1990, alongside a period in which
a large number of states in Africa, Asia and Latin America and the Caribbean were either
exercising their right to self-determination or transitioning from authoritarian rule to
what Huntington described as democracy’s ‘third wave’. (Huntington, 1990, 1993)
Measures imposed by the international financial institutions - the so-called ‘Washington
consensus’ - focused on reducing bloated state structures and state intervention in
economic affairs. Fukuyama argues that the principles underpinning the policy assumed
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that while the state was being trimmed in certain (predominantly economic) areas, it
would be ‘simultaneously strengthened in others’. (2004, p.5) For many, this Kantian
peace would continue to be ensured by the inexorable spread of market democracy and
the information revolution and guarded by a technologically sophisticated US military
machinery that no other power could match. (Kagan, 2004; Layne, 1994)
Gladwell and Wasik (cited in Kavanagh, 2012) and Morozov (2011) discuss how
misplaced analysis of the developments noted above tended to highlight the contribution
of information technology, notably social media, while relegating the underlying
historical causes and [geo]political, economic and social factors of discontent to a
secondary role, in turn weakening the basis of follow-on strategies. Indeed, while social
media may unite people for protests and the achievement of short-term tactical gains, it
does not necessarily unite them for the longer-term strategic objectives of structural
societal change or shifts in the practice of sovereignty, often the object of dissent in the
first place. (Ibid.) For Morozov (2011), the idea that technology could be the key
ingredient in the promotion of democracy was a fallacy, a dangerous form of ‘cyber
utopianism’, which belied the fact that ‘there was nothing about the tools that made them
magically beneficial to only one side’.
Moreover, the fall-out of these developments has not meant less state involvement, but
more, including in the field of information technologies where states were quick to assert
sovereignty and implement new controls, often through the very technological means
that had cried freedom. As discussed by Held et al (1999), the effects of globalisation
only ‘reinforce[d] and enhance[d] state power in many domains’, with information
technologies serving as both a cause and an enabler of this reinforcement. Sterner (2012)
discusses how the disruptive nature of the online protests and their related consequences
have had the reverse effect of overshadowing many of the societal concerns at the heart
of the protests, propelling greater state interest in exercising authority over the
technologies to counter what was first perceived, and later introduced into law as illicit
behaviour. In other contexts, equally legitimate claims for more responsible, effective
and less abusive states were over-shadowed by an emphasis on the technological means
of dissent, stoking state interest in those same technologies and tools and the ways and
means of silencing them. (Deibert, 2013; Morozow, 2011) As argued by scholars such
as Mueller (2010) and Cogburn et al. (2005), this in turn accelerated an interest by states
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in the internet governance agenda which they considered to be controlled, or at least
unfairly influenced, by the United States.
Meanwhile, for Virilio (1995) and Morozow (2013) the real harms to society (and
history’s future) is the blind socio-political (and one might add, military) belief in
information technologies. Virilio places his argument in historical context, tracing the
impact of the technologies since the optical telegraph was first leveraged for military
command and control during the French Revolution. He discusses how the latter
accelerated with the computerised systems emerging from the destruction of World War
II, and the ‘gradual spread of a socio-political cybernetics’, resulting in a ‘total unavowed disqualification of the human in favour of the definitive instrumental
conditioning of the individual’. For Morozow, the implications of technological and
private power are equally harmful, in that many technologies pre-empt social behaviour
or already have normative solutions hard-wired into them, replacing core processes of
democratic participation and institutions such as transparency, oversight and
accountability; and presenting facile, yet misguided, quick alternatives to the hard slog
of finding effective solutions to the complex structural problems of todays’ societies.
(Ibid.) A core example of these developments is the growing trend in situational policing,
or the growing reliance on technologies to prevent terrorist use of social media to groom
recruits or incite violence. (Morozow, 2013; Kavanagh et al, forthcoming 2016)
The Limitations of Technological Power in Military and Strategic Affairs
Logically, these and additional challenges propelled by information technologies spilled
over into the military realm. Certainly, the increasing reliance of military (and
increasingly economic) power on information technology and its implications for
sovereignty and traditional ‘hard core defences’ has given states powerful justification
to either challenge other states control or domination of the technologies or devise
alternative strategies to meet it. Yet, as noted earlier, while much of the literature relates
to how states have historically used information technology to bolster military power, it
is largely silent on latter.
Adamsky (2008) discusses the impact of computer- and other IT-driven changes during
the Cold War on military strategy and organisation, highlighting how Soviet analysts
grasped the implications of the new computing and precision technologies to military
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power and their ability to create effect or penetrate deep into the soft-underbelly of the
enemy state. These computing-driven changes were leveraged by the US to off-set Soviet
nuclear parity and the co-relation of conventional forces. According to Soviet analysts,
the effects that could be leveraged from the technologies represented an end to hard-core
defensibility, a form of ‘discontinuity in military affairs’, potentially even a military
technical revolution. (Ibid.)
The so-called ‘revolution in military affairs’ was not without its detractors. Freedman
(2006) critiques those that believed that the technologically-enabled shifts of the RMA
would transform war itself in that it would no longer be an instrument of mass slaughter
but would become ‘more contained and discriminate, geared towards disabling an
enemy’s military establishment with the minimum necessary force’ and limited collateral
damage: ‘no more resources would be expended, assets ruined or blood shed than
absolutely necessary to achieve specified political goals’. (Ibid.)
Moreover, Freedman (2013) and Betz (2012) argue there was an assumption
underpinning the RMA that the ‘fog of war’ would be lifted and the problem of friction
in warfare forever cancelled. In short, Clausewitz would be officially ‘dethroned’ and his
trinity relegated to the annals of history. (Betz, 2012) Another core assumption of the
RMA was that ground battles could be avoided, and if necessary, could be scripted in
accordance with the desired outcome. To an extent, this is what happened in Iraq, where
the ground campaign lasted no more than 100 hours and played out as military planners
intended. However, the lack of practical human intelligence throughout the war
exacerbated some of the problems that emerged around an almost complete reliance on
precision and electronic surveillance capabilities.
DeGhett (2014), Freedman and Karsh (1991), Fisk (2006) and Virilio and Lotringer
(1983) questioned the realities of prosecuting a war from afar, journalist coverage of
which was either micro-managed for political effect through the ‘embedded’ or ‘pool’
system, or outpaced by the speed and distance of the war itself, significantly
dehumanising the war effort, sustaining the account of minimal casualties, announcing
the ‘death of journalism’ as we know it and laying the ground for some of the serious
mistakes in social engineering that would take place in the 2000s. Starr (2005) adds that
the characteristics of the war also created the false assumption that Boulding’s ‘loss of
63

strength gradient’ – the principle of ‘the further the weaker’– had been overturned: the
US could prosecute a war from a distance, without having to concern itself with the
traditional boundaries of geography and the complexities of local politics and peoples,
or over-rely on geographically located alliances.9 Rather than losing degrees of
competitive power the further it went from home, precision technology and other
technological capabilities would allow the US to maintain it, regardless of distance.
These assumptions were tested in US expeditionary missions in Afghanistan and Iraq
following the terrorist attacks of 11 September 2001. Their overriding failure
demonstrated both the continuing importance of geography and territoriality and, of
course, politics and the passion of peoples. (Sheldon, 2014; Kavanagh, 2014; Webb,
2007)

From a broader strategic perspective, the basic premises of the RMA were highly flawed
as they ignored the realities of the post-ideological struggles, many of which had been
manifest for decades, and banked on the continuation of ‘professional wars’ between
professional, technologically sophisticated armies. (Bacevich, cited in Freedman, 2013,
p. 217) The later focus on information dominance tended to lose sight of the enemy
through a creeping objectification of the latter in strategy and on the battlefield: the
enemy no longer represented a state with a long and complex history, or an actor within
that state with specific grievances (legitimate or not), but instead an ‘operating system’
against which US ‘information power’ would be deployed (Arquilla, 1994, p.27) and in
which there was limited room for diplomacy.10
Freedman (2006, 2013) and Betz (2012) also highlighted how the RMA failed to assess
technological changes and their application to the battlefield in the context of changes in
broader political affairs, which had actually been pointing away from ‘the decisive clash
between [great] powers’. Conversely, the United States in particular, failed to respond to

9

The military concept ‘loss of strength gradient’, or LSG, was first presented in 1962 by Kenneth E.
Boulding in Conflict and Defence: A General Theory. The core argument is that the amount of a nation’s
military power that can be brought to bear in anywhere in the world depended on geographic distance: the
farther away the target of aggression, the less strength could be made available. This situation could be
ameliorated by forward positions. (Webb, 2007)
10
Arquilla (1994) discusses the ‘systems approach’ and how systems analysis would be used to identify
‘centres of gravity’ in the operating systems (i.e. the adversary) that would then be targeted by US
information power. US dominance in the field would mean that few would be able to withstand US ‘suasion
or force in peace or war’.
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changing geopolitical conditions and adapt its military machinery to ‘the wars that might
actually have to be fought, which were more asymmetrical and irregular in nature’. For
Freedman,
[t]here was an unreal quality to this view of future warfare. It was for political
entities that were not fearful, desperate, vengeful, or angry; that could maintain a
sense of proportion of the interests at stake and the humanity of the proponent. It
was a view that betrayed a detached attitude to the well-springs of conflict and
violence, the outlook of a concerned observer rather than a committed participant.
It ignored the physicality of war and war’s tendencies to violence and destruction.
It would hardly be a revolution in military affairs if those who embraced it only took
on conflicts which promised certain and easy victories. The 1991 Gulf War
vindicated this vision, but that was helped by Saddam Hussein’s ignorance of the
real military balance. (Freedman, 2013, p.219)

More succinctly, Gray (2013) argues that what was essentially wrong with the RMA
theory was its tendency to ‘confuse unilateral combat power with the net effectiveness
that produces outcomes in strategic history’. Regardless, information technologies and
information itself – key to this view of future warfare – have remained central to military
power, and questions of military superiority, despite the weaknesses of the RMA.
Moreover, as evidenced in this study, the perceived potential of information technology
to bolster military power at key moments in geopolitical and strategic affairs has
remained a salient feature of military thought. In the United States, for instance, the
second and third so-called ‘off-set strategies’ serve as key indicators in this regard.11
(Perry, 2003; Purcell, 2014; US DoD, 2015)
In a 1993 paper on imminent ‘cyberwar’, which Gray, writing in 2013, snidely remarks
‘has yet to come’, Arquilla and Ronfeldt highlighted how the information revolution
would cause significant shifts in how societies would come into conflict and how
militaries would wage war. This early use of the appendix ‘cyber’ in relation to warfare
was underpinned by emerging principles of information dominance and remained central
to US military thinking throughout the next decade. Indeed, Libicki (1997) confirmed
that information dominance over ‘extant and potential foes’ was now a central element
of US military doctrine, crucial to ensuring the decisiveness of military capabilities.12 He
11

Supra note 2.
Libicki defined information dominance as ‘superiority in the generation, manipulation, and use of
information sufficient to afford its possessors military dominance’, highlighting its three sources:
command and control, which would permit everyone to know where they (and their cohorts) are in the
battle space, enabling them to execute operations when and as quickly as necessary; intelligence that ranges
12
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described the latter concept as a form of ‘digital coercion’, whereby not just knowledge
and perceptions would be targeted, but also the entire information infrastructure of an
adversary. These information infrastructures were expected to be ‘primarily computer
controlled, operated by the commercial-civilian sector (unprotected), and the primary
infrastructure upon which military forces almost totally depend’. Access to the computercontrolled infrastructures would ‘permit the degradation, disruption, or destruction of the
network and/or the functions they serve (…) and as a result, the ‘computers’ themselves
would become the intelligence ‘targets’. (Ibid.) The doctrine of Information Warfare –
later toned down to the less bellicose-sounding title of Information Operations – framed
this approach to war-fighting, until attention shifted to ‘cyberwar’ and ‘cyber warfare’.
(Thomas, 2001)
As with the RMA, new cyber capabilities were said, once again, to be transforming the
character of warfare. (Satlzman, 2013; Dombrowski and Demchack, 2014) As Libicki
had presaged, ‘cyberspace’ was ultimately established as a new military domain, the
relation between information technologies elevated to the position of strategic power,
alongside land, sea and nuclear. A series of ‘terrible if’s’ (Churchill, cited in Gray, 2013)
began to accumulate with imminent ‘cyberwar’ and ‘cyber warfare’ commonly cited, if
poorly defined, as new threats (Liff, 2012; Rid, 2013; Glenny and Kavanagh, 2011)
Try as they may, strategists have had a difficult time developing a coherent strategic
doctrine around cyberspace or cyber capabilities. (Gray, 2013; Betz, 2012a) Libicki
(2014) suggests that since two other domains of conflict - space and spectrum - have no
‘comparably memorable strategic doctrines or assessments associated with them’
perhaps cyber might not need one either. Gray (2013) argues, convincingly, that the
question is not so much one of elevating ‘cyber’ to a position alongside other forms of
power, but rather to applying the general theory of strategy to cyber power. This allows
for a greater appreciation of the real value of cyber power, which will likely only ever be
as an ‘enabler of physical effort’, leveraged out of joint [kinetic] operations in support of
other forms of power, or in the disruptive tactics deployed within and beyond the theatre
of war and not out of [misnamed] ‘strategic stand-alone cyber action’. (Ibid.) Moreover,
he argues, the tendency is to overlook the fact that what states are really motivated by is
– and always has been – the quest for information or knowledge (or lack thereof) which,
from knowing the enemy's dispositions to knowing the location of enemy assets in real-time with sufficient
precision for a one-shot kill; and information warfare that confounds enemy information systems at various
points (sensors, communications, processing, and command), while protecting one's own’.
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ironically, has ‘never been the key to strategic success or failure’. (Ibid.)

2.3.5 Information technologies, the State, Reciprocity and Regimes

Obviating the Obvious: Friendly Conquest and Reciprocity
Despite the growing body of literature on cyber power and cyber warfare, little has been
written on the reciprocity provoked by one states’ or a group of states’ dominance of
information technology. Yet, since the emergence of the first high-speed technology in
the late eighteenth century and its leveraging for military and state-building purposes,
states have fiercely competed to dominate or control information technologies, as their
perceived implications for increasing military and economic power and for undermining
state sovereignty intensified alongside the increasing sophistication and pervasiveness of
information technologies.
Libicki (2007) was perhaps the first to study technological and information superiority
from a strategic studies perspective, noting that dominance of information technologies
by one state (in relation to cyberspace in particular, but equally relevant to the other
technologies discussed in this study) and related transformations can lead to a form of
‘friendly conquest’ whereby
one who controls a system may let others access it so that they may enjoy its content
services and connections. With time, if such access is useful and assured, users may
find themselves not only growing dependent on it, but deepening their dependence
on it by adopting standards and protocols for their own system and making
investments in order to better use the content, services or connections they enjoy.
The harder it is for users to walk away from such a relationship, the more power a
system’s controller potentially has over them and the assets they have entrusted to
that relationship. (Libicki, 2007)

Libicki makes no reference however, to the reciprocal actions that such forms of friendly
conquest and transformational objectives tend to spur, despite the ‘lingering effects of
history’: when aimed at changing the status quo, they tend to invite reciprocity, since
they ‘are likely to threaten other states’ interests or at least be perceived to do so’, thus
generating ‘countervailing behaviour’. (Murray et al, 2011) With regard to information
technologies, fierce competition between states to dominate or control information
technologies and their effects for purposes of power has always been a core feature of
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international politics. (Headrick, 1991, 1988; Kennedy, 1971; Tully, 2009; Winkler,
2008) For less-technologically sophisticated states fearful of or concerned by the form
of ‘friendly conquest' described by Libicki and the technological divide it creates, the
tendency has been to use two oft-overlapping strategies to catch up: participate in
international regimes and norm-shaping efforts (discussed in more detail below) and
industrial espionage. This consistent reaction to the technological superiority of another
state and its relevance to military power appeared to dissipate with the end of the Cold
War, yet it was not long before it raised its head again.
Freedman, Libicki and other scholars of strategy missed this core element of strategic
culture and geopolitics in their assessments of the IT-driven transformations in the postCold War environment. In the mid-1990s, in the framework of an academic spat with
Gray over the geopolitical implications of the information revolution, Libicki even went
as far as to conclude that the informational aspects of the military technological
dimensions of the Gulf War war had signalled a liberation of those same aspects from
spatial concerns, thus suggesting a concomitant neutralisation (or transcendence or
transformation) of geography and the elimination of geopolitics through technology’s
influence on military security. Thenceforth, he argued, ‘cyberspace would be the arena
of international security’. (Libicki, 1996; Gray, 1996)
Yet the vulnerabilities ignited by the growing pervasiveness of information technologies
and the growing and somewhat misplaced centrality of cyberspace to military and
economic power instead accentuated not only geopolitics but the very territorial nature
of the sovereign state. The latter confirmed the forecasts of analysts such as Walton
(2007) and Sheldon (2014) that the geographical nerve centre of international politics
would shift from the West to Eastern Eurasia, with information technology playing a
major role in this realignment of geopolitical and strategic affairs and provoking tensions
where they might not have existed before.
Regimes and Norms as a Form of Deterrence
Regimes are the ‘principles, norms, rules and decision-making procedures around which
actor expectations converge in a given issue-area’, while norms are ‘widely-accepted and
internalised principles or codes of conduct that indicate what is deemed to be permitted,
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prohibited, or required of agents within a specific community’. (Krasner, 1983, p.1;
Erskine and Carr, 2014) Finnemore and Sitkink (1998) discuss the life cycle of norms,
dividing it into three stages: i) norm emergence, which can result in ii) a norm cascade,
and iii) the internalisation or institutionalisation of the norm once the ‘tipping point’ of
the cascade is reached. Importantly, the processes leading to norm cascade or
institutionalisation are generally non-linear and institutionalisation is not always
accomplished or is achieved to varying degrees (Ibid.). A ‘regime complex’ in turn refers
to a ‘loosely coupled set of regimes’. According to Nye ‘[o]n a spectrum of formal
institutionalization, a regime complex is intermediate between a single legal instrument
at one end and fragmented arrangements at the other’. (Nye, 2014)
Krasner (1983) discusses how international regimes do not generally represent shortterm calculations of interest or shifts in power. Since regimes include principles and
norms, the ‘utility function that is being maximised must embody some sense of general
obligation’. Similarly, Finnemore and Sitkink (1998) in their ‘norm cycle’ note that core
motives driving the norm emergence phase of the norm cycle include altruism, empathy,
ideational and commitment; whereas legitimacy, reputation and esteem are the drivers of
motive in the norm cascade phase; and conformity in the norm internalisation phase.
They fail to capture, however, that regime or norm participation also serve as a means to
deter the actions of other states, or importantly, to create power, notably at the norm
emergence phase.
Freedman – one of the few strategic scholars to acknowledge the value of regimes, albeit
from an arms control perspective – in contrast, suggests that norms are followed not just
because an actor is interested ‘in doing the right thing’ but also because it is ‘seeking to
maximise personal utility in doing so’. (Freedman, 2004; Stevens, 2012) Norms therefore
do not reject considerations of rational choice behaviour but rather seek to augment and
deepen the understanding of actors’ strategic decision-making. A norms-based
deterrence thus ‘reinforces certain values to the point where it is well understood that
they must not be violated’, thus requiring the exercise of all instruments of strategy, and
not just military force or the threat of force alone. (Ibid.)
This is certainly applicable to states’ relations with information technologies: when an
interest-based approach to information technology has produced a limited effect, states
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consistently fall back on a normative approach. Stevens (2014) and Erskine and Carr
(2016) locate this argument in the 1990s and the strategic reaction of old and new powers
to US domination of the technologies underpinning the internet and cyberspace. They do
not, however, place this mode of behaviour in historical context, in that states have been
using regimes for similar purposes since the effects of the optical telegraph were
understood, first at the domestic level, and later at the regional and international levels.
Similarly, international regimes and norm-shaping efforts have played a crucial role in
the historic relationship between information technologies and the state, with the effects
of technologies often pushing states to lean on regimes not just for the purpose of trade,
economics or a sense of justice, but also as a means to deter or undermine the advantage
of other states, or create power where it had not before existed. Ironically, as evidenced
in the research conducted for this study, such arrangements – imperfect as they are –
have consistently helped accommodate competing unilateral and collective interests, the
consequences of which are evidenced in today’s complex of IT- related regimes, the
seeds of which were sown in the late eighteenth century.
Until relatively recently, international relations scholars have tended to decouple
discussions of regime emergence from geopolitical and strategic issues, anchoring them
largely in the globalisation and inter-dependence literatures. Similarly, studies
addressing the manner in which international law applies to the politically-loaded
concept of cyber warfare are, ironically, void of discussions on the historical context
within which precedent was (or not) set and the strategic and geopolitical (and other)
considerations shaping states’ decisions to prohibit or restrict certain behaviour.
For its part, strategic studies literature is largely silent on the topic of regimes, the latter
in turn linked to its traditional ambivalence toward the state and questions of sovereignty.
Indeed, the field of strategic studies, traditionally focused on the nature of power in
international politics or technology-driven shifts in the character of warfare, has tended
to place less emphasis on the international system of sovereign states and the negotiation
processes key to its survival. As argued above, it has been critiqued for doing so,
particularly its tendency to miss ‘the political forest for the military trees,’ (Betts, 1997)
and a mistaken emphasis on technology-driven change and transformation of the
‘military trees’ as an end in itself with limited regard for the relation between such
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changes and the stage upon which they have been wrought. Scholars of strategic affairs
– for instance Libicki and Freedman - have largely ignored the importance of these ITrelated regimes in their assessments of transformation and change in strategic and
geopolitical affairs, and the important deterrent function they play in states’ calculations
of power.
The cases in this study confirm that participation in international regimes or state efforts
to shape political or binding norms of behaviour around information technologies have
emerged more as a symptom of state behaviour, notably in reaction to the relation
between military and other forms of power, in turn intertwined with questions of
sovereignty. In this regard, information technologies and states’ domination of them have
produced a different kind of international conflict than Libicki had envisioned:
diplomatic negotiations, taking place not in an operational theatre or a new domain of
warfare, but in an increasingly expanding yet confusing ‘norms marketplace’ or ‘regime
complex’ (Ebert and Maurer, 2013; Hollis, 2014; Nye, 2014) featuring numerous
international and regional fora and an ever-growing number of state and non-state actors.
Such regime participation is not just a form of distributive bargaining for greater share
of wealth or to generate mutual benefit for all, as it has often been presented. Nor, as
argued by Cornish (2015), should it be understood ‘solely in terms of procedures and
trade-offs’. Rather, given the strategic and geopolitical considerations historically
influencing regime participation, it is equally a struggle for control over those techniques
and technologies with ‘the most intensive and extensive influences over society and
international politics’. (Krasner, 1993) In this sense, the regimes in question play an
important deterrent role, particularly for those states intent on arresting the technological
advantage of other states, or for those non-state actors who wish to blunt more absolute
interpretations of sovereignty as it is applied to information technologies.
Although a number of scholars, including Carr (2014, 2016), Hurwitz (2014), Cornish
(2015) and Maurer (2011) have been writing on the subject for some time, Nye’s 2014
policy brief on the Cyber Regime Complex goes beyond the more recent technologies
such as the internet to cover broader aspects of cyberspace, including delivery
technologies such as satellites and cables. While Nye certainly provides important
insights into the extensive regime complex that has emerged around cyberspace, it is
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ambivalent to the deep historical and contested roots of the same regime complex.
Furthermore, by anchoring tensions solely within the Cold War context between West
and East, the existing literature tends to ignore the conflict and competition spurred by
each new phase of information technology development, the important role that
questions of sovereignty have played in these dynamics, and the mitigating role regimes
have played in managing them. Today, the role of the state and traditional concepts of
sovereignty are the centre of gravity of the current IT regime complex, the latter nuanced
by simmering tensions over the legitimating principals and assumptions underpinning
the post-Cold War order.
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CHAPTER 3.
STRATEGIC INFLECTION POINT I

the optical telegraph
Introduction

Monday 1st April, 1793 Paris, France. Revolutionary fervour is palpable. News
regarding General Dumouriez’ betrayal has spread like wildfire through the National
Convention. Montagnards and Girondistes are at each others’ throats. A heated session
in which the former have accused key Girondistes of being as traitorous as Dumouriez
has ensued and Danton’s explosive speech on the floor is still resonating in the Chamber:
‘I have entrenched myself in the tower of reason,’ he stormed, ‘[and] I will emerge with
the cannon of truth and pulverise those scoundrels who have made such allegations’.
(Madival and Laurent, 1862, p.59) Shortly after, a less formidable persona takes the floor
of the National Convention. Small and awkward in stature and gait, the person in
question is Charles-Gilbert Romme, responsible for the Convention’s public education
(instruction publique) dossier and for developing the Republican calendar. It is unclear
what is happening and who he in turn will denounce.
In fact, Romme has not come to denounce any suspect person or activity but rather
present a bill to the war and public education committees for a new invention he believed
would bring but good to the new Republic, provided state funding was made available to
incubate it. Framing his presentation of the invention in man’s historic quest to rapidly
communicate developments relating to land and naval battles, facilitate command and
control and communicate with besieged towns and troops, he announced that Citizen
Chappe ‘has developed an ingenious means of writing in the air, using but a few
characters, as simple as the straightest line (…), each [character] different from the next,
of great speed and capable of overcoming distance’.13 (Madival and Laurent, 1862, p.61)
Above all, it would be of great utility to the war effort. The machine in question was the
Chappe télégraphe, also know as the optical telegraph or Napoleonic semaphore.
Intrinsically linked to questions of territoriality, its first official and successful use was

13

Own translation from the original.
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tied to the recapture of Quesnoy in northern France (1794) and its last to the siege of
Sebastopol during the Crimea War (1854-55).
--The optical telegraph emerged within an international system forged by the Peace of
Westphalia in 1648 into which were introduced the first ideas, norms and practices of
territorial sovereignty; and a system of international politics morally separated from the
realm of religion. These initial ideas, norms and practices matured eventually leading to
the [revolutionary] idea of a state as embodying a sovereign popular community in the
eighteenth century. Yet, despite the rise of nationalist movements, in general, the new
sovereign entities continued to be guided by the principle of raison d’état, with war a
core legitimating feature of their rule. Whereas in the first decades of the eighteenth
century what mattered was nobility and dynastic prestige, by the latter half what mattered
was territory.
The case study commences with a discussion of the technical aspects of the optical
telegraph and the sub-technologies that enabled it. It discusses the context in which it
was brought to life - revolutionary France - and its dispersion across other parts of Europe
and regions under the control or influence of the European powers. Section 3.2 considers
the strategic and geopolitical factors driving states’ interest in the optical telegraph.
Amongst these were the manner in which the telegraph could be fitted to meet the
territorial expansionist aims of the major powers (e.g., France, Russia). It notes how,
coinciding with the growing emphasis on mapping of territory as a source of state
legitimation, the telegraph facilitated these practices by providing a new method for
surveying territory. It also helped territory-thirsty rulers reaffirm and expand their
borders, consequently driving geography ever closer to politics. Militarily, on land and
sea, this section also considers how, for the first time, the optical telegraph and its
capacity to convey information swiftly and in secrecy enabled a direct line of
communication with battlefield commanders, with important implications for command
and control. The telegraph was equally used for surveillance and reconnaissance
purposes, to monitor and relay information on troop strength and movements. It served
as a strategic early-warning tool, its value growing in appreciation with the onslaught of
the Napoleonic Wars. This early-warning value led to one of the first (albeit short-lived)
instances of cross-border networking between the kingdoms of Sweden and Denmark as
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they sought to prepare against attack by Britain.
Section 3.3 discusses how the optical telegraph was used as a core tool in shaping the
French state and nation. It considers how its relay stations delineated the inner borders
of the new administrative regions, which connected via the technology to the capital,
Paris; and how it was used to support the new administrative functions of the state. Social
unrest and telegraphic sabotage; new modes of social behaviour such as telegraphenabled fraud; and moves by private concerns to establish their own telegraph companies
and access the financial benefits that lay therein, are highlighted as factors that
accelerated state efforts to control the technology.

Section 3.4 explains the

institutionalisation of the optical telegraph in France and a number of other European
states through a series of domestic regimes, core tenets of which (e.g., secrecy and
priority of government communications) would be mirrored in the European regimes that
emerged in the mid-nineteenth century. The state retained exclusive authority over the
technology, an approach congruent with the prevailing international order, whereby
sovereignty was absolute, and information technology followed the territorial rules
established by the leading powers. While the technology was eventually rendered
obsolete by the electric telegraph, these first regime-shaping efforts set the stage for the
later regional and international agreements on the electric telegraph and its cable
infrastructure.
3.1 The Technology and its Dispersion

Since childhood, Claude Chappe (1763-1805) and his brothers had invented means and
mechanisms to communicate in a secret language and from a distance. As a young adult,
Chappe strove to develop a tool that would be of use to the Revolution. Already in 1791,
references to the importance of new inventions to the public good were being made by
the National Assembly, with a promise of reward to those who stood up to the occasion.
In 1791, in the presence of a group of municipal officers, Chappe and his brothers
successfully relayed a dispatch from Parcé to their home town of Brûlon in the
Department of Sarthe, a distance of some sixteen kilometres between the two relay
stations. The message relayed - si vous réussissez, vous serez bientôt couvert de gloire suggested that the inventors would be considered heroes should they succeed. (Du Camp,
1879) A year later, Chappe submitted a petition to the National Assembly, insisting that
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his system be put to use as it represented ‘a sure means of establishing correspondence
so that the legislative body may send its orders to our borders and receive a response
during the same session’. (Chappe, cited in Flichy, 1993, p.84)
Rather than representing a totally new invention, the optical telegraph was the
accumulation of two centuries of work by scores of experts, innovators and entrepreneurs
to develop a signalling system more efficient than the more rudimentary information
technologies (hydraulic telegraphy,14 bonfires, flag signalling, errand boys, javelin
runners). In France, the scientific inventor and physicist Guillaume Amontons (16631705) was reportedly the first in Europe to have made significant advances in optical
telegraphy but a premature death unfortunately consumed him long before his invention
could be consumed by others. (Lakanal, 1794; Du Camp, 1879)
Importantly, the optical telegraph was rendered possible by an enabling technology - the
telescope - which by mid-eighteenth century had developed significantly. Indeed, by
1757, Englishman John Dollond had combined elements of Hans Lippershey’s invention
of the telescope in 1608, Leonard Euler’s improvements in 1747, and those of Samuel
Klingenstjerna of Sweden in 1750. The so-called ‘Dollond telegraph’ became the
standard for many years, and ‘was used in the optical telegraph systems that followed
within a matter of years’. (Hooke, 1726; Holzmann, 1995)
Earlier attempts to develop a form of long-distance communication with the support of
the telescope can be traced back to 1684 when Sir Robert Hooke, influenced by military
concerns following the 1683 Battle of Vienna, presented a lecture at the Royal Society
in London entitled On Showing a Way How to Communicate One’s Mind at Great
Distances in which he stressed
14

The ancient Greek design was described in the 4th century BC by Aeneas Tacticus and the 3rd century
BC by the historian Polybius. According to Polybius, it was used during the First Punic War to send
messages between Sicily and Carthage. The system involved identical containers on separate hills; each
container would be filled with water, and a vertical rod floated within it. The rods were inscribed with
various predetermined codes at various points along its height. To send a message, the sending operator
would use a torch to signal the receiving operator; once the two were synchronised, they would
simultaneously open the spigots at the bottom of their containers. Water would drain out until the water
level reached the desired code, at which point the sender would lower his torch, and the operators would
simultaneously close their spigots. Thus the length of time the sender's torch was visible could be correlated
with specific predetermined codes and messages. In 1838, a British civil engineer Francis Whishaw, later
a principal in the British General Telegraph Company, presented the idea of a hydraulic telegraph but was
never able to commercialise it.
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That which I now propose is what I have some years discoursed of; but being then laid by
the great Siege of Vienna (…) did again revive in my memory; and that was a method of
discoursing at a distance, not by sound but by sight. I say therefore ’tis probable to convey
Intelligence from any one high and eminent place, to any other that lies in sight of it, tho’
30 or 40 miles distant, in as short a time (…) as a man can write what he would have sent
(…) Nay, by the help of three, four or more of such eminent places, visible to each other,
lying next to it in a straight line, ’tis possible to convey Intelligence almost in a moment,
to twice, thrice or more times that distance, with as great certainty as by Writing. (Hooke,
1684)

In comparison to earlier proposals, Hooke was the first to suggest that rather than
representing letters from the alphabet, symbols should represent ‘abstract codes of which
the meaning is defined in a vocabulary’ which would enable the conveyance of messages
with great ease and secrecy. In addition, he made a clear distinction between ‘the use of
data or message symbols and the use of control symbols’, in that control symbols would
not carry message information but instead would be used to control the actual exchange
of data. (Holzmann, 1995; Hooke, 1726) The Hooke proposal never moved beyond an
initial pilot on the Thames, yet his insights served as the basis for future inventions.
Charged with studying the possibilities of the telegraph and convinced of its capabilities,
that fateful day in April 1793, Romme convinced the National Convention to release seed
funding from the military coffers to cover the expenses of initial testing. The tests would
be overseen by an expert group attached to the Convention’s Public Education
Committee comprised of three members, including Joseph Lakanal, a ‘great
revolutionary scholar’ and true believer in the importance of science to the revolution
and the shaping of the nation-state.

Several months later, Chappe successfully

demonstrated the telegraph before the Committee and other eminent personalities from
the worlds of politics, science and the arts, spurring Lakanal to exclaim ‘[w]hat brilliant
destiny do science and the arts not reserve for a republic, which by genius of its
inhabitants, is called to become the nation to instruct Europe’. (Lakanal, 1794) A decree
was subsequently passed whereby the management of the technology was entrusted to
the state and Chappe was awarded a salary, a government horse and the official job title
of ingeniéur télégraphe. (Lakanal, 1794; Carré, 1994; Gleick, 2012) For strategic
purposes, a first priority was the development of a telegraph line running from Paris to
Lille, which, when inaugurated, relayed the crucial message that Quesnoy had been
captured and would be renamed Nord-Libre. (Lakanal, 1794, pp.10–11)
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Chappe had originally intended to develop a means to transmit messages with electric
pulses. Yet, challenges with maintaining adequate levels of electricity current as well as
insulation and atmospheric issues pushed him to seek non-electric alternatives.(Lakanal,
1794, pp.4–5; Du Camp, 1879) The technology that Chappe developed instead consisted
of relay stations installed on elevations (towers, hills,
church steeples) and placed at intervals of approximately
10 kilometres, geography permitting. The elevation
allowed for signals to be sent to the next station in line of
telescopic sight, where they would be repeated to the next
station. Through years of experimentation, Chappe and his
brothers realised that in comparison to panels or other
objects proposed for signalling, it was much easier to see
the angle of a rod from a distance against the background
of the horizon. They thus developed a system whereby each
relay station was comprised of a tall post with three black

Figure 4 The Chappe Telegraph. Source:
RC Emmetre

movable arms – one big arm and two small ones - on which counterweights were placed
(the hardware). The arms were manipulated via a smaller version of the structure - a
repeater - that was connected to the post. (Lakanal, 1794, pp.6–7) (Figure 3)
While the hardware of this technology was quite innovative, its ability to transmit
language through coded signals (the software) was revolutionary. Indeed, with the help
of Bréguet and his family’s diplomatic connections, Chappe developed a sophisticated
vocabulary whereby each position of the arms corresponded to a coded signal, hence,
depending on the inclination given to each arm, ‘a characteristic and easily identifiable
geometric figure was formed’. (Carré, 1994, p.20) In turn, each possible figure could
express the ten numerals needed to establish an alphanumerical repertory enabling the
composition and translation of messages, thus producing a vocabulary. The latter, in
turn, was divided into three different groups: common words (1-99); less-common words
(100-999); and rare words or entire expressions (1,000-9,999) (Carré, 1994, p.21) The
vocabulary was the most important feature, for it could be kept secret, under the control
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of the government. It was a new means to secure all communications, respond to external
and domestic threats and thus contribute to territorial security. (Du Camp, 1879; Carré,
1994)
Within and Beyond the Hexagon
By the time Napoleon took power, it took but one hour to transmit a short message
from Amsterdam to Venice. Within a span of
four decades, France had developed a highly
sophisticated communications network
whereby each border city was connected to
the capital by optical telegraph and a certain
degree of interoperability was assured. Its
national telegraphic infrastructure included
some 534 towers or relay stations erected
across approximately 12,500 kilometres of
French territory, connecting the centre –
Paris - with Strasbourg, Amsterdam, Toulon,
Perpignan, Lyon, Turin, Milan and Venice.
(Figure 4) (Du Camp, 1879, p.15)

Figure 5 Connecting the Hexagon. Source: LTM

Each phase of development was influenced by the prevailing geopolitical environment –
Revolution, Empire and the Napoleonic Wars, the Restoration, the July Revolution and
then its phasing out period. For example, in order to protect Paris during the tumultuous
period following the 1830 Revolution, and in response to the increasing saturation (and
fear of sabotage) of existing signal lines, which stemmed in star-like formation from
Paris to the new départéments, the first instance of network re-routing was introduced.
The objective was to ensure point to point delivery of messages. To this end the outer
endpoints of each line were connected via transversal lines, forming an outer circle that
ran in parallel with the country’s borders. Hence, according to the concept, if a message
could not be relayed directly to Paris, several re-rerouting options were available. (Musée
des Arts et Métiers, n.d.) With time, developments in the design of the optical telegraph
helped introduce many of the basic principles of today’s internet as well as many of the
concepts that remain in use for crisis and emergency communications. These include
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source coding, error control and detection, signal restoration, control and data signals,
inter-operability and re-routing. (Ibid; Holzmann and Pehrson, 1994)
At the same time, challenges abounded. The system depended on each station’s ability
to see the semaphore arms moving on the one before and after it. It only worked in
daylight, was rendered useless by fog and other climatic conditions, and in winter, the
shorter days meant that it shut down earlier than in summer. The latter was exacerbated
by the fact that many of the telegraph operators were actually illiterate, thus adding to
other challenges in message transmission such as the inattentiveness of operators, and
trust in the actual veracity of the message once received. While many of these initial
challenges were overcome through lengthy training of the ‘stationnaires’, the dismal
conditions under which they worked and the salaries they earned also contributed to low
performance. (Du Camp, 1879)
Nonetheless, in France and elsewhere the technology was perceived as revolutionary,
defying the age-old challenges of speed and distance. Moreover, Section 2.4 below
considers how it became so intrinsic to government communications that the first
domestic norms were adopted to govern and control the technology and an annual budget
of 1,180,000 francs was earmarked to cover staffing, maintenance and other related
operational costs. (Ibid., p.15)
Other countries built on or developed alternative designs to the Chappe semaphore, many
based on the design developed by Swedish inventor and poet, Abraham Niclas
Edelcrantz. Already in 1794 news of Chappe’s telegraph had reached Sweden, its
ingenuity spurring Edelcrantz to develop his own version which consisted of ‘a single
support beam with two rotating indicators’. Each indicator could be set in one of four
distinct positions, thus allowing some sixteen combinations. (Holzmann and Pehrson,
1994) It was first tested between 30 October and 1 November 1794 in the presence of
the Swedish royal family in dispatches sent from the Royal Palace in Stockholm to the
China castle in Drottningholm. From this initial design Edelcrantz shifted to a 10-shutter
system which he preferred over the Chappe system due to its ‘small size, greater speed,
and ease in its movements, increased clarity and visibility … [and] its possible use at
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night’. (Ibid.) Based on ‘a matrix of three by three shutters’ upon which sat a tenth larger
shutter, Edelcrantz developed a system of ‘octal encoding’ derived from the positions of
a single column of three shutters. In short, similar to Chappe’s system, the different
positions of the shutters formed combinations of numbers which could be translated into
letters, words or phrases with the help of codebooks. Yet, according to Edelcrantz, his
system included a ‘sophisticated control system’ which rendered it much faster than the
Chappe version.
Meanwhile, news of the French telegraph had spread to Britain and was even popularized
by one Drury Lane entertainer and songwriter Charles Dibdin, who viewed it as both a
tool of modernity and a tool with which Britain’s naval prowess could be maintained, if
adapted and improved upon:
(…)
Adieu penny-posts, mails, and coaches adieu;
Your occupation is gone, ’tis all over wid you.
In your place Telegraphs, on our houses we'll use,
To tell time, conduct lightning, dry shirts, and send news.
Thus while signals, and flags, stream on top of each street,
The town to a bird will appear a grand fleet,
And since England's grand fleet, to the French, convey fear,
Sure shan’t we improve on their Telegraph here. (Stanza V, Dibdin, 1803, p.317)

Britain’s Murray shutter design - a modification of the Chappe and Edelcrantz designs was developed between 1796 and 1806, using the ‘data compression of shortened words’
to send orders from London via the coastal ports of Deal and Portsmouth to the fleet. The
Napoleonic Wars converted it into the early-warning system hinted at in Dibdin’s poem.
(Cox, 2014) Some years later, the East India Company introduced variations of the
shutter telegraph into India following Sir George Everest’s initial survey work in 1818
for the development of a line extending some 400 miles between Calcutta and Chunar.
(Gupta, n.d.) Russia, too, commissioned the design of a Chappe-like optical telegraph
network that ultimately stretched from St. Petersburg to Warsaw, reflecting its recent
annexation of the latter. Within a few decades, different variations of the optical
telegraph had spread throughout the rest of Britain, Ireland and continental Europe,
stretching across Prussia, Egypt, Algeria, Tunisia, North America, India and later, even
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to the island of Curacao in the Dutch Indies, the oft-elegant wooden telegraphic structures
lending aesthetic value to otherwise unruly landscapes.
3.3 Strategic and Geopolitical Considerations

Chappe and the War and Public Safety Committees had marketed the telegraph to the
National Convention as an instrument of war as well as a means to unify territory and
shape the nation, if not the whole of Europe. Although expensive to maintain, its strategic
value was aptly demonstrated in how it survived both Chappe15 and the National
Convention, resulting of great utility to Napoleon and his territorial expansionist interests
as well as to the Restoration and the July monarchy.
Chappe had certainly delivered an instrument of power and control to the government:
‘the day will come’, he promised, ‘when the Government will be able to achieve the
grandest idea we can possibly have of power, by using the telegraph system in order to
spread directly, every day, every hour, and simultaneously its influence over the whole
republic’. (Gleick, 2012, pp.131–132; de Sola Pooling, 1977, p. 97; Virilio, 1995)
Napoleon, in particular, would endeavour to stretch this power much further. Meanwhile,
citizens increasingly viewed it as an instrument of repression. (Richard Taws, 2014;
Carré, 1994; Hugo, 1819)
The Optical Telegraph in War
Until the French Revolution, warfare had always been constrained by limitations
pertaining to ‘carry of voice, range of vision and speed of message carriers.’ (Keegan,
2004b, p.115) These limitations particularly affected intelligence gathering and
transmission, yet also had implications for command and control. The optical telegraph
helped mitigate many of these limitations while also bringing new advantages such as
surveilling troop movements and surveying territory. The reports presented to the
National Convention by Romme and Lakanal highlighted the potential military uses of
the telegraph and its potential role in both expanding the reach of, and consolidating the
Republic.
15

Claude Chappe committed suicide on 23 January 1805.
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By the time Napoleon seized power in 1804, relay stations had been established across a
large part of the Republic. Napoleon himself had been convinced of the telegraph’s value
when, following Holy Roman Emperor Franz II’s declaration of war against France on 9
April 1809, he received sufficient warning via the new invention from his chief of staff
Berthier, quartered in Strasbourg, of Franz’ intention to take Munich and from there
march on France. This speedy message allowed him to dispatch commands to his armies,
ensuring the protection of Munich from Austrian capture. Within two weeks - record
time - ‘the French settled accounts with Munich’. (Kittler, 2014, p.370) Napoleon
continued to use the technology as he expanded territorially, establishing relay stations
towards northern Italy (Turin-Milan-Venice-Trieste) and then northbound toward
Flanders (Antwerp-Amsterdam-Brussels).
Beyond its uses for facilitating strategic communications and command and control, the
optical telegraph also posed a challenge to the notion of the capital or the city as a core
strategic target in warfare. With the optical telegraph came the possibility of surveying
territory and delimiting space that had heretofore been ignored by maps. (Kittler, 2014)
Fully aware that power meant occupying all channels of information, Napoleon pushed
the development of the network as he moved on Wagram, connecting Europe and his
growing empire with the telegraphs, repurposing Church steeples - whose bells had for
centuries been the sole channel of communication between the authorities and the
populace - with his own means of communication, surveillance and reconnaissance.
(Ibid.) The latter was transformative for not only was the French tricolour sending
signals at an unprecedented transmission rate, but the land through which the telegraph
signalling sites were being established was for the first time open for surveying,
providing commanders with crucial information not only on troop movements but
information for creating maps and defining borders, the latter key to the territorial
ambitions of Napoleon and all European powers at the time:
Ever since, armies have been able to leave cities - indeed, capitals by the wayside. (…)
The objective is not to ‘kettle in’ cities, but to delimit spaces. The only requirement now
is to have utterly precise maps - once a matter of utmost state secrecy and, in increasing
measure after 1800, the monopoly held by general staffs in France, Prussia and Austria.
(Kittler, 2014, p.371)

War and the First IT-related Cooperative Measures
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The early years of the the nineteenth century witnessed a recrudescence of tensions
between France and England, indirectly leading to the first, albeit short-lived, instance
of cooperative inter-networking measures in the form of an early warning system
developed by the kingdoms of Sweden and Denmark, two traditional rivals.
Britain’s dominance of global trade posed an enormous challenge to Napoleon for it had
allowed Britain to develop into a formidable naval power, expand its reach across the
globe, control all the export and re-export trade with Europe and establish London as the
world’s core financial centre. Determining how to undermine Britain and its advantage
at sea became an obsession for Napoleon, while Britain’s blockade and board-and-search
retaliation policies – applied also to neutral states - had important implications for the
Nordic countries. (Esdaile, 2007; Bobbitt, 2003)
The harsh wartime regulations that Britain introduced against neutral trade were
perceived by Sweden and its neighbours as a move to stifle competition. Sweden’s
relations with France - an ally until the Revolution for reasons of mutual convenience
(principally a shared desire to keep Russia in check) and tradition, rather than realpolitik
- had rendered relations with Britain uneasy. Yet, Britain’s need for Swedish exports and
the need to maintain a channel open to Russia outweighed political sensitivities. Mutually
beneficial trading relations had provided the basis for ‘good enough’ relations between
Britain and Sweden. Yet, the relationship was affected by a growing divergence in
interests and objectives, particularly as Sweden itself began to demonstrate an interest in
the rich oriental trade, subsequently establishing the Swedish East India Company (17311806) which became ‘a minor, but successful, competitor of its British counterpart’.
(Jorgensen, 1999, p.14) Conversely, when France moved to circumvent the British
blockade, manipulating the situation to her benefit by enticing the neutral powers to
smuggle for her, the move had the added effect of embroiling the neutral powers in
conflict with Britain, thus diverting attention away from her real enemy, France. (Ole
Feldbæk, 1977; Jorgensen, 1999)
Sweden’s policy under King Gustav IV Adolf throughout the European conflict had been
to remain neutral. However, by the end of the eighteenth century, Sweden, along with its
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neighbours Denmark and Russia, began to feel the impact of Britain’s economic
blockade and its treatment of the neutrals, with important implications for its own foreign
trade. A shift in British policy which afforded its own navy the right to conduct unlimited
searches of neutral shipping for French contraband, was largely ignored by the neutral
countries, leading to the seizure of Danish and Swedish convoys in 1794 and the
condemnation of the convoys in British prize courts some five years later, thus escalating
tensions (Ibid.).16 Rather than strangling French trade, Britain’s policy against neutral
trade ultimately ‘backfired when the Scandinavian powers laid aside their mutual and
historical enmity to defend their common interests against the British’. (Jorgensen, 1999,
p.14) In 1800 Paul I of Russia, driven by his own territorial interests, re-established the
Armed League of Neutrality with Sweden, Denmark and eventually Prussia with the aim
of curbing Britain’s ‘tyranny of the seas’. (Ibid; Holzmann and Pehrson, 1994)
Britain had no intention of loosening its blockade and board-and-search policies, hence
war with the Nordic countries appeared imminent. (Ole Feldbæk, 1977) The first attack
or invasion was likely to take place via the Oresund strait, south-west of Sweden, a point
that also happens to be the closest point of contact between Sweden and Denmark. Yet,
it was unclear which of the two countries would be attacked first. In light of the pending
threat, King Gustav IV commissioned Swedish inventor Edelcrantz to establish an earlywarning telegraph system connecting the two countries and their respective fleets: ‘the
first-ever international network connection’. (Holzmann and Pehrson, 1994) Edelcrantz
quickly set to selecting six sites for the Swedish line of telegraphs ‘and provisions were
made to allow for telegraphic communications between the commanders of the Swedish
fleet at sea and the shore’. (Ibid.) Already at the turn of the century Denmark had adopted
its own form of the shutter telegraph. The Danish system, a variation of the Swedish
shutter telegraph, was developed by Captain Lorenz Fisher who in early 1801 established
a line of some 24 stations along the east coast of Sjaelland as a system of early warning.
(Ibid; Poulsen, 1994) The objective was to connect the two systems.
First evidence of this first cross-border early warning initiative was outlined in a missive
from Edelcrantz to Governor Toll of Helsingborg in which he requested that all necessary
orders be issued for the construction of the telegraph, detailing also his intentions of
16

For a discussion on the contentious role of prize courts, see Mount (1917).
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‘inter-networking with the Danes’. For Edelcrantz, the most effective site on the Danish
side for the telegraph site would be Kronberg castle, noting that
this connection makes it possible to maintain a continuous contact between the
commanders. The Danes will get the reports from Kullen at the same time as we do. From
your own window, governor, the Karnan Tower should be visible and you should therefore
be able to send your orders from your home directly to Kullen, Landskrona, Malmo and
the other stations. (Letter from Edelcrantz to Governor Toll, cited in Holzmann and
Pehrson, 1994)

Following a first sighting of the British fleet on 21 March 1801, pressure mounted to
establish the link between Denmark and Sweden. However, the Danish telegraph
established at Kronberg castle on Helsingør faced south, meaning that the shutter code
was difficult to read from Helsingborg, as per Edelcrantz’ proposal. Hence in order to
link to the existing system, by order of the Danish crown prince Frederik, Fisher
suggested some changes to governor Toll, whereby the Swedish side could access the
messages sent. More specifically, he proposed that
the existing telegraph at Kronberg be used by Swedish observers from an observation point
either to the north or to the south of Helsingborg, where it could be read more easily. He
proposed that a high flagpole would be placed at the spot selected so that a flag could be
used to acknowledge the receipt of messages sent from the Danish side. A ball would be
hoisted at a similar pole in Kronberg when messages were to be sent to the Swedes. Since
the telegraphs on the Swedish side had not been constructed yet, the inter-network link
could only be operated in one direction.

A code list of some eighteen of the most relevant signals was included in the missive to
governor Toll, ‘all of which concerned the expected movements of the British fleet’.
(Ibid.)
Yet, despite the innovative efforts of both Edelcrantz and Fisher, ultimately, geopolitics
undermined the effectiveness of the system after only four days of operation. Relations
between Sweden and Denmark were historically strained and therefore limited trust
underpinned the early warning system. Denmark was attacked by the British fleet on 2
April 1801, and despite having being informed of the attack via the established system,
Sweden played deaf to Denmark’s call for aid. While both countries ultimately signed
treaties with Britain, the experience had served as a further indication that Sweden could
not be trusted and any further cooperative efforts regarding the optical telegraph were
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disbanded. Meanwhile, Britain and France stepped up their tit-for-tat embargos.

17

For the next five decades, the optical telegraph was used across Europe for a range of
strategic and geopolitical purposes: to consolidate the power of the state, forge national
unity, extending the territorial reach of the state, provide both the government and the
military with a strategic asset during war (as per in France); with a means of signalling
as the threat of war advanced for example, Murray’s marketing of the Admiralty’s
Shutter Telegraph in 1795 in reaction to the Bonapartiste threat to England; the Dutch
commissioning of a line connecting the Hague, Breda and the navy base in Vlissingen
following Belgium’s declaration of independence and the ensuing war; or for creating a
cross-border early warning system between allies of convenience.
The optical telegraph’s strategic value in the post-Revolution and post-Reformation years
also propelled other European powers to invest in newer and more sophisticated
technologies. For example, the use of the optical telegraph in the context of the 1809 war
between Prussia and France, propelled the Bavarian King Maximillian to charge his
academy of science with developing an improved telegraph, which resulted in Prussia
leap-frogging new investments in the optical telegraph and directly adopting the
emerging electric version. (Hamel, 1859)
3.3 The Optical Telegraph and the State

In France, the period in which the telegraph emerged had coincided with the restructuring
of the national domain: an administrative repartitioning had entered the imaginaire of
the National Assembly, with the ultimate goal of ‘putting an end to regional
peculiarities’, transforming French soil into ‘one vast camp’ and enforcing national unity
by ‘creating divisions based on spatial and demographic equality’. (Flichy, 1993, p.86;
Virilio, 1995, p.40) Undeniably, from an early stage, associations between the
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Via the Berlin Decree of 1806, Napoleon believed he would hit the ‘nation of shopkeepers’ where it hurt
most, using the ‘power of the land’ to this end. The Continental Blockade effectively outlawed throughout
the territories ruled by or allied to France, all commerce with Britain and ordered the seizure of all her
ships and cargo. Britain responded to Napoleon’s blockade with the so-called Orders in Council,
effectively confining all British trade to neutral shipping, controlling and taxing it and ordering all vessels
to proceed via British ports. This in turn provoked Napoleon’s Milan decree ordering all ships that entered
British ports before sailing into French territorial waters be confiscated, thus punishing any country,
including neutral ones, obeying Britain's Orders in Council. The latter had significant implications across
continental Europe.
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semaphore, the national character and its role in shaping the rest of Europe were made.
Lakanal, for instance, effectively viewed the telegraph as a means to counter those who
believed France to be too spread out to form a Republic, its ability to shorten distance
uniting the ‘huge nation in one single point.’(Flichy, 1993, p.93) The French government
opened its coffers, investing significant sums to develop the technology and expand its
use across the Republic. The latter coincided with an important realignment of segments
of society to ensure the operability of the system, a realignment made possible by the
revolution itself and the ideas underpinning it. (Zabaneh, 2005) Indeed, the optical
telegraph demonstrated how technology became associated with national cohesiveness
in ways that involved important changes to economic and social structures, (Adria, 2010)
as well as to constructs of space and time. (Flichy, 1993)
The ‘new France’ was partitioned into départements that have remained largely
unchanged. Yet, ridding the country of its ‘peculiarities’ and creating the links between
the Republic and the universal values it wished to propagate meant that the unity of the
new homogenous space was in need of constant strengthening. (Ozouf, 1984, p.33)
Members of the National Assembly saw in the Chappe telegraph an additional means to
achieve this objective. Indeed, the system becoming an intrinsic enabling tool in the
revolutionary reorganisation of the national domain, in that it helped conquer new spatial
realities and and ensure their defence. Importantly, age-old symbols of the Ancien
Régime such as church steeples, cathedral towers, and palace roofs were repurposed to
host the telegraph, making a clear break with the Church, as well as older more
rudimentary modes of communication between ruler and citizen.
At the same time, and despite the principles underpinning the new revolutionary order,
the secretiveness surrounding the technology and the vocabulary produced via code
created a new, unbridgeable distance between ruler and citizen. Indeed, perched above
some of the most impressive buildings in Paris, most of which were traditionally
inaccessible to the ordinary citizen, it was hard to ignore the flailing telegraph arms as
they incessantly relayed their messages, the content of which remained accessible to the
government alone. At the ripe age of seventeen, French writer and burgeoning social
critic Victor Hugo dedicated a satirical poem to the technology, comparing his ‘idle pen’
to the incessant secret movements of the structure erected upon the twin towers of the
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church of Saint Suplice, just 300 feet from the window of his student ‘prison’.18 (Hugo,
1819) The ‘nefarious political messages’ it relayed on issues pertaining to domestic and
international affairs were a major distraction not only to those privy to their content but
also to those who were not, suggesting a combination of both ‘motivation and frustration’
with the new information technology not dissimilar to that experienced today. (Richard
Taws, 2014; Hugo, 1819) This frustration only increased alongside the growing
pervasiveness of the technology, particularly among private actors who had designs on
the telegraph beyond war and politics, a point discussed in the final section of this
chapter.
Across Europe, important obstacles to innovation and to alternative, non-military uses of
the technology repeated themselves time and again. In revolutionary France, the very
national character of the technology had presented itself as an early obstacle to
innovation. For example, in the early years, a Spanish engineer - Agustin de Betancourt
- who during his career worked in the service of Spain and Russia and is held to be one
of the founders of the Theory of Machines and Mechanisms, claimed he had developed
a more superior system to that of Claude Chappe, a description of which he laid out in a
memoir presented to the revolutionary government. A first reference to this new system
was made in a report to the Executive of the French Republic in 1796, which highlighted
some of the advantages of the Betancourt design, including faster transmission speed,
lower costs, more simple design and operability. The memoir was, however, challenged
by an indignant and ideologically-driven Chappe whose fulminations against Betancourt
led to a public clash between the two inventors as well as other known figures such as
D’Eymar and Bréguet. In response, Betancourt and Bréguet penned a revised memoir
which they presented to the Academy of Science in Paris in 1797, once again detailing
improvements of mechanical simplification, increased transmission speed and lower
costs as well as objections with respect to the functioning of Chappe’s telegraph and a
number of solutions such as the use of gimbals - a pivoted support allowing the rotation
of an object about a single axis - for transmission. (Villar-Ribera et al, 2005) Despite the
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Hugo apparently became more reconciled with the technology by the time he penned his gothic
masterpiece ‘Notre-Dame de Paris’, noting in relation to the new modern structures of Paris, ‘[t]he towers
of Saint-Sulpice are two huge clarinets, and the form is as good as any other; the telegraph, contorted and
grimacing, forms an admirable accident upon their roofs’. Victor Hugo (1831) Translated by Isabel F.
Hapgood.
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fact that a commission was established to study the memoir and compare the two
telegraphs, the battle was lost on nationalist grounds. Indeed, Chappe successfully argued
that since neither Betancourt nor Bréguet were French nationals, the government of the
Republic should not favour foreign designs over French ones: ‘Irrespective of the
perfection of the machine,’ he fumed, ‘the government must not permit that the telegraph,
born French, passes to posterity disfigured by the rags of foreign livery’. (Le Monitor
Universel, 1798)
The national character of the optical telegraph systems established across Europe in the
first decades of the nineteenth century also meant that the technology was intrinsically
tied to borders and ended precisely where a state’s borders ended. Blatant distrust among
leaders underpinned the unwillingness to link networks such as the Spanish line that ran
to Irun close to the border with France with the Béhobie line on the other side. (Flichy,
1993, p.95) Moreover, all developments regarding the technology were contingent on
state interest in the technology for strategic purposes. Thus, across Europe, interest in the
technology tended to ebb and flow depending on the durability of peace. France remained
a case apart, developing a formal administrative structure around the technology and
provoking the first citizen anxieties regarding secrecy of communication and control of
the networks.
3.4 The Optical Telegraph and the Emergence of the First Domestic ITRelated Regimes

The optical telegraph had a significant impression on citizens. For the afore-cited Drury
Lane entertainer and songwriter, Charles Dibdin, it also brought promises to guileful
entrepreneurs:
If you’ll only just promise, you’ll none of you laugh
I’ll be after explaining the French telegraph!
A machine that’s endow’d with such wonderful pow’r
It writes, reads, and sends news fifty miles in an hour.
Oh! the dabblers in lotteries will grow rich as Jews:
‘Stead of flying of pigeons, to bring them the news,
they’ll a telegraph place upon old Ormond Quay;
Put another ‘board ship, in the midst of the Sea
(…) (Dibdin, 1803, pp.317, i)
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Yet, the ‘dabblers in lotteries’ – likely a reference to stock exchange speculators – would
not grow rich, for with the optical telegraph came the first instances of the exercise of
state (or statesmen in this regard) control over information technology in the form of
national monopoly. Evidently the prevailing geopolitical climate at the time meant that
regardless of the nature of the government, the state would retain control over the
technology as originally suggested by Lakanal in 1794. Yet, as the optical telegraph
became a more pervasive feature of French society and participation in the global
economy became something a broader base of society could aspire to, private actors also
wanted access, viewing the governments’ exclusive control of critical information,
including stock prices, with growing distrust.
Social behaviour played a role in influencing core decisions. In this regard, illicit activity
- particularly financial fraud - found advantages in the optical telegraph, with cases in
France and the United States representing what Pisani (2014) has called ‘early examples
of high speed trading’. For instance, in France, a fraud relating to the introduction into
regular messages of information about the stock market was discovered in 1836 giving
the government further cause to justify its monopoly of the system. The case involved
two telegraph operators working at a relay station in Tours who were being paid by the
Blanc brothers – two stock exchange speculators in Bordeaux – to modify transmission
codes by adding secret signals to official dispatches.19 The secret signals gave the
speculators access to crucial information on the price of government stocks before the
arrival of the press, which was sent by regular post. The fraud and the network of ‘pirates’
and ‘stooges’ it employed lasted almost two years, allowing the Blanc brothers to amass
an important sum. (Pisani, 2014; Du Camp, 1879) As for the telegraph workers, their
regular monthly salary of 1.5 francs paled in comparison to what they received for their
role in some twenty-one illicit operations: 300 francs per month in addition to 50 francs
for each false signal sent. When finally discovered in 1836, the members of the network
were tried, but acquitted, since they had not violated any existing law, in that the state
19

According to du Camp’s account, one of the telegraph operators would be sent a signal by regular post,
indicating an increase or a fall in stock prices. This signal consisted of a pair of gloves or a pair of grey
leggings if stock prices fell by a certain amount; or white gloves or a scarf if they rose. Depending on the
signal received, they would then send the false signal via telegraph to Bordeaux where it would be picked
up the Blanc brothers. See Du Camp (1879), pp.13-14
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telegraphic monopoly had not yet been defined in legislation. (Du Camp, 1879) In
contrast, across the Atlantic, state control and authority over the technology was not
initially an issue. Yet, American speculators soon grasped the advantages of the
signalling system for gaining an informational advantage in the stock market. While not
illegal, this quasi clandestine practice became widespread, setting the stage for much
more sophisticated forms of fraudulent activity by means of the electric telegraph several
decades later and raising important regulatory and legislative challenges wherever this
form of activity became widespread. At the same time, it also anchored responsibilities
for responding to different illicit uses of information technologies squarely within
defined territorial jurisdictions.
Chappe had originally intended the telegraph to be used for transmitting messages of
state import, an objective that was quickly embraced by the National Convention. Yet,
he later suggested it be used to send all manner of messages including ‘shipping news,
and financial quotations from bourses and stock exchanges’. (Le Moniteur Universel,
1798) Such yearnings were swiftly quashed by Napoleon, who used it for military and
other government purposes, believing that government investment should not otherwise
be wasted. (Gleick, 2012, p.136) Several decades later, and congruent with more
liberalising trends across Europe, the above fraud case, as well as an earlier effort by a
French speculator to launch a private telegraph company which he aimed to use to link
the main European towns, sparked an important debate in France on whether to allow
private semaphore lines. Taking place against a turbulent political environment, the
debate resulted in government control of the telegraph shifting from a de facto to a de
jure monopoly and the passing of the 1837 Loi sur les Lignes Télégraphiques. (IC, Bull.
CDXCV du 6 mai 1837, Article unique) The 1837 bill – many of the premises of which
remained in place until the twentieth century – included provisions of imprisonment from
one to twelve months and fines between one and two thousand francs for any person
performing unauthorised transmission of signals with the aid of telegraphic machines.
(Carré, 2012)
The debate surrounding the Bill is insightful, in particular the positions of private
concerns regarding the government’s intent to control the technology and the deep lack
of trust between the public and private sectors. Despite reassurances by the private sector
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that it would protect the networks from illicit actors, the government insisted that the
guarantees were illusory, and that soon enough trouble makers and other ‘malfaiteurs’
would take advantage of private networks. Hence, the government argued, the Act would
both prevent malicious activity while ensuring significant advantages benefitting all.
(Duvergier, 1838, p.109) Moreover, the only way to avoid private interests monopolising
the technology and the critical information it transmitted was through state control, since
the government represented everyone’s interests, not just those of the private sector or
private individuals. (Ibid., pp.110-111) The government’s position clearly reflected not
only concerns about potential fraudulent use or private sector abuse of the semaphore,
but also socio-technical considerations, including fears of political and social unrest, for
‘how could one not fear that politics will take hold of this powerful instrument once it
has been created’. (Ibid.) The centrality of the technology to government operations whether republican, imperial or other – was evident. Moreover, each government viewed
the infrastructure as critical to both national security and political survival, rapidly
deploying the army to protect the telegraph headquarters in Paris and its workers at the
first sign of unrest. (Du Camp, 1879, p.12) Already in 1831, and influenced by concerns
of sabotage, a bill was passed giving the Ministry of the Interior full control of the
telegraph headquarters. The 1837 law confirmed that responsibility.
Other initial efforts to standardise operations of the optical telegraph were formalised
through an earlier royal decree (IX Bull.O, 1er Sect. CCXLIX. No. 4962, Art. 37 in
Duvergier, 1834, pp.408–412) Congruent with political and ideological developments of
the era as well as the growing importance (and prestige) of the telegraph domestically,
regulations regarding staff uniforms included minutiae on fixtures such as buttons,
which, as the Decree exhorted, should carry the symbol of the Gallic Rooster (le coq
gaulois) and the insignia Administration Télégraphique. More importantly however, the
Decree included provisions on management of telegraph offices, staffing, recruitment,
salary scales and even holidays and sick leave, confirming its growing relevance in
society.
Beyond France, where this growing body of domestic norms represented a clear assertion
of state authority, other administrative standards and regulations relating to information
technology were propagated, many further accentuating the authority of the state and
anchoring communications technology and infrastructure firmly within its administrative
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purview.
For instance, in Sweden Edelcrantz helped institutionalise the administration of the
national optical telegraph system through his Treatise on Telegraphs, the tenets of which
spread quickly across Europe, enabled by its translation into French and German. He had
already pushed for uniform training of station operators (one hour each day over the
course of a week), and ensuring that the (largely military) personnel that operated the
semaphores should ‘be able to read and write numbers passably, and it would help if they
also could make simple arithmetic calculations’. (Edelcrantz, cited in Holzmann and
Pehrson, 1994) Denmark brought these standards further by insisting that the signals
passing through each tower be read by two officers – a ‘literatus’ or literary man, and a
member of the naval profession, each with defined responsibilities. The ‘literatus’ was
especially confided the responsibility of the telegraph code and log books and ensuring
their destruction in the event of an enemy incursion. (Poulsen, 1994, p.4)
Edelcrantz’ Treatise included insights into the history of communications and signalling
‘as experienced by different peoples’, as well as observations on the different types of
optical telegraphs that had been developed to date, mechanical design and the use of
codes, transmission and transcription of signals, speed of and obstacles to transmission,
daytime and night time uses of the telegraph and the advantages of the telegraph and its
contribution to science. (Holzmann and Pehrson, 1994, pp.129–177)
The networks were all government-run, managed by either the military or state
ministries, and were systematically used as instruments to consolidate or mitigate threats
to state power. In many instances however, the absence of external threat meant that the
systems were largely neglected, only to be re-established again once new threats
emerged. For example, in Sweden and Denmark, the absence of a threat from the British
fleets once they had signed their respective pacts with Britain in 1801 meant that further
development of the telegraphs was temporarily discarded. As the threat of war between
Sweden and Russia increased and eventually became a reality (the Finnish War of 18081809), Edelcrantz was given the green light to renew efforts to extend his optical
telegraph across Sweden. Following the war, developments were brought to a complete
standstill, only to be revived again in the face of more conflict in the 1830s.
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As in other countries, it was eventually the emergence and development of the electric
telegraph in subsequent decades that brought an end to the expansion of Sweden’s optical
telegraph network, although geographical and weather conditions and curiously, a
significant distrust of the Swedish citizen, also provoked delays in the shift to the new
technology. Indeed, as a harbinger of the challenges that societies are facing today, fear
of sabotage by ‘mischievous persons,’ and related challenges of attribution was captured
in a report to parliament as follows:
The gentlemen (…) consider an experimental line necessary to investigate whether the
population of Stockholm would let an open air cable be without destroying it, and want to
conclude that this experience would be sufficient evidence that also other areas would see
the cable undestroyed and thus avoid the larger cost to put the cable underground.
However, absence or presence of singular mischiefs in one place cannot be used to
conclude anything about the situation elsewhere. Mischievous persons can be found
anywhere but to try to find out where the most of them are to be expected will always be
in vain. (Report by Carl Fredrik Akrell, 1852, cited in Holzmann and Pehrsonn, 1994)

The stage had nonetheless been set for information technologies to play an increasing
role in both the domestic and international affairs of the state.
Meanwhile, due to its will to control territories and the telegraph itself, its own fear of
sabotage, the nationalistic arguments put forward by its own inventors blocking
innovation, and dwindling state coffers, France lost out on a strategic opportunity to
transform its existing network. Indeed, despite a series of successful tests, the
government refused to finance the proposal of scientist Samuel Morse to convert the
Chappe system to electricity. In due course, however, rather than transforming its system,
France transposed the existing mode of operation and governance of the optical telegraph
to the electric telegraph, creating a French version – le télégraphe français – that could
be easily operated by its growing cadre of optical telegraph workers. (Du Camp, 1879,
p.18) It was war once again – this time the Crimea War – that finally convinced France
to shift definitively to the electric telegraph, since news from the front could not be
swiftly transmitted southwards beyond Strasbourg. Another major influencing factor was
the growing movement toward the first international regimes aimed at establishing
standards to ensure the uninterrupted flow of information through sub-regions of Europe,
discussed further in the next case study.
Concluding Remarks
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This case study discussed the different factors that converged to suggest a first strategic
inflection in the history of IT development, placing information technologies squarely
on the agenda of the sovereign state.
The optical telegraph, like all successive information technologies, allowed age-old
geographical barriers to be overcome, connecting cities and peoples like never before.
For the first time, an information technology helped relay coded information across large
masses of land, for the first time connecting the battlefield with central command. It
played a significant role in shaping the new French state, influencing new concepts of
space and time, its infrastructure delineating internal administrative borders and the
frontiers of the ever-expanding Empire.
Military Adaptation of the optical telegraph was rapid. Indeed, it was the French
Revolution and the subsequent Napoleonic Wars that led France and other European
states to invest in the technology. It represented the beginning of the end of decentralised
command and control. It also enabled new surveillance and censorship capabilities,
enhanced early-warning capacities and unprecedented modes of cooperation against
common enemies. Its military value meant that its infrastructure could be an object of
sabotage or disruption and that the information or code transmitted via the technology
could be manipulated for military (and commercial) advantage. As with the next case
studies, the advantages of the optical telegraph spurred countervailing behaviour in other
states, which invested in either emulating the capability or in efforts to innovate beyond
it.
New modes of social behaviour emerged around the technology, influencing to an
important degree the French states’ decisions to establish full control over the
technology. Congruent with the order of the time, citizen concerns regarding state
monopoly of the technologies and state secrecy were expressed through the writings of
elites rather than citizen advocacy. Turbulent international relations as well as spreading
domestic unrest across France and a number of countries quickly elevated the optical
telegraphic network to the level of critical infrastructure, meriting not just state control
but also state protection - and thus anchoring the management of the technology and its
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infrastructure in state institutions. Meanwhile, nationalist concerns and arguments
stymied innovation.
The state was the principal developer of the optical telegraph in France and broader
Europe. Since the optical telegraph provided a first means to quickly dispatch financially
valuable information, the government adopted measures to ensure it had principal access
to and control of the technology. This is evidenced in the debates which ensued in France
during the first decades of the nineteenth century over a potential role for the private
sector in accessing or managing optical telegraph networks. Its increasing value to the
state in warfare and in the process of state formation was translated into a state monopoly
in France and a large part of Europe, and used to quash the interests of private concerns.
The optical telegraph saw the adoption of the first domestic regimes relating to
information technology. These regimes were closely connected to the prevailing
international and domestic order, exemplified by Napoleonic France where the state
translated what had been de facto into de jure control of the technology, while also
preventing private enterprise and citizens from accessing and exploiting the technology.
New regulations promoted in France and Sweden also helped standardise optical
telegraphic operations, enhance government functionality and professionalize the cadre
of telegraph operators emerging across Europe. These factors did not guarantee the
survival of the technology, yet, the convergence of the aforementioned factors had placed
information technologies squarely on the agenda of the state, linking it inexorably to
questions of sovereignty and territoriality, and laying the basis for the regional and
international regimes that emerged around its successor, the electric telegraph.
The next case study – Strategic Inflection Point 2 - discusses the emergence of the electric
telegraph in industrial-era Britain. It too, defied concepts of space and time, enabling
cross-border and cross-oceanic communications like never before. These factors
combined with a series of strategic, geopolitical and socio-political factors to constitute
a second strategic inflection point in the history of IT development.
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CHAPTER 4.
STRATEGIC INFLECTION POINT II

the electric telegraph and cables

Introduction

England, July, 1850 and the country is in the midst of the industrial revolution. The
weekly Patent Journal & Inventor’s Advocate - like many other publications of the
period - is waxing lyrical over yet another new invention:
We have trained the electric agent as a dutiful child or obedient servant, to carry our
messages through the air by the road we have made for it, and with equal velocity through
the earth by a road it makes for itself. Again, traversing the mighty deep in the shape of an
angel of peace, bearing the olive branch to countries formerly our most bitter and inveterate
foes, it takes another step toward realizing the dream of the poet. (Morus, 2014, p. 194)

Some fourteen years prior – 1836 to be exact - a pamphlet was penned in England entitled
Plans for Establishing a Rapid Telegraphic Communication for Political, Commercial
and Private Purposes. The author of the pamphlet, William Fothergill Cooke, was one
of the many inventors of the time intent on translating centuries of musings on distant
communications and decades of scientific research and experimentation in the field of
physics into the reality of an electric telegraph. Similar ideas were coming to fruition in
continental Europe and across the Atlantic in the United States. The discovery some years
later of gutta-percha, a Malay gum, as an insulator for the cables connecting the
telegraphic equipment allowed for the technology to spread across the seas. The
telegraph and its cables would supposedly annihilate traditional geographical barriers
and political borders and ‘diffuse truth o’er the world’, knitting nations together and
‘linking in peace, those placed asunder so far’. (Morus, 2014, p.228) The emergence of
the first regional and international regimes around the technology was evidence of its
more peaceful uses, carrying promises of mutual benefit for all.
Yet, fast forward some seventy years. The year is 1919 and the world powers and their
military and naval commands are gathered in Paris for the post-World War I Peace
Conference. The ‘angel of peace’ and its enabling infrastructure are the focus of many
of the negotiations. A brief to President Wilson in preparation for the Conference is
urging him to push control of the electric telegraph to the League of Nations as a means
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to ensure ‘equable arrangements’ for ‘the common use of the world’s system for the
common good’. (Maga, 1985, p.217) Behind this altruistic goal also lies the objective of
removing Britain’s control of global gutta-percha supply and manufacture of cable
instruments. Down the road at the Quai d’Orsay, negotiation of the Military, Naval and
Air Clauses of the Versailles Treaty is underway. Admiral Rosslyn Erskine Wemyss of
the British Royal Navy argues that the capture of enemy submarine cables is ‘a legitimate
application of the use of sea power’ and that ‘submarine cables ‘must be considered as
instruments of warfare and therefore subject to such action as might be taken in the case
of naval, military and aerial armaments’. (FRUS, Vol. IV, 1919) In another series of
negotiations relating to territorial issues, President Wilson is infuriated by the Council of
Five allocation of a tiny island called Yap in the Pacific to Japan under the mandate
system, and is moving heaven and earth to have the decision reviewed. Unbeknownst to
the general public is the geopolitical and strategic value of Yap as a key communications
gateway in the Pacific, viewed by the US as vital to its national security.
How did such an ‘angel of peace’ become so entwined in war and geopolitics?
--The electric telegraph came into being within an international system shaped by the
outcome of the 1815 Congress of Vienna. The principles agreed upon at Vienna laid the
foundations of the modern state system applied to and by the four major powers - the
Great Alliance - that brought about Napoleon’s defeat. The system of rules emerging
from Vienna strengthened the notion of the sovereign independence of states initiated in
Westphalia, with its general principles and rules dealing primordially with ‘the
delimitation of the jurisdiction of countries’. Although the the international system
remained broadly ‘reactionary, undemocratic and imperial’, other normative elements
attempted to render it more ‘civilised and dynamic,’ (Hill, 2010, p. 185) subordinating
sovereignty to an incipient notion of collective security - the balance of power principle
- and the commonly shared value of preserving a European peace.
The case study opens in industrial-era Britain with a discussion of the factors that led to
the emergence of the electric telegraph and its infrastructure. Section 4.2 considers how,
in contrast to the optical telegraph, a war-weary Britain was initially unimpressed by the
new technology, a view that quickly changed as it realised the monitoring and
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surveillance capabilities the technology offered and its value as a tool to implement its
imperial aims. Section 4.3 discusses efforts to use the technology to both expand and
defend imperial interests and considers the reactions of strategic reciprocity British
dominance of the technology ignited among the major powers, who competed not only
to extend their telegraphic networks across the globe, but also for access to the territory
and resources required to sustain the networks. It considers the enormous state authority
exercised over the technologies, in peacetime through heavy subsidies to the private
companies that held the monopoly over the technology and in war, through legislation
that gave the state ultimate power over the technology, its infrastructure and the resources
required to maintain it. In both peace and war, states held ultimate powers over the actual
information – i.e., the content – flowing through the networks. The same section
considers how the technology’s infrastructure was used as an instrument of warfare and
as a target of sabotage by belligerents - regular and irregular - in a number of wars prior
to 1914. In World War I, its naval uses confirmed the era of centralised control and
command suggested by the earlier optical telegraph, and what would become the
‘operational or theatre level of war’. States also discovered that it could be used for
censorship and surveillance, representing a major shift in intelligence gathering and
processing practices.
Section 4.4 highlights how some of the more cooperative aspirations of the 1815
Congress of Vienna were accomplished with the first IT-related regional and
international regimes aimed at enhancing cooperation between the European powers and
restricting belligerent use of the technology and its cable infrastructure during war.
Participation in these regimes was often used as a means to attain traditional territorial
aims or arrest British dominance of the telegraph and the resources required to manage
it. The section also considers how the telegraph’s submarine cables became the centre of
heated negotiations between the post-World War I winning coalition, with new principles
such as ‘equitable arrangements’ and ‘the common good’ emerging to mark an important
shift in states’ traditional approach to the material environment, although the
principles agreed upon remained firmly moored to the overriding geopolitical interests
of the states involved and the dynamics of great power politics.
4.2 The Technology and its Dispersion
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Unlike its optical predecessor, the electric telegraph emerged during a period of relative
peace in Europe. Consequently, it initially had ‘no central guiding force, no political will,
no tax, no regulation or overwhelming administration’ to bring it into being. (Roberts,
n.d.) Already in 1819, British inventor Francis Rolands had connected both ends of some
eight miles of wire insulated in glass tubing and stretched across his garden lawn to
clocks marked with letters of the alphabet, using electrical impulses sent along the wires
to transmit messages. He attempted to market the device to Lord Melville, then head of
the British Admiralty, yet the end of the Napoleonic Wars had exhausted the earlier
appetite for new inventions. Absent a major threat, they were no longer needed. (Rolands,
1823, pp.15–16; Roberts, n.d.) Hence, the hoard of inventors and scientists that emerged
around the electric telegraph each had to compete for capital to help incubate and test
their designs. A difficult task since very few initially understood what it was they were
actually developing.
The electric telegraph was first patented in England in 1836 by the unlikely business
partners Professor Charles Wheatstone of King’s College London and the
aforementioned inventor, William Fothergill Cooke. Like the optical telegraph, it built
on decades of experimentation and scientific discovery, particularly in the field of
electricity.20 The galvanometer, the voltaic pile, electromagnetic needles, induction coils
and the electronic relay all helped midwife the first electric telegraphs.
Gifted in management and marketing and well-connected, Cooke took advantage of the
seemingly endless flow of private money invested in railways during the late 1830s to
seek seed-funding for the Cooke & Wheatstone inventions. The patents were developed,
installed and implemented with significant input from a range of craftsmen, including
clockmakers, rope makers, ‘philosophical instrument makers’ and mechanics, some of
them becoming core manufacturers of the cable business over subsequent decades or
taking up core positions in telegraph companies or government bodies when the
telegraph was nationalised in 1868.

20

Key scholars and inventors included Volta, Ampere, Oersted, Schweigger, Gauss, Steinhil, Schilling,
Ohm, Wheatstone, Daniell, Faraday, Henry and many others.
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These early designs involved needle and dial galvanic instruments that enabled the
transmission of the signals across insulated wires that ran along railway lines. An
endemic risk-taker, Cooke organised the first trial of the invention on 4 July, 1837: three
needles (or discs) were suspended by wires rotated on vertical axis by three ‘butterfly’
switches. To enable the transmission of messages, some thirteen miles of five-wire
circuit made from some seventy miles of copper wire laid along the walls of a carriage
shed in Camden Town on the London &
Birmingham Railway. This first trial was
conducted not in front of government
officials, as had been the case with the
Chappe telegraph, but rather in the
presence of twenty of the railway
company’s

directors.

The

trial

was

successful, leading to more tests, for which
the different elements of the telegraph and
its

infrastructure

were

Figure 6 Cooke & Wheatestone - Five Needle Cable. Source:
Engineering & Technology Magazine.

enhanced.

Wheatstone had since patented four- and five-needle instruments moved by
electromagnetic coils signalling the Roman alphabet on a board,21 as well as a
‘permutating keyboard that allowed for twelve signals’. Within a short space of time, a
new telegraph line stretching along the rails connecting Euston to Camden was
commissioned and implemented with the five-needle instrument, representing ‘the first
commercial electric telegraph line in the world’ (Figure 6 above). (Roberts, n/d.)
It was not until 1844, when the Admiralty Board requested the development of a private
line between Whitehall in London and the naval headquarters at Portsmouth (running
alongside the London & South-Western Railway) to replace its old semaphore line, that
the technology really took off in England, spreading shortly thereafter across continental
Europe. These developments also influenced US scientist and inventor Samuel Morse,
who had developed his own version of the electric telegraph. While Morse’s patent was
largely rejected across Europe for nationalist or mercantilist reasons, it was his invention
of the code signalling the alphabet in 1838 that in essence helped revolutionise the

21

This feature allowed anyone with basic literacy to work it. It was preferred by early users who were
unwilling to learn codes, and employers who did not want to invest in staff training.
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technology further.
Shortly after the emergence of the first
telegraph systems, interest shifted to
determining how to transmit messages
across the sea. Discovery by colonial
entrepreneurs of the insulator gutta-percha
and its formidable value as an insulator for
the copper wiring of the cables helped
replace less effective and more-costly
options such as pottery, ceramic and iron
(Figure 7). Significant testing finally

Figure 7 Machines covering with gutta percha the Atlantic
Cable wire, at the Gutta Percha Co. Source: Atlantic Cable

produced the cables needed to extend the functionality of the electric telegraph across
canals, straits and oceans. Following the success of initial tests in Germany and England,
the first undersea cable financed by private companies and connecting England and
France was laid in 1850, followed by connections to Ireland and then the Low countries.
The significance of the transmission of the first transatlantic cable message almost a
decade later, again financed privately, led traditionally rational thinkers such as US
President Theodore Roosevelt to gush over the new invention, labelling it ‘a bond of
perpetual peace and friendship between kindred nations, and an instrument destined by
Divine Providence to diffuse religion, liberty and law throughout the world’. (cited in
Standage, 2007) Indeed, the new technology was held to be revolutionary in that it
appeared to cancel out many of the geographical obstacles that had posed barriers to
exploration and exploitation, helping link peoples and goods at unimaginable speed,
ushering in (alongside transcontinental railways) what Mackinder described as the ‘end
of the Columbian epoch’. Advances in technology and human exploration were closing
the global political system, taming ‘unnamed space and barbaric chaos’ beyond the
European Pale, and giving an impression of global control never experienced before.
(Mackinder, 1904, pp.421–422)
4.2 The Electric Telegraph, Cables and the State

In July 1840, Professor Wheatstone was called to testify before the Special Parliamentary
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Committee on Railways on the ‘means of communicating intelligence by means (…) of
electricity’. The Parliamentary Committee had been discussing the role of the telegraph
in ensuring better management and safety of the railway lines, of great interest to the
nation following the initial ‘Railway Mania’ of the 1830s and ongoing speculation. The
electric telegraph – initially envisaged by Cooke as a tool of communication for
companies, government and private persons - had thus far been principally used by
railway companies for railway management, especially rail traffic control, and had thus
been adapted accordingly. Investment in the technology ebbed and flowed depending on
priorities of the railway companies and functionality, the latter complicated by the
complex web of railway companies and lines that emerged during those crucial decades,
their own expansion contingent on parliamentary control, oversight and often selfinterest.22

Newspaper companies and stock speculators quickly cashed in on the

technology, transforming the manner in which information was perceived, its new value
as a commodity, ‘carefully weighed and measured before transmission’. The telegraph
was not adapted for general public use until later, and even then exorbitant costs,
difficulty of access to the stations due to their location and a range of other factors meant
that the technology was initially consumed by private concerns.23 Conversely, it did not
take long for the government to cast its eye on its potential.
Unlike the optical telegraph, which had emerged on a wave of revolutionary fervour, the
electric telegraph did not initially receive much government attention. It was,
nonetheless, growing domestic unrest in the 1830s and 1840s that awoke the British
government’s interest in the technology, just three years after its first successful trial. At
the 1840 parliamentary hearing referred to above, members of the committee questioned
Wheatstone and the head of one of the major railway concerns on the railway companies’
exclusive control over the wires, inquiring as to whether the government would be able
to use existing wires or lay its own. Moreover, the committee members were curious to
know whether the technology would allow government secure communications so ‘that
no third party would become acquainted with the messages sent on [its] account’.
22

According to Roberts, by 1867 some 476 different railway companies were operating in Britain and
Ireland across some 14,247 miles of rails. Each railway line was debated and subsequently authorized (if
approved) by an Act of Parliament. The latter was required not just for establishing the concern, but also
for every new branch or changes made to it.
23
In Britain in particular it took significantly longer than mainland Europe and the United States to develop
a national system connecting cities (and later communities) independent of railway lines, roads and even
canals.
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Wheatstone confirmed the concerns of the government, noting how ‘at present
everybody knows when a telegraph message is being dispatched, and any person
acquainted with the signals might read it’. He allayed such fears, suggesting that the
government had a use a cypher to secure its communications. Shortly thereafter, the
Admiralty commissioned a telegraph of its own for which it developed its own code,
establishing a line between the Buckingham and Windsor Palace households.
By 1845 the Parliament had adopted a first telegraph bill - the Electric Telegraph
Company Act.24 While primarily intended to formalise the establishment of the country’s
first private telegraph concern, the bill also included important provisions investing the
government with significant powers, giving it the authority ‘by a warrant under the hands
of the Secretary of State, to take possession of the whole machinery and apparatus of the
telegraph, with a view of preventing any intelligence being forwarded without the
sanction of the Government’. It also included provisions outlawing the removal,
destruction or damage of any electric telegraph, wire, apparatus or other part, giving the
police, railway company employees and even passers-by, powers to detain anyone
suspected of engaging in such acts of sabotage.25 These were very similar to the powers
the government had already invested itself with to censor regular communications
passing through the Post Office.26 It was the Home Secretary, Sir George Grey, who first
tested these powers during the Chartist unrest of 1848: the government seized control of
all existing telegraph communications during the course of a week. Yet, similar to the
internet take-downs of recent times, it was quickly deterred by the cost of their
implementation.27 (Wenzlhuemer, 2013; Morus, 2014; Roberts, n.d.)
Maturing during the same period as parliamentary-commissioned studies into the

24

The company was formed by Cooke alongside the head of the Ricardo family and Bidder.
Commission of such ‘misdemeanours’ was not taken lightly. It resulted in imprisonment of six months
with hard labour for three men found guilty of cutting the wires at Wigan in Lancashire in 1854.
26
For an overview of these powers and their alleged abuse by members of parliament in the name of public
safety, see the speech of Radical politician Thomas Slingsby Duncombe, MP for Finsbury, ‘Opening
Letters at the Post-Office’ of 18 February 1845. Duncombe succeeded in exposing the Home Office
practice (and fateful consequences) of opening the mail of both national and foreign political dissidents
such as Chartists and the Italian dissident Mazzini, and, as was later revealed, himself. See: HC Deb. 18
Feb. 1845, vol. 77, cc668-745.
27
In accordance with the ETC Act, the government was obliged to compensate the companies whose lines
it seized. The experience was apparently so expensive that it refrained from exercising such authorities
again.
25
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viability of establishing a national constabulary force, key commissioners of which had
been influenced by Bentham’s writings on law and reform, the surveillance and
communications potential of the electric telegraph for rendering policing work more
effective was certainly borne in mind.28 (Morus, 2014, pp.202–203) While some were
quick to criticize the limits of the technology in preventing crime, key cases published
in the national press extoling the virtues of the technology in helping resolve it were
equally influential in shaping the British government’s decision to extend control over
the technology. (Hansard, HC Debate 1863; 1862) Importantly, many of these
government uses contradicted core Victorian values such as privacy, yet as with regular
mail, privacy would increasingly be made contingent on government prerogatives.
(Morus, 1998; Hansard, HC Deb., 1845)
As the technology spread and its value increased, so too did the reach of the British
Empire. The government developed an ever-increasing interest in the potential of the
telegraph for meeting its imperial aims. For Britain and the other European powers, the
technology and its underlying infrastructure could connect the centre with the periphery
at a crucial moment of imperial expansionism. It also helped erect barriers to external
interference insofar as it represented ‘a safe[r] form of passing messages since the
information therein was exclusive to those connected to the wires’, thus appealing to
private individuals but moreover to governments who would strive to assert control over
the technology and through it, control over Empire. (Headrick, 1988, pp.106–107) By
1868, mirroring modes of telegraphic governance across Europe, Britain had begun
nationalising all existing telegraph concerns (save the submarine cable companies).
Influenced, inter alia, by the experiences of the growing use of the telegraph to counter
domestic insurrection and in warfare, it moved to develop its infamous ‘all-red-network’,
forcing the telegraph closer to the state and (geo)politics at the domestic and international
levels, the latter reflected in the growing number of government institutions involved in
its management.

28

In a missive to Cooke dated 6 September 1837, Wheatstone referred to Edwin Chadwick, a ‘Benthamite’
to the core, renowned for his welfare reform work. Chadwick had headed the Poor Law commission and
was also a member of the Commission tasked with studying the establishment of a general police.
Wheatstone mentioned that he had been contacted by Chadwick who was 'very much taken with the
electrical telegraph, and intends (…) recommend[ing] its adoption by the government’. (Morus, 2014,
pp.202–203)
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4.3 Strategic and Geopolitical Considerations

Following the Napoleonic Wars, the Congress of Vienna established a European order
anchored in the territorial sovereign ‘state’ and the balance of power. The territorial state
was the response to the need for a ‘new template of legitimacy’ once the preceding feudal
order had broken down, and the balance of power the means to maintain the peace
between the new system of states. It was however, a fragile order easily undermined by
the competitive nature of the states - both existing and in the process of being formed and by the waves of nationalism underpinning the state building process.
A Tool of Empire
The task of managing the international system of European Great Power rivalries after
the Napoleonic Wars was a collective endeavour. In general, the ‘polyarchic structure’
that had emerged ‘developed regimes, prevented wars, allocated rewards after wars,
developed conflict resolution mechanisms, and prevented or validated changes to the
[post-]1815 order’. (Holsti, in Rosenau and Czempiel, 1992, p.56) Holsti was, however,
referring to Europe, where the major powers remained somewhat committed to the
ordering provisions and mechanisms of the 1815 settlement, at least until mid-century.
By then, Britain, already a strong state with an important, yet oft-contradicting, emphasis
on traditional liberties, had, in effect, become the dominant power with colonies and
interests spreading across every ocean and continent of the world, much to the envy of
competing European colonial powers. British supremacy was epitomised by the British
fleet ‘policing the high seas and providing equal security to all, the London money
market establishing a single standard for virtually the entire world, and British commerce
securing a widespread acceptance of the principle of free trade’. (van Staden, 2005, p.6;
Keohane and Nye Jr., 1979) For Carr, these conditions created an illusion ‘of a world
possessing interests and sympathies in common’. (Carr, cited in Ibid.)
The vast empire Britain had acquired since the late sixteenth century eventually covered
one fifth of the world’s population. By mid-nineteenth century, Britain was the dominant
colonial power and the resources extracted from its overseas territorial possessions drove
its industrial and economic success until the twentieth century.

Comprised of a

hotchpotch of dominions, protectorates, colonies and other territories, limited
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communications meant that there was always a risk of furor consularis, the government’s
‘man on the spot’ taking hasty and ill-judged actions or feigning ignorance of instructions
from London. (Kennedy, 1971, p.751) Limited influence over private enterprise, too,
posed a challenge. Traders and entrepreneurs, as well as major private institutions such
as the East India Company or the Suez Consortium who, in their endeavours to ‘derive
legitbothimacy from delivering benefits to the nation-state’, sometimes extended the
influence of empires by ‘forcing their governments to protect their private acquisitions’.29
(Bobbitt, 2003, p.177; Kratochwil, 1986, p.41) Moreover, imperial expansion also meant
that Britain had to devise means to defend its territorial acquisitions. Limited
communications capabilities meant that London would find it impossible to alert its
colonial territories and naval bases, or pass on instructions to its warships. It would be
equally difficult for a colony - especially the more remote ones - to alert London of an
impeding threat. (Kennedy, 1971, p.727)

Figure 8 British All Red Line map. Source: Johnson.G. The All Red Line (1903).

Moreover, connecting the Empire was key to resolving the core strategic conundrum of
the century: whether the British Empire would become a series of independent, albeit
friendly states, or whether the existing military unity, ‘rather a sentiment than a practical

29

Examples of the influence originally brought about by the private sector with regard to unplanned
imperial expansion include Rhodes and Luederitz in Africa and the acquisition of Texas on the American
frontier. According to Kratchowil (1986), client arrangements were sometimes developed to rein in the
internal pressure on the empire from colonists, traders, military careerists and others from involving the
state in further expansion at great cost.
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institution’, would be made a reality. (Dilke and Wilkinson, 1872) Given that the answer
lay in Empire, efforts were made to ensure that Britain developed and maintained its
dominance and the resources required to sustain it. The electric telegraph and its
submarine cables were core enablers of that objective. Efforts were thus made to establish
an ‘all-red’ telegraph network linking all parts of the Empire without ever touching
foreign soil (See Figure 8 above).30 (Kennedy, 1971; Johnson, 1903; Keegan, 2004a;
Winkler, 2008)
Beyond the European Pale
The drive to connect its colonies with the centre of the Empire became a ‘strategic
obsession’ of the British government in the latter half of the nineteenth century. Initially
a large percentage of the cables were privately owned, mainly by the British
multinational conglomerate Eastern and Associated Companies which, by the turn of the
century, would become ‘one of the pillars of British commercial and strategic power’.31
(Headrick, 1988) The government worked with Eastern to lay hundreds of thousands of
miles of cable and by the end of the century owned over sixty per cent of all intercontinental cable infrastructure. As the empire expanded and troubles on the periphery
of empire drew the British into war and conflict, the lines between public and private
became increasingly blurred with the British government heavily subsidising companies
such as Eastern.32 The British government also gave itself the authority to take control or
dominate traffic transmitted over the cables at any give time, thus reflecting the growing
view that it considered the cables a ‘national asset’ and a useful instrument to have at its
disposal in the event of war. (Keegan, 2004b, p.119)
Britain continued developing its global cable communications network, eliminating any
weak points in the system along the way whilst insisting on the Colonial Defence
30

Red was the colour by which British colonies were distinguished on the map.
According to Headrick, by the time World War I broke out Eastern and Associated [Cable] Companies
had become one of the world’s most powerful multinational conglomerates with their capital controlled
largely by the Pender family and the Marquess of Tweedale. The company owned some 180,000 km of
cables through the South Atlantic, the Mediterranean, the Indian Ocean and the Eastern Pacific with the
latter representing two thirds of all British cables, or two fifths of all cables in the world. Much of the
world’s commercial cable traffic passed through its London headquarters and a good part of the rest was
funnelled through Eastern’s secondary nodes at Aden, Cape Town, Singapore, Bombay and Hong Kong.
32
Until 1878 Eastern had received no government subsidies or guarantees but did receive significant
assistance from the government in terms of licenses and landing rights.
31

109

Committee (CDC) principle of using only British territory for landing cables.33
(Kennedy, 1971, pp.736–739) By 1911, Britain’s dominance of the telegraph system was
so absolute that it would have been practically impossible to isolate it and its colonies.
The result was not only the creation of ‘the most extensive [communications] network in
the world’ but also ‘a transformation in the role and importance of information’ and
information technology infrastructure, with the capacity of ‘render[ing] services
undreamed of in the days of Nelson’. (Lambert, 2004, p.274)
The Royal Navy’s ability to translate these capabilities into a ‘mechanism for fleet
command and control’ was equally ground-breaking. In particular, the new technology
helped extend the strategic reach of the state, serving not only as a deterrent to the
invasion of Britain and its imperial territories but also to safeguard British commerce.
Undermining other powers’ use of the technology rendered the interdiction of foreign
commerce the ‘chief means by which Britain would compel her enemies to sue for peace’
during World War I.34 (Ibid, p. 277) Furthermore, for the first time in the history of
naval warfare, exploitation of intelligence or knowledge of the enemy’s location became
the function of the supreme command ‘rather than the theatre commander’ and a core
element of the new flotilla defence system, ‘herald[ing] the era of centralised control and
command’ and what would become the ‘operational or theatre level of war’. (Lambert,
2004, p.279; Rid and Hecker, 2009, p.17)
Yet, the reality that cables and the information flowing through them could be tapped,
cut or interrupted led an Inter-Departmental Committee to view the emerging global
communications system not only from the perspective of the strategic advantages it
offered but also in terms of the strategic vulnerabilities it provoked, warning that
33

Kennedy (1971) discusses how this principle was extended to the United States. Indeed, concerned that
the new cables laid in the West Indies ran through New York, Florida and La Havana, the Royal
Commission on the Defence of British Possessions declared the project ‘open to grave objection.’ Hence
the cable company in question was subsidised by the Imperial government to reroute the cable traffic via
a connection connecting Halifax to Bermuda. The West Indies cable would later be extended with further
subsidies to St. Lucia, following the Colonial Defence Committee’s advice that it ‘would be of
considerable Imperial importance in a war with either France or the United States. By 1899, however, the
Treasury was balking at the expenses incurred by the Committee’s limitless demands and its strict
application of the principle, even to friendly nations and allies. Also, given the commercial benefits reaped
from the international cable system, a Committee report of 1902 called for a balance to be struck between
the strategic and commercial advantages delivered by the cables.
34
Despite initial reticence, under the command of Admiral Sir John Fisher, then Britain’s First Sea Lord,
the Royal Navy invested huge resources in information technology and infrastructure as it sought to
enhance its naval capabilities.
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[t]the greater the number of states through which a land telegraph passes, the greater is
the probability that one or more of them, at some supreme and critical moment, when
telegraphic intercommunication between the United Kingdom and its dependencies or
its allies is of the highest importance, may exercise its power of interrupting
communication; and, unless we maintain our own more secure alternative routes, may
thereby imperil our most serious interests, the safety of our dependencies, or even our
existence as a nation. (Code 1056 (1902), cited in Kennedy, 1971, p.729)

The findings of the Committee echoed concerns raised by Dilke and Wilkinson in their
Imperial Defence (1892), particularly with regard to situations in which British
submarine cables shore-ended on foreign territories. During war, such cases, they
cautioned, could be ‘precarious’, hence further effort was made to ensure the inviolability
of the ‘all-red’ network.35
Reciprocal Action
The other European powers quickly took stock of Britain’s advantage in this area.
Initially, malaise emerged around Britain’s dominance of world information gathering
and communications, a reality that continued into the early twentieth century, and that
was perceived as skewing the content of news to British interests. (Hills, 2002, p.16)
These earlier advantages provoked Germany and France (and much later, the United
States) to improve their own telegraphic systems and administration, embarking on
extensive cable laying exercises and devising measures aimed at disrupting the British
cable monopoly. For instance, Lesage discusses how cables became part of a twentyyear struggle between the British and German empires, the latter setting as a core
objective of its Naval strategy the arrest of Britain’s hégémonie télégraphique. Although
Britain realised the threat this posed, it did not seek to stop Germany on the grounds that
doing so would require developing a formal alliance with France, a step it was reluctant
to take. (Lesage, 1915, pp. ii–iii) Germany’s submarine cable network in the Pacific also
represented a new ‘international method of exploitation’: since open confrontation over
the expropriation of coveted territory was not an option, Germany resolved this tension
by jointly establishing large private companies such as the Deutsch-Niederländische

35

In order to avoid such a situation, they suggested that in time of war, the admirals would have to lay
cables to islands seized by them near the enemy's blockaded ports.
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Telegraphengesellschaft (the German-Netherlands Telegraph Company).36 As discussed
in more detail in Section 3.4 below, the company’s cable laying activities in Asia and the
Pacific – notably involving the tiny island of Yap – would become a geostrategic thorn
in the side of the United States and the subject of lengthy discussions during the Paris
peace negotiations.
Why Yap? From the seventeenth century until 1899, Yap was a Spanish colony
administered by the Capitanía General of the Philippines. As the European powers’
scramble for territories intensified in the 1880s, attention turned to the Pacific islands,
including those north of the equator, resulting in a treaty between Britain and Germany
in 1886 in which they defined their specific spheres of interest, and distributed the islands
amongst themselves accordingly. Already present some seventy years in the region, the
United States raised concerns, questioning the rights of Britain and Germany to ‘divide
among them insular possessions which have hitherto been free to the trade of all flags
and which owe the civilising rudiments of social organisations they possess to the
settlement of pioneers of other nationalities than British or German’. The US made
similar claims regarding the Gilbert islands, arguing that ‘the germs of civilisation were
planted (…) by the zealous endeavour of the American citizens [who] changed the ‘naked
barbarism of the island communities into enlightened communities (…)’. (Blakeslee,
1921, p.180) Such moral claims against territorial expansion went unheeded.
Challenges emerged for Germany regarding the Carolines as these fell under Spanish
control. Spain had made but half-heated attempts to establish a presence on the islands,
yet in light of the increased German and British territorial expansion in the region, she
sought to bolster her claim over them. Spain was out-manoeuvred by Germany who,
having sailed a gunboat into Yap bay in August 1985, hoisted there the German flag and
sailed on to do the same across the remaining Carolina islands. The latter caused an
outcry back in Spain where

36

The Deutsch-Niederländische Telegraphengesellschaft was established by treaty between the heads of
government of Germany and The Netherlands in Berlin on 24 July 1901. Even though it operated as a
private company, both Germany and The Netherlands exercised enormous power over the enterprise
through heavy subsidies. The administration of the company was mixed, representing both private and
governmental interests, and representatives from the two states. The latter would help Germany spread risk
while also ensuring that the partnering state (purposefully weaker) was not in a position to monopolise use
of the cables once established in the Pacific. The economic value of such companies afforded both
countries – Germany in particular - enormous political leverage. (Lesage, Ibid: iv)
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[s]o intense was the popular feeling that mobs attacked the German embassy in Madrid,
and tore down and burned the escutcheon and flagstaff with shouts of ‘death to
Germany;’ while street crowds listened to impassioned orators who threatened Germany
with certain defeat at the hands of the Spanish army. (Blakeslee, 1921, p.178)

Bismarck, a ‘lukewarm supporter of these colonial projects’, referred the ownership of
the islands to the arbitration of the Pope, whose decision was favourable to Spain. (Ibid.)
Germany’s expansionist proponents were patient, however. Indeed, just a few years later,
the Spanish-American war erupted, leading to Spain’s defeat and its loss of the
Philippines. During the negotiations with Spain, the US Navy signalled the importance
of the Caroline islands, warning that an enemy’s control of them would ‘offer a serious
menace to the line of communication between the Pacific coast and the Philippines’,
suggesting that ‘all attempts should be made to acquire the [Caroline islands] within the
framework of negotiations on the Philippines’. (Ibid. p.181; Chadwick, 1911) US
negotiators were instructed to offer Spain between 10 and 20 million USD for the ‘whole
of the Philippines’ and to pay more if a cession of ‘a naval and telegraph station in the
Carolines’ was possible.
Unsuccessful attempts were also made to anchor cable landing rights on other Spanish
possessions. Concerned that the issue might reignite the war, the US stepped back and
settled on acquiring the Philippines and Guam. A year later however, Germany
convinced Spain to sell it the remainder of its Pacific possessions, including the strategic
island of Yap - for a mere 4 million USD.

Almost immediately, the Deutsch-

Niederländische Telegraphengesellschaft was established on the island and tasked with
linking the German Pacific colonies into the main submarine telegraph networks. This
included laying cables from Menado, Dutch East Indies, to Yap Island and Guam and
then running a spur from Yap into Shanghai. The decision in 1906 to establish this
Menado-Yap-Guam-Shanghai undersea cable route was strategically important as it
meant that Germany would no longer have to rely on British-controlled telegraph cables
in the Pacific (the ‘All Red’ network discussed earlier). 37 By the time World War I war
broke out, Yap had been transformed into a major naval communications centre for

37

At Menado, links to the British Eastern Extension cables were available, while at Guam, cables owned
by the Commercial Pacific Cable Company (UK, US, Denmark) ran connections to the US and the
Philippines. At Shanghai, the Great Northern Telegraph Company (Denmark) had cables linking Europe
and China. History of the Atlantic Cable & submarine Telegraphy - German Cable Companies.
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Germany as well as a significant international hub for cable telegraphy. It was also one
of two key alternate routes to the US-controlled Commercial Pacific Cable, a factor that
would strongly influence Wilson’s post-war negotiation strategies in Paris.38 (Bruton,
n.d.)
War-Time Uses - From Limited and Civil War to Major War
War-time uses of the telegraph and cables from the mid-1850s until the end of the century
accentuated both their strategic value and vulnerabilities. The Crimean War (1853-1856)
demonstrated how the technology (as well as armaments and transport) could be
harnessed to meet war aims at all levels of war. The telegraph (still connecting to
networks of the older optical telegraph) allowed swifter communication between
governments and commanders in the field, while also broadening news coverage of
events. (Parker, 2008, p.219; Roberts, n.d.) The intelligence gathered by means of the
telegraph as well as the speedy communications it enabled allowed Britain to penetrate
deeper and more speedily into the ‘soft belly’ of its Russian enemy, a fact that had been
impossible in the past and which provoked significant insecurities in Russia, a country
assigning great strategic value to the defensibility of its borders. (Legvold, 2007) Britain
also used the telegraph during the Indian War of Independence in 1957 to link the
Imperial government at Calcutta to the widely scattered British forces, apparently one of
the deciding factors of the struggle. (ITU, 1965, p.171) Its dominance of the telegraph,
global cables and landing rights also allowed it important censorship capabilities, in turn
strengthening its control of the colonies and helping pre-empt rebellion.
In the late 1880s, cable-cutting emerged as an important war tactic. The Russian
Admiralty, for example, included the cutting of British submarine cables in its planning
around the Penjdeh crisis of 1885,39 leaving Britain powerless to reciprocate given
Russia’s land-enabled system of cables, which by then extended across the Eurasian
mass. (Kennedy, 1971, p.732) Cable disruption had also been used in North America in

38

When the Guam-Manila section of the transpacific cable broke, traffic rerouted to Guam to Yap and
then via Shanghai, China and back to the Philippines. The other alternate route was to go through Japan
itself.
39
The Penjdeh incident was a battle that occurred in 1885 when Russian forces seized Afghan territory
south of the Oxus River (modern name Amu Darya) around an oasis at Panjdeh (modern Serhetabat,
Turkmenistan). The incident created a diplomatic crisis between Russia and Great Britain.
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the 1860s, where native Indians routinely disrupted lines that were known to carry
military information. Similarly, insurgents used the tactic in the Cuban War of
Independence against the Spanish (1895-1898); in the Philippine War against the
Americans (1899-1902); and the Macedonian insurrection against the Turks (1903). (Rid
and Hecker, 2009, pp.16–17)
The role of the telegraph in the Cuban War in particular marked a new development: the
disruption of information flows as a tactic of economic warfare. The US had ensured
through its cable monopoly in the region that the Spanish Armada’s communications
were severed, including access to vital information relating to the location of the coal
supplies it needed to keep its steamships running. Defining such ‘immaterial’ blockades
posed new challenges for the laws of war, while fear of such blockades propelled a new
form of competition, not least since it had confirmed the strategic value of rapid
communications. (Kittler, 2014) Indeed, the Russian newspaper Novoe Vremya reported
the US as having declared ‘every cable communication during the war…of more service
than an individual battleship’. The Russian military would, to its detriment, confirm this
insight in the Russo-Japanese war of 1904. (Abbenhuis, 2014)
By the late 1890s, the Great Powers including Britain, had shifted from largely defensive
to offensive cable policies, from determining how to best prevent the disruption of cables
during war to including cable disruption and censorship, monitoring and even subversion
in their war plans. Pre-war planning also brought commercial telegraph companies closer
to the government and the army, first through significant subsidies, and later through
advice on inserting ‘secret listening devices’ on commercial lines running to a potential
enemy’s capital as part of its broader spying strategy.40 (Kennedy, 1971, p.747; Cables
in Conflict, n/d)
For example, in Britain, the government split control of telegraphic censorship between
two departments: postal (inland telegrams only) and cable (worldwide telegrams via
submarine and wireless cables) and by 1913 a new system of censorship had been
formulated: the principal objective was to halt any telegrams that would provide vital

40

For example, Sir John Denison-Pender, son of Sir John Pender of the Eastern Telegraph conglomerate
was called in to advise the government on the strategy.
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information or financial support to the enemy. By World War I, the Army Council had
put in place an ‘elaborate, well thought-out system for the censorship of submarine cable
communications throughout the British Empire, and of radio-telegraphy (wireless) in its
over-sea possessions’. (Chambers, 1915; Kennedy, 1971, p.747) The system was used to
control trade and raw materials to aid the war effort. Meanwhile, censors were employed
by the War Office at strategic stations around the world and, with the help of the Eastern
Telegraph Company, the government worked closely with telegraphers to control flows
of information. Cable censorship became so important that it was organised under
Military Operations (M.O.5). and later under Military Intelligence (M.I.8). (Cables in
Conflict, n/d) Civilian telegraph workers were given dispensation from conscription and
placed in Army Class W Reserve, a class for those whose ‘services deemed … more
valuable to the country in civil rather than military employment’. (Army Order 203/16,
cited in Ibid.) This ‘mobilisation of the moral and material forces of the Empire,’ proved
of enormous value during the War, not least because the bulk of the world’s cable traffic
was subject to the scrutiny of British censors, ‘also serving purposes of economic
control’. (Rogers, 1922, p.146)
The first offensive use of information technology during World War I was an act of
sabotage: Britain cut German submarine cables located in the English Channel and the
Atlantic (the two German lines running between New York and the Azores). In addition,
certain cable lengths were taken up and others diverted, both isolating Germany and her
allies and forcing Germany’s transatlantic telegrams to be rerouted through England or
New York. (Rogers, 1922, p.149; US War Department, 1919; Cables in Conflict, n/d))
The importance of disrupting the enemies’ communications networks was not lost on
Germany. Since the passing of the Naval Laws in 1900 creating its High Seas Fleet,
Germany had strived to connect its overseas possessions by cable and had included cable
disruption and sabotage, censorship, monitoring and subversion in its own war plans.
(Headrick, 1988, p.26) As soon as hostilities broke out in 1914, Germany used its
warships ‘to harass, attack and destroy British cable stations in the Pacific’. Its
submarines made a series of successful submarine cable raids in the English Channel,
the North and Baltic Seas and along the Atlantic Coast. (Ibid; Winkler, 2008, p.117)
However, Britain had introduced sufficient redundancy into its system, ensuring that
communication was never entirely lost between the various parts of the empire.
Moreover, it had assured itself that its strategic communications network could only be
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interrupted ‘by a programme of cable-cutting which Britain alone, with its twenty-eight
cable ships, twice the number of those of the rest of the world combined, was equipped
to undertake’. (Keegan, 2004b, p.122)
Despite the destruction Britain wrought on its cable networks at the outset of the war,
Germany was not deterred. As World War I progressed, Germany targeted American
merchant ships and inter-allied communications networks ‘with the intention of bringing
the war to the United States and isolating it from the other powers’. (Winkler, 2008,
p.117; Seaman, 1966, p.189) One element of that strategy involved the legendary
diplomatic proposal by German Foreign Secretary, Arthur Zimmerman, for Mexico to
join an alliance with Germany in the event of the US entering the war. British intelligence
intercepted and decoded the diplomatic cable, passing it on to US authorities, who in turn
used it to argue for arming merchant ships to defend themselves against German
submarine warfare; for severing diplomatic relations with Germany; and for entering the
war.
Once the United States entered the war, the transatlantic cables became a strategic target
for Germany. Having fitted its longer-range cruiser submarines with cable-cutting
equipment, its U-boats were tasked with raids against American cables in addition to the
Allied shipping raids it was routinely conducting as part of its naval strategy. The raids
were to be executed simultaneously and within a narrow window of time. While
Germany ultimately failed to achieve its aim due to technical issues as well as its
blindness at sea, the damage it wrought on transatlantic telegraph and radio
communications was significant. 41
The US, however, found itself in a strategic predicament. Lincoln had used the electric
telegraph assiduously during the Civil War, (Wheeler, 2008) yet it was not until 1864
when Grant, ‘a master of telegraphic method’, took command of the Union armies, that
41

Winkler (2008) describes how, since cable cutting attacks occurred underwater and several hundred feet
below the submarine, it was very difficult for the submarine commander ‘to determine whether he had
severed the cable, damaged it or simply moved it. Hence it was impossible to assess damage of a given
cable disruption operation. This blindness ultimately prevented the German navy from redirecting U-boats
back to unsuccessful strikes and complete the overall campaign in a timely manner. In addition, according
to German Admiralty documents, Winkler notes that technical problems such as those related to the
breaking of specialised grappling anchors used to cut the cables also posed problems.

117

the telegraph came to ‘dominate in the management of armies’. And even then,
challenges abounded, not least because ‘of the rigidity in the network and the
unfeasibility of pushing cable forward in the maelstrom of battle’.42 (NWC, 1901)
Moreover, given its geographical position, the US had not focused on either the strategic
or tactical importance of international telegraphic connections and the cable
infrastructure. This meant that the country was ill-prepared for the manner in which the
technologies were used during the war. (Ibid.) Indeed, by the time the the US joined the
war, much of the telegraphic (and radio) equipment it had at its disposal was ‘wholly
unsuitable’ and it spent an inordinate amount of time and resources trying to fix what the
Germans had broken or disrupted. (Terrett, 1994, p.16) It quickly learned that it could
not rely on pre-war commercial cable capabilities to respond to wartime pressures and
the possibility of almost complete disruption was turning into a looming reality. Indeed,
more than half of the country’s seventeen pre-war cables were disrupted by Germany at
a time when the handling of millions of messages - military, diplomatic, press and
commercial - generated by the country’s new role as belligerent in the War presented
problems ‘unique in the history of warfare’. (Ibid.; US War Department, 1919) Wilson’s
first move upon assuming the Presidency in 1913 was to issue a series of executive orders
bringing both cable and radio infrastructure and systems under government control prior
to and during the war. (EO 2604, 1917; EO 2605A, 1917) More importantly, he used the
momentum of the post-war settlement to ensure the country would never again find itself
in such a strategically vulnerable position.
4.4 The Electric Telegraph and the Emergence of the first International ITrelated Regimes

Importantly, significant international cooperation around the new information
technologies preceded the geopolitical tensions and rivalries that resurfaced between the
powers in the latter half of the nineteenth century, leading to the emergence of the first
regional and international IT-related regimes in history.

42

A collection of lectures delivered at the US Naval War College in 1901 on ‘Submarine Telegraphic
Cables in their International Relations’ does suggest that if not the country's political men, its navy at least
had identified telegraphy as meriting attention, not least because of ‘the danger and advantage in the great
use and reliance’ upon it. (NWC, 1901)
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Such cooperation was largely guided by a delicate balance of self-interest and mutual
benefit. However, strategic and geopolitical considerations became all the more evident
in the shaping of new regimes as the European powers edged increasingly toward World
War I, and were thrust to the fore as the winning coalition negotiated the post-war
settlement. While the technologies became increasingly central to the competing interests
of the world’s major powers, international regimes also became equally central to
resolving some of the tensions and vulnerabilities they provoked. By the end of World
War II, the result was an emerging IT regime complex, accommodating to an acceptable
degree both unilateral and collective interests. (See Table 1, p.119)
The mid-1800s saw the emergence of the first cross-border efforts to place the uses of
new information technologies under some form of cooperative arrangements. More
uniform standards and rules were becoming increasingly necessary, not least because
different pricing standards were affecting the capacity of other states to participate in the
new technology. Moreover, as has been the case with the optical telegraph, the original
configuration of telegraphic links in Europe reflected contemporary thinking regarding
borders and territorial sovereignty: the links ending at the frontiers of each state or empire
thus impeding the free flow of information. International messages were transmitted only
to the ‘last territorial outpost of one state, decoded and recoded, transcribed and then
physically carried to the adjoining state, there to be retransmitted telegraphically.
(Gotlieb et al., 1974; Headrick, 1991; Wenzlhuemer, 2010) In addition to this challenge,
solutions had to be sought for classification of the messages transmitted; the uses of codes
and cyphers; common language and permissible words; as well as questions relating to
secrecy, censorship and privacy of communications. (Headrick, 1991, p.13)
Undoubtedly, developing and agreeing on general guiding principles and uniform rules
and standards to ensure the free flow of information from one point to another required
relinquishing some of the absolute sovereign rights established by the Congress of
Vienna. Yet some of the European powers perceived that the mercantilist practices of the
existing state system conflicted with their own immediate political, economic and
strategic goals. Relinquishing some degree of sovereignty was thus perceived as a
sacrifice that would, in the longer term, reap benefits. In addition, it would help remove
growing dependency on British communications systems, and by extension, its
censorship and surveillance practices.
119

Other geopolitical considerations drove this will to cooperate. For instance, in the 1840s,
Prussia signed some fifteen telegraph treaties with German states. Many of these
agreements were developed to resolve administrative and legislative issues, including the
fact that (apart from Britain) electric telegraph systems were publicly managed and thus
regulated differently by each state. More importantly, however, Prussia viewed the
telegraph as a means to achieve political unification of the numerous German states and
resolve its own territorial dilemmas: it would use the telegraph (and railway) regimes to
forge relations with the German-speaking populations of these ‘state units’ which were
increasingly asserting their national identity. (Balbi et al., 2009, p.62) Furthermore, the
telegraph could help overcome the geopolitical barriers between the eastern and western
regions of the kingdom. Prussia also saw great strategic and economic benefits in
investing in lines connecting highly industrialised areas such as Silesia within the
Kingdom. Eventually, similar reasoning led Prussia to negotiate a series of agreements
regarding the use of the electric telegraph for international dispatches with Austria in
1949, resulting in the first international convention aimed at connecting separate nations.
This first ‘international agreement’ was followed by agreements between Austria and
Saxony (1849) and Austria and Bavaria (1850), laying the ground for the establishment
of the ‘Austro-German Telegraph Union’, which came into being in October 1850.43
Shortly after, Western and Central/Southern European states signed a number of bilateral treaties promoting international communication, reflecting the speed with which
the new technology was spreading across Europe. By 1855, France, Belgium, the
Kingdom of Sardinia, Switzerland and Spain agreed to establish a French-speaking
regime, which gradually integrated a number of other states. In contrast to the
geopolitical issues driving the Austro-German Union, this regime was inspired by more
liberal ideals, its member states viewing the telegraph as one of several new vehicles to
promote free trade and, by extension, ‘peace and prosperity’. (Ibid.) At the same time,
Switzerland managed to secure a commitment to low tariffs, from which it would benefit
due to its geographical location in the centre of Europe, as well as a rezoning of tariffs
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The Convention establishing the Union was signed in Dresden on 25 July 1850 between Austria, Prussia,
Bavaria and Saxony. Wurttemberg, Hannover, Baden, Mecklenberg-Schwerin and the Kingdom of
Lombardy-Venetia soon joined alongside smaller States such as the Netherlands, the Duchies of Modena
and Parma, Tuscany and the Papal State, all of which had relations with these territories.
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which would ensure that smaller countries would not be unduly penalised in cross-border
communications. It also managed to convince the other states, particularly France, to
simplify procedures and embrace new developments, particularly the common use of the
Morse telegraph system.
Both Unions introduced a set of standards and regulations regarding international
telegraph usage, largely drawn up along the lines of existing postal treaties and building
on domestic norms, regulations and standards relating to the optical telegraph, laying the
foundations for future European telecommunications regimes. (Ibid., p.63) These
foundations included the primarily trans-national character of the regime (in that
interference in domestic management was not permitted); common standards for use and
management of telegraphic equipment and infrastructure (common opening times and
operating instructions) and information flows (the length, classification and priority of
dispatches, secrecy of state communications and protection of private communications,
all of which remained contingent on public safety and morals, and national security); and
the zoning, costing and taxation of dispatches. Acknowledging the shifting character of
the technology, both Unions held regular plenipotentiary meetings to update the
administrative and technical provisions of the conventions.

Other countries were

welcome to join, although in the case of the Austro-German Union, membership was
primarily extended to German-speaking countries. Any other country wishing to join
would have to first sign a treaty with one of the existing members. The Unions also
welcomed cable companies into their agreements, reflecting the growing importance the
latter were playing in transnational affairs.44
Importantly, member states of one Union could conclude agreements with members of
the other and were also welcome to participate in each others’ Conventions. This form
of mixed or hybrid Convention represented the first step toward establishing the merging
of the two regimes into a common European telegraphic space, an initiative pushed by
France, Belgium and the Swiss Confederation, the latter playing a significant role in
mediating the interests of the powers involved and pushing for a single European
44

For example, the International and Electric Telegraph Company, the Submarine Telegraph Company
and the Mediterranean Islands’ Telegraph Lines company all joined the Austro-German Telegraph Union,
while a number of private British companies and subsea cable companies joined the West European
Telegraph Union.
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telegraphic regime.45 (Spartaco et al., 2011) By 1857, member states established the
objective of creating a ‘common European telegraph organisation’. (Balbi et al., 2009)
In 1865, Napoleon III hosted a Convention involving some twenty European states (all
members of one or other of the existing Unions) to discuss the establishment of a single
telegraphy system, resulting in the International Telegraph Convention and the
establishment of the world’s first international organisation - the International Telegraph
Union (today’s International Telecommunications Union (ITU) - in Berne,
Switzerland.46 Following tense negotiations, the twenty states agreed on ‘the object of
facilitating relations and cooperation between the peoples by means of efficient
telecommunication services’, while ‘fully recognising the sovereign right of each country
to regulate its telecommunications’.47 Building on earlier agreements, the Morse system
was established as the international standard for international transmission of dispatches.
Plenipotentiary conferences followed in Rome and St. Petersburg (during which private
companies were allowed to participate, but not vote), helping ‘cartelise world cable
communications under national government control’. (Hills, 2002, p.17) Although its
telegraphic industry was growing, the US turned down the invitation to attend on the
grounds that its industry was not state-run, while the censorship and other clauses
impeding the free flow of information influenced its decision not to sign the convention.48
(Headrick, 1991) More contentious suggestions such as rerouting of messages via the
shortest existing route were rejected by France and Russia, adamant not to have their
communications interfered with by an increasingly belligerent Germany. (Ibid.)
Nonetheless, the fact that an extraterritorial organisation such as the ITU emerged against
45

The first mixed convention took place in Paris in 1852, later in Berlin in 1855 and Brussels in 1858.
This arrangement was agreed upon at the Vienna Plenipotentiary Conference of 1868.
47
Two key paragraphs in the Convention reflected domestic and geopolitical concerns: Article 2
acknowledged the secrecy of international correspondence and non-interference; and Article 19
conditioned this rule on national security, public safety and moral prerogatives. Article 20 also afforded
states the right to suspend international telecommunications for an indefinite time’. Furthermore, a copy
of all transmissions and codes was to be kept securely for a period of one year before being destroyed (Art.
21). More specifically, Article 31 of the Convention proclaims ‘the right of the public to correspond by
means of the international service of public correspondence, while Article 32 stressed that states ‘reserve
the right to stop the transmission of any private telegram which may appear dangerous to the security of
the State or contrary to their laws, to public order or to decency;’ and Article 33 afforded states the right
to ‘suspend the international telecommunication service for an indefinite time’. Furthermore, while
acknowledging the ‘secrecy of international correspondence’, Article 35 (2) afforded states the ‘right to
communicate such correspondence to the competent authorities in order to ensure the application of their
internal laws or the execution of international conventions to which they are parties’.
48
The US eventually joined the ITU in 1932.
46
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the background of growing nationalism and political and military tensions was quite
remarkable. Other key organisations emerging at the time and that form the basis of
today’s creeping IT regime complex include the United International Bureaux for the
Protection of Intellectual Property (BIRPI) established in 1893 (and which emerged out
of the 1883 for the Protection of Industrial Property, itself established as a response to
the patent wars discussed earlier) and the Berne Convention for the Protection of Literary
and Artistic Works (spurred by the advocacy of Victor Hugo). The BIRPI would later
become the World Intellectual Property Organisation (WIPO).
Blurred Lines: Regulating Civilian and Military Uses
Signalling the growing geopolitical and strategic value of the infrastructure underpinning
the electric telegraph, the major powers negotiated the Convention on the Protection of
Submarine Cables in 1884. The Convention focused on setting new standards, rules and
obligations of states (largely in reference to the damage caused by fishing trawlers) and
discussed the proposition of cable neutrality in wartime. The focus on neutrality and the
protection of international communications from belligerent action and the meddling of
states was fuelled by news agencies (strongly influenced by the cable companies) and a
growing network of ‘peace internationalists’ and private interests playing, for the first
time, an important role in international negotiations. (Abbenhuis, 2014, p.185) It was
also influenced by the ‘deliberative diplomatic processes’ of the earlier decades of the
nineteenth century in which neutrality had become an additional tool of statecraft,
assuming an important position in international law, coloured by both ‘national and
transnational normative hues’. (Bakich, 2015)
As for Britain, its diplomatic strategy was initially focused on ‘defining the position of
the cables of neutral [states],’ while supporting ‘steps likely to lead to the eventual
neutralisation of all cables during war by promoting an international sentiment [for
example, in the form of a Treaty] in favour of them’. (Cab/ 8/I/ 22M cited in Kennedy,
1971) This position quickly shifted though, influenced by its domestic Committee on
Control of Communications by Submarine Cable, which had little faith in neutralisation,
its legal advisors warning that even if such an agreement were to exist, neutral operators
could regard government messages of a belligerent as ‘contraband of war’ and refuse
transmission. (Ibid, p.733; Abbenhuis, 2014) Britain also wanted to leave open the
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possibility of using cable cutting as an offensive measure in the event of war, thus
focusing its diplomatic efforts on ensuring that restrictions were not imposed on state
behaviour. Consequently, Article XV of the Convention stressed the non-applicability of
the Convention to the action of belligerents.49 This clause gave Britain a double
advantage - British companies had laid not only all British cables, but also most nonBritish ones, thus giving it critical knowledge of their location, knowledge that could be
used for both defensive and offensive purposes. It also reassured Britain that its cables
were largely safe from attack. (Headrick, 1988; Kennedy, 1971) The fact that the
majority of cable repair ships belonged to British interests gave it an additional advantage
not dissimilar to that held by the United States today. (MIT workshop, 2011)
Debates on the neutralisation of cables intensified, nonetheless, in parallel with their
increased importance in warfare. Russia, influenced by the manner in which the telegraph
and cables were used in its war with Japan in 1904, used the 1907 Hague Peace
Conference to prohibit neutral states from aiding a belligerent’s cause through the
dissemination of critical information (e.g., the location of battleships). Despite intense
wrangling over the neutrality issue, the 1907 conventions confirmed the inviolability of
neutral states (Art. 1, Conventions V, VIII), establishing that cables connecting an
occupied with a neutral territory should not be interrupted by war ‘except in the case of
absolute necessity’, which in turn would imply a duty of repair and compensation.
(Convention IV, Sect. III, Art. 54) Belligerents were denied the use of neutral territory
to establish information communications infrastructure or to relay messages of a military
nature, (Convention V. Ch.1, Art.3) although a neutral country was not expected to
prevent belligerents from using its communication networks. The same rules were
expected to apply to private companies. (Convention V. Ch.1, Art. 8-9) These neutrality
rules are generally viewed as remaining fully applicable today to ‘cyber’ infrastructure
and operations. (Schmitt, 2013, Rules 1, 91, 92)
Membership of and voting patterns in the fledgling international organisations also took
on significant geopolitical and strategic value. In the ITU and the cable conventions,
colonial powers such as France and Britain strongly lobbied for the voting rights of
49

Art. XV specifically states: ‘It is understood that the stipulations of the present Convention do not in any
way restrict the freedom of action of belligerents’. International Convention for the Protection of
Submarine Telegraph Cables (1884)
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colonies, semi-sovereigns and dependencies in the organisation. Some viewed this as an
interest in ‘deemphasising sovereignty’. Yet, in reality, their participation helped secure
European control of the organisation at least for the next few decades, setting an
important precedent for later years. (Howland, 2014, p.190)
The value of such ‘non-sovereign’ participation in international regimes would increase
significantly in the inter-war and immediate post-World War II years, gradually
becoming intertwined in IT-related diplomatic debates and the territorial interests of both
existing and newly independent states during the Cold War. At the same time, for certain
‘semi-sovereigns’ such as Japan, participation represented a means through which it
could actually assert its sovereignty over its own territory ‘against the colonial powers
already on her shores’ and participate on a more equal footing in international affairs.
Indeed, asserting control over the telegraph (and postal administrations) was viewed
internally as a means through which it could achieve its own long-term strategy of
eliminating great power rivals from its territory and its own near-abroad. (Ibid.;
Kissinger, 2014, pp.180–191) Participation in the ITU would help achieve those aims.
The cable-related outcomes of the 1907 Hague Conference and the earlier Conventions
on telegraphy and cables clearly highlighted the dual-use nature of the technology and
its infrastructure and the blurring lines between peacetime uses and military requirements
during war. As the 1815 Vienna peace arrangements slowly unravelled towards the end
of the nineteenth century, each use became more instrumental, the behaviour of states
largely representing the broader challenges they were posing to the legitimating
principles underpinning the prevailing order. As for the widespread calls for peace and
disarmament and the world powers’ incipient taste for neutrality, these were quickly
muted by preparations for and the prosecution of major war.
Information Technologies Enter High Politics
The tragic events of World War I were brought to a close in November 1918. The war
took the lives of some nine million combatants and seven million civilians, the high
casualty rate exacerbated by the belligerents’ technological and industrial sophistication.
While information technologies such as the telegraph and submarine cables did not
directly cause human casualties, they were used widely by belligerents during the war
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creating significant destruction. Indeed, their growing centrality to strategy and planning
meant that, for the first time in history, information technologies and related
infrastructure played a significant part in the post-war diplomatic wrangling over a new
legitimising framework for world order. Allied positions differed significantly on
questions of sovereign ownership and control of information technology and
infrastructure. While Britain, France and Japan were blatantly open about their interest
in maintaining the existing IT order, the United States - the new Great Power on the
international scene – was adamant about new rules in line with its broader foreign policy
aspirations. Yet, it often shrouded its own interests in what Headrick described as ‘a
cloud of high-minded rhetoric’, sometimes contradicting its own positions on key
normative issues as a means to attain its IT interests. (Headrick, 1991, p.174)
Indeed, for the United States, President Wilson, usually portrayed as the lead proponent
of an international peace after World War I, and often criticised for ‘clinging to
neutrality,’ was quick to put neutrality aside when it came to the triumvirate of
information technology, international transportation and petroleum, noting that a
country’s influence over international relations would largely depend upon its ‘position
of dominance in these three activities’. (Hugill, 2009, pp.403–404) Since Britain would
likely retain control of international maritime transportation and the US would retain
control of world oil output, international communications, the US correctly assumed,
would be the main focus of post-war competition. (Ibid.)
The US government had realised the importance of developing its own cable industry
before the war ended, launching a series of initiatives involving the Departments of State
and Commerce, the Navy, its overseas territories as well as key cable companies. At the
international level, throughout the Paris Peace Conference, the US sought to break
British hegemony over the world’s IT networks and infrastructure and its monopoly over
information gathering for news and intelligence purposes, and to ensure that global
communications ‘were not placed under the control of a single nation’. (Winkler, 2008,
p.221) Other British advantages the US wanted to end involved secretly obtained
concessions, including those relating to Germany’s IT infrastructure and territories,50
50

For example, the Boxer Rebellion of 1900 resulted in British and Danish companies acquiring extensions
to concessions to land cables on the coast of China and to exchange traffic with the Chinese overland
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(Rogers, 1993, p.150) limited cable supplies due to Britain’s domination of the guttapercha supply and its pending exhaustion (Tully, 2009), exclusive landing rights, refusals
to exchange traffic, unfair pricing and traffic volume quotas, issues which existing
regimes such as the ITU had not resolved. These factors, the US argued, not only hurt
those users depending on the cable networks of other powers but also impeded global
trade. (Long, cited in Winkler, 2008, p.214) Increasingly linked to these issues however,
lay other important geostrategic interests, including US expansion into the Pacific. Thus
the disposal of Germany’s possessions - particularly its submarine cables - and the tiny
island of Yap in the north Pacific became central to the post-war negotiations.
The Politics of Possession and Prizes of War
The Paris Peace Conference opened on January 18, 1919. A core objective of the victors
was to remove any future military threat from Germany. This was achieved largely
through the territorial, naval, disarmament and reparations provisions and clauses
included in the Versailles Treaty. Unlike previous post-war settlements, this objective
also included dismantling the country’s IT-related resources and infrastructure
(predominantly submarine cables and telegraphic and wireless infrastructure), which had
represented an important source of military, economic, and political power for the
empire. Within a month, the question of Germany’s IT resources and infrastructure came
up in the commission responsible for drafting the naval clauses of the peace treaty. The
reluctant acceptance - after months of negotiations involving the highest levels of
government - of new principles such as ‘equitable arrangements’ and ‘common systems’
for the ‘common good’ promoted by the United States marked an important shift in
states’ traditional approach to the material environment (in this case telegraphic cables).
As became evident however, the principles agreed upon remained firmly moored to
states’ overriding geopolitical interests and the dynamics of great power politics.
The Allies had very different views on the matter. On the one hand, Britain, France and
Japan clung to precedent regarding the spoils of war: captured spoils are war prizes and
therefore not subject to disposition by a peace conference. This age-old principle was
telegraph system. The concessions, which gave them exclusive rights until 1931, also had the object of
forestalling the laying of a transpacific cable by the United States ‘except upon the terms that they might
dictate.’ China also secretly granted a series of radio concessions to Japan and the United States.
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applied not only to Germany’s former colonies, but also to its information technology
and infrastructure, notably underwater cables and communications transmission stations.
(FRUS, PCC, Vol. IV: 226-227; Daily Journal, 1919) British and French arguments also
hinged on the fact that the Allies had run considerable risk attempting to capture or cut
Germany’s cables. Thus their capture was ‘a legitimate use of sea power’. Admiral
Wemyss represented Britain’s views:
Submarine cables must be considered as instruments of warfare and thus subject to such
action as might be taken in the case of naval, military and aerial armaments. The cables
in question had been cut on the outbreak of war. Large portions of them had since been
diverted, taken up, or re-laid for use in situ by the British and French Governments. Their
possession and use by the enemy would have him to affect to a large extent the effects
of the economic blockade. (FRUS, PCC, Vol. IV: 226-227)

Seconding this position, France’s Admiral LeBon added that a French boat had been
sunk whilst performing this duty and that as far as France was concerned, there was no
doubt that submarine cables were considered to be war material, and a fair prize, resulting
from war operations. Such cables belonged to France just as much as telegraph wires
captured on the battlefield.
The United States realised that supporting this principle – particularly as it pertained to
the captured and cut Atlantic cables – would allow Britain a virtual monopoly of the
global communications network, with the consequent submission of US foreign business
interests to alien control. Thus, Wilson quickly insisted on a policy of ‘no material gain,’
arguing that German-owned islands and related infrastructure should not be claimed as
spoils of war and that the Paris Peace Conference should agree on what to do with them.
(FRUS, Paris Peace Conference, 1919, Vol. III (pp.941-942); Levi, 1948, p.61; Daily
Journal, 1919) The US had initially intended to use the absence of precedent in
international law to argue that the captured cables be disposed of through a prize court
(FRUS, PCC, Vol. IV. p.227) However, such an approach would only give the ‘capturing
government’ the right to dispose of the cables, meaning that Britain, France and Japan
alone would each end up keeping or sharing the sections they had seized, including those
of strategic interest to the United States. (Winkler, 2008, p.217) An alternative proposal
to return the cables to Germany (FRUS, PPC, 1919, Vol. IV, pp.226-228; 250-255) was
rejected by the Council of Five, leading to the establishment of a judicial commission of
legal experts tasked with determining the applicability of international law to seized or
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cut cables; the disposition of said cables following war; and the rights of third and neutral
countries and private interests. (FRUS, PPC, 1919, Vol. IV, pp.253-255) While the group
of experts reached consensus on the first question, arguing that military necessity is a
justification for the cutting of enemy cables, it once again failed to reach consensus
concerning the second and third questions on the actual disposition of the cables. In the
absence of a special rule, and recognising the right of confiscation of enemy cables, the
Committee recommended that the issue be decided by the peace treaty. (FRUS, PPC
1919, Vol. IV, pp.460-461)

Figure 9 The Former German Cables. Post-1918. Source: WWI Document Archive, Peace Treaty of Versailles.

The disposition of the cables - including Germany’s rights - remained a thorny subject
(see Figure 9 below). Shifting tack once again, the US leaned on the crutch of territorial
sovereignty: surely the cables could not be considered the sovereign property of any one
country since they crossed other territorial waters and landed on the territory of other
countries? Depriving former owners of their use would be a dangerous precedent, raising
difficult questions relating to property rights and control of content. (Lansing, cited in
FRUS, PPC, Vol. IV, p.463) Wilson tried to shift the discussion to one centred on his
vision of a new order, requesting that the cables ‘be regarded as property from the point
of view of habitual use’. It was unfitting, he esteemed, to use something appropriated in
war ‘for purposes of [p]eace.’ (FRUS, Vol. IV, pp.465, 469) Furthermore, returning the
cables to Germany would help the country ‘resume her economic existence’ and by
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extension, provide her with the economic means to pay the heavy sums of reparation
expected by the Allies and Associated Powers, an argument the German delegation itself
would make in the following months. (FRUS, PPC, Vol. IV: 464-465; FRUS, PPC, Vol.
6, p.846) Japan in particular refuted these arguments on the basis that Germany had used
the cables to promote her ‘Welt Politik’ and, if allowed, would surely use the cables again
for the same purposes. (FRUS, PPC, Vol. IV pp.466-467) Finally, after significant
deliberation, Britain proposed a resolution it believed reconciled all interests:
The Treaty of Peace should not debar Germany from repairing at her own expense the
submarine cables cut by Allied and Associated Powers during the war, nor from
replacing at her expense any parts which have been cut out from such cables, or which
without having been cut are now in use by any of those Powers. (FRUS, PPC, Col. IV,
p.469)

Consequently, at a meeting of the Foreign Ministers in Paris, another heated discussion
ensued over the interpretation of the resolution by the Treaty Drafting Committee. The
proposed article not only interpreted the issue of Germany’s rights regarding the cables
differently to what the US had expected (i.e. that the Treaty should allow Germany to
resume control of her former cables provided she made the necessary repairs), but also
presented a list of cables that would not be restored to Germany. The list included the
Azores-New York and Monrovia-Pernambuco cables as well as those at Yap island - the
Yap-Shanghai, Yap-Guam and Yap-Menado cables, all of which carried geopolitical and
strategic import to the United States.
Stating that it would rather see the line running between Liberia and Brazil (MonroviaPernambuco) in German hands than cede it to any of the Allied Powers’, the US proposed
several amendments to the draft Article 38, leaning on the 1907 Hague Convention to
argue that since both countries were neutral at the time, they should be repaired and
restored accordingly by the Allies. These arguments were again shot down by Britain and
France, adamant that Germany, and not the Allies, should incur any future costs
regarding the cables.
The United States brought the matter before the Council of the Heads of State where
Wilson himself urged the world’s powers to place the cables in question under
international control via a form of international trusteeship, which would also serve as a
buffer against monopolistic practices. (FRUS, PPC, 1919, CFM, Vol. IV, p. 647; FRUS,
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PPC, 1919 pp. 487-492) All other issues regarding cables, he argued, could be dealt with
in a separate, non-peace treaty-related ‘International Congress on the future management
of cables’. (Ibid.) Following a request by the Council of Ten, the US drafted a revised
resolution in which Germany would renounce any claim to the cables; the powers would
collectively retain control of the thirteen already appropriated; and the Principal Allied
and Associated Powers would convene an international congress to consider all aspects
of communication by land telegraphy, cables or wireless telegraphy and make
recommendations to the Powers ‘with a view to providing the entire world with adequate
facilities of this nature on a fair and equitable basis’. (FRUS, PPC, 1919, VOL. IV p.500)
Following some amendments, the resolution was finally approved by the Powers on 3
May, 1919 and introduced into the Treaty of Versailles.51 (FRUS, PPC, 1919. Vol. V,
p.438) All of Germany’s submarine telegraph cables were confiscated (just as were its
overseas colonies) and placed under the jurisdiction of the Allies and Associated Powers.
(FRUS, The Council of Four, March 20-May 24, 1919, p.438). The US had succeeded
in placing Germany’s pre-war cable network under a temporary international regime,
avoiding its loss as ‘a divided spoil of war’. (Winkler, 2008, p.214)
Hence emerged the principle of ‘equitable arrangements’ to ensure ‘the common use of
the world’s [communications] system for the common good,’ marking an important shift
in states’ traditional approach to the material environment, which had heretofore largely
centred on possession as a source of state legitimation.(Barkin and Cronin, 1994) The
League of Nations itself, proposed Wilson advisers, could serve as the international
regulatory body to enforce the concept of equitability; while the very success of the
League of Nations, they argued, rested on the availability of cable connections for
reaching the global public. (Maga, 1985, p.217)
As for the proposed international congress (later called the Conference on Electrical
Communications), it was hoped it would help ‘settle some of the substantial questions
that had arisen about the future evolution of [the] world’s informational lifelines’,

51

Since the US did not ratify the Treaty of Versailles due largely to the US Senate’s objections to the
League of Nations, in 1921 the governments of the US and Germany signed separate peace treaty restoring
friendly relations’. In particular, Article 1 of the Treaty obliged the German government to grant to the
U.S. government all rights and privileges enjoyed by the other allied powers who had ratified the peace
treaty signed in Paris, including with regard to the agreements concluded on Germany’s IT infrastructure.
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including those relating to Germany’s cables and territories in the Pacific. (Winkler,
2008, p.214) The US ensured that other states and stakeholders - notably private
telegraphy concerns - beyond the Five Powers were excluded from the preparatory
meetings for the Conference, regardless of their claims.52 It also used its leverage to
ensure the preliminary conference would be held in the US, framing the meeting with the
specific objective of ‘establish[ing] a regime for all kinds of international
communications which will be in the interest of all nations looking toward the prevention
of monopoly by any one nation or group of nations’. (Ibid.) However, it took more than
a year to get the preliminary meeting off the ground and the broader conference was
never held.
Territory and Information Technology: The Yap Question
Beyond US business interests, a core issue at
the root of US concerns regarding the
disposition of Germany’s telegraphs and
cables was the country’s growing geopolitical
and strategic interests in Asia and the Pacific.
It was already trying to wean itself off its
dependency on telegraph and submarine
cables in favour of wireless and the promises
of innovation in that field. (Headrick, 1991;
Howland, 2014) However, in the immediate
aftermath of World War I, two inter-related

Figure 10 Map of Yap and Surrounding Islands. Source:
Innovating in Combat

issues had transformed Germany’s former
possessions in the Pacific in the eyes of the United States, particularly the islands north
of the equator now held by a new world power, Japan. Despite having tempered its policy
of expansionism prior to the out-break of World War I, the US had for some time
developed a deeper appreciation of the strategic importance of the islands as a
springboard into Asia. The US Navy and the Department of State were alarmed at the
situation emerging in the Pacific, suggesting that once German military power was

52

The Dutch government, which had significant stakes in German cable companies raised the issue of
industry participation in the Reparations Commission meetings to no avail.
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decentralised, the Far East would become ‘the one part of the world fraught with danger
to the world’s future peace and as such it merits - and has merited - our sincere attention’.
(Breckinridge Long, cited in Levi, 1948, p.61; FRUS, PPC, The Far East, Vol. II, 1919)
On the other hand, the integrity of the US’ Pacific communications depended on the
outcome of the Paris Peace Conference negotiations surrounding Germany’s telegraph
cables. Core to these discussions was the tiny island of Yap (Figure 10).
As discussed, before the war Yap had become a major naval communications centre for
Germany as well as a significant international hub for cable telegraphy. It was also one
of two key alternate routes to the US-controlled Commercial Pacific Cable.53 (Bruton,
n.d.) Yet, in 1914, Japan had occupied Yap (as well as the Marianas and the rest of the
Carolines), appropriating the cables that landed there. This effectively meant that Japan
had full control of the two most direct alternate routes for US diplomatic, military,
commercial and news traffic with the Philippines and China. (Maga, 1985) As a
consequence,
the positions of Germany held in the Pacific are now held, possibly only for the moment,
in other hands, thereby upsetting the balance of positions which gave no one country too
great a dominance for our own future good… Any one really alive to the actual situation
in our Pacific possessions must feel grave misgivings as to our future on that ocean.
(Rear Admiral A.P. Niblack, 1916)

Japan initially struggled to understand the US reaction to its claims over Yap and other
islands, finally realising their strategic value to the US in the Pacific theatre:
It is important to consider the strategic value of our seized islands as related to the
strategic positions held by our rival in the struggle for the mastery of the Pacific. For
instance, a glance at the map of the Pacific shows that the line of communication with
our newly acquired territory directly intersects the Hawaii, Guam, Philippine line of
communication at a point about 800 miles south of our Ogasawara islands. This is why
Americans have been so much concerned about our seizures in the South Sea ever since
we took possession. (Blakeslee, 1921, p.186)

53

When the Guam-Manila section of the transpacific cable broke, traffic detoured to Guam to Yap and
then via Shanghai, China and back to the Philippines. The other alternate route was to go through Japan
itself.
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Yap was connected by cable to Guam, the only other US possession beyond the
Philippines after World War I.54 The outcome of the Versailles settlement meant that the
‘utility of Guam’ as a communication centre connecting cables from Manila, Shanghai,
Yokohama and San Francisco, ‘was jeopardised by the fact that it [was] practically
surrounded by islands under foreign jurisdiction and control’. (Ibid.)
The fact that the German islands now under Japanese occupation had been closed off to
foreign trade accentuated these concerns. Rumours were already circulating about
Japanese intentions to fortify the occupied islands. (Ellis Report,55 cited in
Blakeslee,1921) In addition, Japan could easily cut the Yap cables, forcing remaining
traffic to pass through its territory. With the experiences of the war still fresh on the
minds of US diplomats and Congress, the fear of full cable disruption and censorship by
ships operating from any of the islands lying north, south, southeast or southwest of
Guam remained high. In addition, now that passage to the Philippines was only possible
through the groups of islands lying in Japanese waters, the safety of United States
military forces and naval ships moving through the Pacific to and from the Philippines
was also at stake. As the Paris Peace Conference proceedings progressed, these concerns
grew in tandem with Japanese expansionism and the possibility that naval competition
in the Pacific and the Anglo-Japanese Alliance ‘could escalate into a Pacific war’. (Maga,
1985, p.215) Resolving the status of the island was therefore key to resolving its
geostrategic predicament.
For the US, negotiations regarding the disposition of Germany’s cables over-lapped with
these more geo-politically-nuanced negotiations taking place on the future of former
German territories. With the fate of Yap remaining inextricably linked to US strategic
interests, solutions relating to ‘these islands which are so material to our present
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Guam lies between the Mariana islands to the north and the Carolinas to the south, with Yap island to
the southeast. Guam was of strategic significance to the United States due to its cable station, which
connected the US’ Pacific cable running from Manila to Guam, and from Guam to San Francisco, touching
at the Midway and the Hawaiian group of islands. The cable line also ran north to Yokohama on mainland
Japan. However, US ownership of that cable stopped at the Bonin islands where it emerged en route to
Yokohama hence under the control of Japan. As noted, Guam also connected with Yap island, the German
cable serving as the conduit for communication with Shanghai.
55
The Ellis report refers to Operation Plan 712J – Advanced Base Operations in Micronesia (declass.)
of July 1921, which underlined that in the event of hostilities with Japan, advanced bases would be
required in Hawaii to support the fleet since Japan now occupied the Marshall, Caroline and Palau
islands.
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possessions and future safety’ would require Wilson to contradict the very principles he
was hoping would underpin the new post-War order. (Long Memorandum, 1918)
Even if the United States laid claim to Yap and other key islands, its hands were tied
since such an approach would spur reciprocity, and would ‘admit the right of both Britain
and Japan to claim’, a strategic habit that Wilson himself had openly denounced in his
Fourteen Points speech. (Ibid.) Their claims would likely be successful since Britain,
France and Japan had already reached secret agreements regarding the disposition of
Germany’s former territorial possessions, even before the Paris Peace negotiations had
commenced. Indeed, as revealed in the Bolshevik’ release of secret treaties between 1916
and 1917, Japan had already acquired promises from Britain, France, Russia and Italy
for support for cession of the German islands north of the equator in the Pacific, in
addition to territorial rights and special interests possessed by Germany in Shantung
before the war. The British, who had entered into an alliance with Japan in 1906, agreed,
requiring in turn that Japan support its claims on German islands south of the equator, a
request endorsed by Tokyo in February 1917.56 France quickly followed, anchoring
Japan’s support for a complete diplomatic break between Japan and Germany. The
agreements were endorsed by Italy’s foreign minister in March that same year. (Fifield,
1946, pp.475–476)
Mirroring its position on cables, the US proposed that the islands in question be returned
to Germany; the US would then approach Germany, requesting the transfer of the islands
to the sovereignty of the United States as part of a war indemnity. From the US
perspective, Germany would be in no position to constitute a threat - commercially,
militarily or in the realm of information technology - due to its commitments under the
armistice as well as its disarmament and reparations obligations. There was, however,
limited likelihood that the Allies, let alone the US Congress, would accept reinstating
German territories. (Levi, 1948, p.61) The US Navy recommended instead that the
negotiators push for an international mandate over the islands north of the Pacific and
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According to a Memorandum of a conversation between the US Secretary of State and the British
Ambassador (Geddes) of April 12, 1921, the British government was ‘bound by its agreement with Japan
in 1916 to favour the award of the islands in the north of the Pacific to Japan.’ According to the discussion,
the British government, pressed with the [German] submarine attacks had made the agreement, and no
matter the consequences, his government would feel bound to stand by the agreement. (FRUS, 1921, Vol.
II, p.284)
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that, in return, Japan could be (secretly) offered a free hand in Eastern Siberia, (Fifield,
1946, p.474) an approach Wilson was reluctant to take, not least because he had so
fervently pushed for an end to secret treaties and agreements between states. After
arguments void of conviction that the people of Yap had a right to self-determination, as
with negotiations on cables, the US strategy was thus redirected to internationalise
control of the island in line with the provisions of Art. 22 of the League of Nations
Covenant on the mandate system, as well as the related ‘open door’ trade policy. (FRUS,
1921, Vol. II, p.272)
Despite believing it had made progress in reaching this aim, on 7 May, 1919 (just four
days after agreement was reached on the disposition of Germany’s cables) Council of
Four negotiations regarding the future of former German territories concluded that all of
the islands in the Pacific north of the equator, including the island of Yap, were to be
included in the mandate of Japan (as a so-called C mandate country). (FRUS, PPC, 1919,
Vol. V, p. 500) The US continued to contest the inclusion of Yap in the Japanese
mandate, insisting – to no avail - that the issue be internationalised and dealt with within
the framework of the Electronic Communications Conference scheduled for November
1921.57 Bi-lateral solutions were also considered. However, the US had lost significant
leverage following its refusal to ratify the Versailles Treaty and join the League of
Nations.58 In addition, these issues had emerged at a time of mounting tensions regarding
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The minutes of the Supreme Council meeting of 7 May did not register US reservations. On 6 May,
1919 a proposal had been made regarding mandates, including to a Japanese mandate for certain islands
north of the Equator. Wilson agreed to these proposals, but later contested the term ‘certain’ alleging that
he has assumed it did not include the island of Yap, since he had previously suggested it be placed under
an international mandate. (FRUS, PPC 1919, p.492) There are reasons to disbelieve this contention, since
the issue of the Japanese mandate over the islands in the Pacific north of the equator was mentioned again
on 13 May, 1919 during a conversation at Wilson’s own residence, and no objection was made on this
occasion either. (Ibid., p.581) On 19 December, the draft mandate covering the ex-German islands north
of the equator was presented to the meeting of Heads of Delegations. It suggested (upon the
recommendation of the US) that the issue of which of the islands north of the equator should be allocated
could become an issue, thus proposing the inclusion of an additional article setting out measures for the
resolution of any dispute that could arise. The US never made its reservations openly, pushing the Japanese
to question why it took them more than a year and a half before electing to question the decision. (FRUS,
1919, Vol. II, p.275)
58
The issue was not resolved under Wilson. The Hardy Administration later continued to contest the
Japanese mandate of the Pacific islands, denying its legal validity and arguing in much detail, that the US
had not agreed in any instance to the cessation of the islands, and that the Allied decision to place them
under Japanese mandate constituted a violation of her rights, not least since the US had not ratified the
Versailles Treaty and was not a signatory of the Covenant.
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purported Japanese threats to US sovereignty at home. 59 (FRUS, 1920 Vol, III, p.7;
Cabot Lodge, 1919, p.30; Blakeslee, 1921)
Yap (along with the other Pacific islands) ultimately remained under the mandate of
Japan. A number of agreements regulated Japan’s activities on the newly acquired islands
in varying degrees.60 (Burns, 1968, p.445) Most important for the United States was the
provision in the Nine Power Naval Treaty for an agreement between the United States
and Japan over equal access to cable and radio facilities on Yap island as well as Japan’s
non-fortification pledges towards its Pacific mandated islands. (US Dept. of State, n.d.)
However, the difficulties of verifying these pledges in the interwar years due to Japan’s
general secretiveness convinced Western officials that the Japanese government was
violating its pledges. Paradoxically, Wilson had been largely responsible for the League
Mandate Commission’s weak oversight mandate. And where other provisions regarding
inspection might have existed, Japan enacted a series of complex regulations and
screening procedures governing travel in the Pacific mandates. (Burns, 1968, pp.448–
449) Even trust building measures such as reciprocal exchange of visits to areas included
in Article XIX of the Five Power Naval Treaty promoted by Secretary of State Hughes
failed to sway Japan. Moreover, the US Navy recommended against the proposal on the
grounds that the treaty signatories (and particularly Japan) would not act in good faith,
and that such visits could give rise to friction. The US had effectively been locked out of
the Pacific.
Beyond Versailles
The outcome of the Paris Peace Conference placed information technology squarely in
the realm of high politics. Competition amongst the Allied powers surrounding the
electric telegraph, and increasingly wireless, continued in the inter-war years. The United
59

The increasing influx of Japanese migrants into the US provoked comparisons to Hawaii where the
Japanese were said to have ‘developed to an extent which gives them a preponderance (…) in the affairs
of that territory (…) and attempts to introduce legislation against Japanese migrants was proposed,
including at the last session of the California legislature held in the Spring of 1919. At that time action
was deferred mainly upon the advice of Secretary of State Lansing, who cabled from Versailles explaining
that in view of the Peace Conference, then in session, at which Japan was a participant any Japanese
legislation would be unfortunate and might seriously affect the result of the Peace Conference.
60
These included the League’s Mandate arrangement with Japan of December, 1920, based on Article 22,
Part I of the Covenant; Article 19 of the Washington Five Power Naval Treaty of February 6, 1922; and
the United States-Japanese Convention of February 11, 1922
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States maintained its objective of establishing its own cable industry and foregoing
reliance on others, particularly Britain, establishing non-European, US-controlled
telegraph (and wireless) companies and building stations across its near abroad.
(Winkler, 2008, p.103) Realising that in order to develop its own industry it would need
not only deep-water cable ships but also access to the already saturated gutta-percha
market, the US tried to break British monopoly, with diplomats ordered to manipulate
the gutta-percha market and find alternatives to the cable insulator. (Tully, 2009;
Headrick, 1987; FRUS, 1919, Vol. I, pp.537-538) These efforts were halted once
government interest in cables waned in the interwar years. (Winkler, pp. 260-270)
Technological developments helped temper some of the earlier geostrategic interests in
arresting British dominance of the cable industry, as wireless telegraphy – the
transmission of signals through electromagnetic waves rather than via cable – began to
outpace the telegraph. Already during World War I, wireless had played an increasingly
important role in light of cable disruption and censorship. It also provided an insight into
how it could further transform the nature of war at sea as ships would no longer have to
operate ‘by line of sight and visual signal’. (Keegan, 2004b, p.163) While the telegraph
(first optical and then electric) had ‘heralded the area of centralised control and
command,’ serving as mid-wife to the ‘operational or theatre level of war,’ wireless made
the operational theatre a reality. (Rid and Hecker, 2009; Rogers, 1922, p.146)
The 1922 Washington Conference on the Limitation of Armaments attempted to draft
‘Rules Respecting New Agencies of Warfare’ (later entitled Rules Concerning the
Control of Wireless Telegraphy in Time of War and Air Warfare). The Conference
adopted a Resolution appointing a Commission of Jurists composed of representatives
of the major powers and Italy and the Netherlands to draw up rules relating to aerial
warfare and rules concerning the ‘control of radio in time of war’ and consider ‘whether
the existing principles of international law still sufficed to apply to the methods of attack
and defence’ introduced and developed since the 1907 Hague Peace Conference’. The
Great Powers’ growing acknowledgement of the strategic value of both radio and
airpower meant that the comprehensive set of rules presented by the Commission were
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never adopted in legally binding form.61 (Oppenheim and Lauterpacht, cited in ICRC,
n/d)
Competition for control over information technology and infrastructure in the inter-war
years inadvertently resulted in opening up the market ‘to share technology and divide the
world up for long-range telecommunications,’ allowing all the powers to harness its
advantages. A number of Conferences on telegraph, telephone and radio communications
were organized in Paris (1925), Washington (1927), Brussels (1928), Madrid (1932) and
Cairo (1938), ushering in new standards and regulations and deepening cooperation at
the technical level, notably through the Madrid Convention and the Cairo Radio
Regulations. However, as relations between the powers began to break down again in the
1930s, the defensive and offensive value of the information traveling through cables and
radio waves and the means to convey or manipulate it once again become a central
feature of war planning.62
The issue of disposition of enemy cables emerged again in the post-World War II
negotiations, tied once again to territorial issues. As a result of wartime operations,
information technology once again assumed an important place in efforts to establish a
new post-war order. Despite certain developments during the inter-war years which had
led to some agreement on the establishment of international controls and regulation over
the telegraph, cables and wireless, the major powers saw once again an opportunity to
continue shaping the information technology environment in accordance with their own
interests.
Rapid technological changes meant that more emphasis was placed on revising the
Madrid Convention and the Cairo Radio Regulations adopted during the inter-war years.
The key elements of the latter were discussed and agreed between the Five Powers
Preliminary Telecommunications Conference held in Moscow 1946 leading to the
International Telecommunication Conferences held in Atlanta between May and August
61

They are nonetheless deemed important in that they constitute ‘an authoritative attempt to clarify and
formulate rules of law governing the use of aircraft in law and to a great extent correspond to the
customary rules and general principles underlying treaties on the law of war and at sea. (ICRC, n/d)
62
A well-cited example of this development involves the sophisticated defensive measures developed by
Germany against interception such as the Enigma ciphering machine, countered by the Allies who
managed to decipher the Enigma code.
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1947.63 While presented solely in technical terms, the Atlantic Conferences in particular,
were geopolitically loaded, representing (especially for the United States) an extension
of earlier attempts to wrest control of global communications away from Britain and
exert some degree of control and influence over the international regulation of the
technologies. (Hugill, 2009, pp.417–418)
Centred on concerns of interoperability, interference, barriers to the free flow of
information and international use of the limited resource of radio-frequency spectrum,
these conferences led to the signing of the Atlantic City Telecommunications Convention
and Radio Regulations, the adoption of a Frequency Regulation Table and an engineered
International Frequency List.64 The existing Telegraph Union was transformed into the
International Telecommunication Union in 1949, still in effect today.
British manoeuvring in reaction to concerns over US interference in the organisation of
the 1947 Atlantic City Conference helped prevent the United States from gaining ‘a
higher level of control over international communications and the manufacturing of
wireless equipment’. Rallying once again the support of its dominions and European
allies, Britain also managed to block the US proposal to restrict ITU membership to
sovereign states alone, and locate the organisation within the United Nations in New
York (instead, it would be located in Geneva).65 And while it did not manage to block
the US proposal that the ITU should enter into a special relationship with the United
Nations, a twist of grammar in which the article ‘a’ became the definite article ‘the’ was
still held to be an important coup for the US. (US Department of State, 1948, pp.64-69)66
63

These include the International Radio Conference on 16 May 1947; the International Telecommunication
Conference on 2 July 1947; and the International Conference on High Frequency Broadcasting on 16
August 1947.
64
The concerns regarding agreement on allocation of frequencies continued however, with Truman
stressing in 1950 ‘[t]he most pressing communications problem at this particular time … is the scarcity of
radio frequencies in relation to the steadily growing demand. Increasing difficulty is being experienced in
meeting the demand for frequencies domestically and even greater difficulty is encountered internationally
in attempting to agree upon the allocation of available frequencies among the nations of the world’. These
words would be a harbinger of the issues that would arise as information technologies continued to
develop, becoming more pervasive, with significant international and domestic implications.
65
Colonies already members were allowed to maintain their membership, but other political entities were
restricted to associate rather than full membership.
66
This issue apparently arose from the interest of the UN in bringing all international organisations dealing
with problems in specific areas of endeavour into relationship with it as ‘specialised agencies’ within their
particular fields. For Hill, it was another attempt by the US to exert some form of control over the ITU. It
led to protracted discussions within the relevant committee at the International Conference regarding the
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For the ITU would not just be a specialised agency in the field of telecommunications,
but the specialised agency, a mandate its member states have used for a range of technical
and geopolitical purposes ever since.
Concluding Remarks
This case study discussed the emergence of the electric telegraph and cables in industrialera Britain. As with the optical telegraph, the relationship between the state and the
technologies laid the basis for many of the tensions that have emerged today around
cyberspace.
Like its predecessor, the technologies involved were perceived as revolutionary, its
coded information transmitted at newly unprecedented speed, across greater distances
and overcoming new geographical obstacles. Its capacity to connect peoples carried
promises of peace and the dilution of borders. Yet, before long, the major powers had
identified both the advantages and vulnerabilities of the technology and its cable
infrastructure and their role in advancing the interests of the state. Domestically, states
soon grasped its utility for reorganising government and responding to the unrest
provoked by nationalist movements across Europe, extending broad authority over its
use.
Military adaptation of the electric telegraph and its infrastructure was somewhat slower
than with the optical telegraph, largely reflecting the outcome of the Vienna peace
negotiations. Yet, as the legitimating principles underpinning Vienna unravelled, the
strategic, operational and tactical uses (for communications, command and control,
surveillance, censorship) once again laid bare a growing centrality of information
technologies to military (and colonial) power. As with the optical telegraph, the

UN Charter as well as the ITU’s heretofore autonomy. While the US did not necessarily view these
relations as ‘essential to the functioning of the Union, it did believe that such as relationship would be ‘of
material assistance to the UN’ and therefore strongly supported the proposal. It also argued that the latter
would also provide, through the Economic and Social Council, ‘a useful means of coordinating the
activities of specialised agencies in many areas of endeavour’. Notwithstanding, views were very divergent
and it took lengthy sessions and the establishment of several sub-committees and a special negotiating
group for the ITU to agree on such a relationship, due largely to concerns that it would lose its autonomy
if it formalised such a relationship with the UN; and that political entities not members of the body would
be excluded on sovereignty grounds. Agreement was finally reached with the ITU group negotiating
successfully that it be recognized as the UN specialised agency in the field of telecommunications (rather
than just a specialised agency).
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telegraphic infrastructure was quickly deemed critical, with cable sabotage and
disruption used as a tactic in situations of domestic unrest and in both regular and
irregular warfare, and forming a crucial aspect of war planning in the build-up to and
prosecution of World War I.
Its role as a tool of imperial expansion and mercantilism, as well as its growing use in
the limited wars of the second half of the nineteenth century, provoked countervailing
behaviour among states which proved impossible to contain.
As with the optical telegraph, new modes of social behaviour - greatly influenced by the
waves of nationalism underpinning ongoing statebuilding processes – were enabled by
the electric telegraph, propelling greater domestic control by states. Like its predecessor,
the electric telegraph also brought with it innovations in criminal behaviour. Again,
spreading domestic and international unrest elevated the technology and its infrastructure
to the level of critical infrastructure, meriting state protection, and even intervention.
The commercialisation of the electric telegraph remained tied to state power, evidenced
in the mercantilist and colonial policies of the British empire which ensured full control
of its ‘all red’ electric telegraphic network and the resources required to maintain it. It
was equally evident in the reciprocal action it spurred in other states, notably those efforts
aimed at arresting British dominance of the global submarine cable networks prior to and
after World War I.
The military, economic and socio-political effects of the electric telegraph called for new
accommodations. Indeed, the electric telegraph saw the domestic regimes established to
manage the optical telegraph branch out beyond the states’ borders, initially via different
regional regimes and latter into the common ITU regime. The electric telegraph had
carried with it promises of greater understanding between - and unity of - states, its value
leading governments to relinquish degrees of authority and sovereignty for the mutual
benefit of all, as evidenced in the emergence of the first international regimes around the
technology.
Yet, these regimes were equally used as a means to end other states’ dominance of the
technologies (and by extension, financially valuable information), and to meet certain
strategic and geopolitical aims. While the establishment of the ITU was, indeed, ground142

breaking, geopolitical considerations continued to frame the calculations of the great
powers in their decisions to enable this cooperative arrangement.
Similarly, efforts to protect the telegraphic cable infrastructure from belligerent state
action (such as cable cutting) were limited. New norms and principles emerging before
the war failed to stem military uses of the technologies, the two world wars in particular
laying bare the extent to which they were used and abused by all parties. And while the
centrality of the technology and its infrastructure to the post-War peace settlement
negotiations confirmed information technology’s strategic and geopolitical value and its
centrality to state power, new norms and principles agreed upon in the inter-war and post
World War II period helped blunt the more absolute interpretations of that power, which
remained intrinsically linked to questions of territorial sovereignty.
The next case study – Strategic Inflection Point 3 - discusses the emergence of spacebased information technologies in the context of the first decades of the Cold War. As
with the technologies discussed in this chapter and the last, space-based information
technologies also defied concepts of time and space. A number of strategic and
geopolitical factors guaranteed their rapid politicisation, helping constitute a third
strategic inflection point in the history of IT development.
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Table 1 SIP 2 IT-Related Regime Complex

SIP 2
the electric telegraph and cables
IT-REGIME COMPLEX
REGIME TYPE

International Law
(Treaties and
Conventions
Core Resolutions)

Principles

Telecoms Regimes

IP Regimes
Key Conferences

Independent
Commissions

Mixed or NonGovernmental
Organisations (re.
policy, standards etc.)

Naval Treaties, 192267
League of Nations Covenant, 192068
Treaty of Versailles, 191969
Hague Conventions 190770
Madrid Agreement for the International Registration of Marks, 1891
Convention on the Protection of Submarine Cables, 1886
Paris Convention for the Protection of Industrial Property, 1883
Cable cutting legitimised an ‘instrument of war’ (Paris Peace Conference +
1886 Convention)
Principle of ‘equitable arrangements’ aimed at ensuring ‘common use’ of the
world’s [communications] system for the ‘common good’. (PPC, 1919)
Madrid Convention, 1932 - International Telecommunications Union (replaces
existing Telegraph Union and Cairo Radio Regulations)
Cairo Radio Convention, 1938
International Telegraph Union (replaces existing unions), 1865
Central European Telegraph Union, 1855
West European Telegraph Union, 1850
United International Bureaux for the Protection of Intellectual Property (BIRPI),
1893
Five Powers Telecommunications Conference, Moscow 1947.
Washington Conference on the Limitation of Armaments to draft ‘Rules
Respecting New Agencies of Warfare’ (later entitled Rules Concerning the
Control of Wireless Telegraphy in Time of War and Air Warfare).’ (negotiations
re. applicability of LOAC), 1922.
Preliminary Electronic Communications Conference, November 1920
Commission of Jurists established during the 1922 Conference to draft rules
on the control of wireless telegraphy in time of war and air warfare
Judicial Committee established during the PPC to determine the legality of use
and disposition of cables captured during war, 1919
Institute of Radio Engineers (IRE), 1912
American Institute of Electrical Engineers (AIEE) established in 1884

Washington Five Power Naval Treaty (Art. 19) of February 6, 1922; Nine Power Naval Treaty for an agreement between the
United States and Japan over equal access to cable and radio facilities on Yap island; Japan’s non fortification pledges towards
its Pacific mandated islands.
68
League’s Mandate arrangement with Japan of December, 1920, based on Article 22, Part I of the Covenant
69
Part V. Mil, Air & Naval Clauses (Art.s 197, 202 & 209)
70
Confirmation of neutrality of cables in times of war; Convention V and Convention VIII (Art. 1 general inviolability of neutral
states); Convention IV, Ch. III, Art. 54 (seizure or destruction of cables running between neutral and occupied territory ‘in case
of absolute necessity’, sub. to restoration and compensation); Convention V, Ch, 1, Art. 2, 3; Convention XIII, Art. 2, 5
(prohibition of use of IT infrastructure on neutral territory by a belligerent); Convention V, Ch. 1 Art. 8 (rights of neutral states
vis-à-vis belligerents and use of cables or wireless apparatus belonging to the state, companies or private individuals)
67
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CHAPTER 5.
STRATEGIC INFLECTION POINT III

space-based information technologies

Introduction

Washington D.C., 9th October, 1957. The entire nation is in a stir. US President Dwight
Eisenhower is in the midst of a press conference. Hazel Markel of the National
Broadcasting Company is questioning the President’s concern about the nation’s
security. ‘Mr. President’, Markel chides, ‘in light of the great faith which the American
people have in your military knowledge and leadership, are you saying at this time (…)
you are not more concerned nor overly concerned about our Nation's security?’ Not only
the press but the entire country was unnerved.
Just five days earlier, the Soviet Union had launched Sputnik 1 - the world’s first artificial
satellite. Unbeknownst to the general public, the launch came just weeks ahead of a
scheduled test launch in the United States. The Soviet satellite, propelled into space by a
powerful test intercontinental ballistic missile (ICBM), was the first artificial object ever
to orbit the earth. Approximately the size of a beach ball (58 cm. or 22.8 inches in
diameter), Sputnik I weighed only 83.6 kg. (183.9 pounds) and took about 98 minutes to
orbit the Earth on its elliptical path. Its shiny aluminium sphere and ‘four spindly
antenna[e]’ represented a ‘sleek, iconic and strikingly modern piece of design’ capable
of broadcasting radio signals picked up by scientists and radio amateurs across the globe,
its characteristic beeps and croaks soon representing a daily feature of modern 20th
century life. (Martinussen et al, 2014) Less than a month after the first launch, on 3
November 1957, and marking the fortieth anniversary of the revolution, the Soviet Union
launched Sputnik II carrying geospatial equipment, a life-support system and a dog called
Laica.
The sputniks demonstrated that the Soviet Union was a much more formidable
competitor than the US intelligence services had believed. To many, it also suggested
that US power was at risk. Indeed, as stressed by The New Yorker’s Richard Rovere,

145

In a world where power exists mainly for the purpose of deterring the ultimate catastrophe
of general war, balance in the old sense of preponderance, is seldom the issue. Power is
used by both sides to keep the Cold War essentially a political contest, and in such a contest
the preponderance can be ours and the advantage theirs. Sputnik has dramatized to the
world the fact that the Russians are altogether capable of achieving the preponderance, and
that it may be passing to them within a very short time. (The New Yorker, 1957, pp.176–
177)

The launch of the sputniks marked the beginning of the space age as well as a
technological race between the United States and the Soviet Union in which the new
space-based information technologies would play an increasingly central role.
--Satellite technologies emerged in an international system originally initially intended to
ensure the maintenance of international peace and security through more robust
collective security arrangements and the common respect for the territorial integrity of
other states. The UN Charter and a number of other instruments had anchored in
international law new expectations regarding the behaviour of states. State legitimacy
would be derived from acting in the interest of and protecting populations (rather than
their nations) including through compliance with a range of regimes relating to human
rights, arms control and the laws of armed conflict. However, the ideological conflict
between the two major powers largely froze the aspirations of the post-War order. Great
power competition and absolute interpretations of state sovereignty shaped the dynamics
of international politics. Yet, reflecting the growing dynamism of the international
system, new actors, behaviours and interpretations of sovereignty emerged, the latter
often influenced by the new technologies.
As with the preceding chapters, this case study commences with a consideration of
satellites, their delivery technologies, and the path to their emergence. Section 5.2
discusses the strategic context within which they emerged - particularly the initial initial
decades of the Cold War, lending particular attention to the growing tensions between
the Soviet Union and the United States, the implications of the Soviet launch of Sputnik
on US policy and strategy and the military balance, and the growing centrality of spacebased information technologies therein. Military satellite surveillance, reconnaissance
and censorship capabilities were particularly transformative as they offered access to
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‘denied spaces’ with important implications for the strategic arms race and subsequent
efforts to control it. Section 5.3 discusses the equally significant effects of commercial
satellite technologies on international politics, especially for the newly independent
states eager to hold onto their hard-won sovereignty. Applications such as remote sensing
and direct broadcasting coupled with the domination of the technology and its related
products and services by the US were perceived by developing and developed states alike
as fomenting economic dependency and a threat to territorial and cultural sovereignty.
Section 5.4 discusses the fierce battles that emerged around the military and commercial
applications of the technologies, the centre of gravity of which became the United
Nations. New, albeit imperfect, arrangements were sought to manage these tensions,
resulting in a number of new regimes, many of which were connected in some manner
or form to questions of sovereignty and jurisdiction.
5.1 The Technologies and their Dispersion

For the first time in history, satellite technologies defied the imagination enabling
communications from an environment into which humankind had yet to venture. Once
again, satellites and their information applications were perceived to defy concepts of
time and space, rendering an ever-smaller and closer-knit world. As with the information
technologies discussed in the previous chapters, satellite technologies and their carriers
were developed on the basis of decades of research into space travel and how to convey
information from the skies and beyond. The first person to conceive of sending an
artificial object into space was Isaac Newton, who presented his ‘cannonball’ thought
experiment in A Treatise of the System of the World published in 1687 as a means to
explain how one body can orbit another. (NASA, n/d) Since the eighteenth century,
amateurs had been devising methods to observe the earth from the sky while militaryminded men have always perceived the strategic, operational and tactical value of aerial
and space-based surveillance and communications, particularly if the latter could be
conducted covertly (Virilio, 1995). Indeed, the first recorded military attempts to convey
information from the skies can be traced back to 1794, when the French Army used
ballooning for reconnaissance purposes. Across the Atlantic in the United States,
aeronauts such as James Allen, John Wise, John La Mountain and Thaddeus S.C. Lowe
had long been studying European methods of ballooning. (Hennessy, 1985, pp.1–5) The
technology’s potential military value was evidenced in Abraham Lincoln’s
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commissioning of a US Army Balloon Corps to spy on confederate troops during the
American Civil War. As noted by one General Porter on the advantages of aerial
reconnaissance:
I desire here to remark that the balloon can be made a most useful accessory to
reconnaissance, and especially valuable in an extensive battle, if the observer be intelligent
and educated for the military profession. Without that professional education the relations
of works or bodies of troops to each other, and the movements of troops or trains of artillery
or wagons, and many other facts of the greatest moment, may and often will be unnoticed.
A signal officer, or better still, a magnetic telegraph, should accompany the aeronaut.
(Porter, 1862)

Thaddeus Lowe, the Union’s first Chief Aeronaut, proved the value of linking
telegraphic lines to military reconnaissance balloons, particularly the possibility of
combining the two with traditional flag signalling to direct artillery fire.71 (Hennessy,
1985) By 1884, England, France, Germany, Spain, Russia, Italy and Japan had all
established balloon corps as part of their armed forces, greatly improved at the turn of
the century by the advent of motorised dirigibles such as the Zeppelin72 and then, of
course, by photography. French entrepreneurs had been experimenting with aerial
photography from tethered balloons since the mid-1850s.73 The desire to go higher and
further into the skies later led to successful attempts to capture images from above via
kites and homing pigeons, the latter actually leading to the establishment in Germany of
the Bavarian Pigeon Corps in 1903 and the patenting of the ‘breast-mounted pigeon
camera’. (Mental Floss, 2003)

71

Hennessy describes how Thaddeus Lowe was not only the first American to use the telegraph from the
air, demonstrating this capability on his first trial flight in a direct message to Abraham Lincoln, but also
the first American to use the combination of balloon (The Union) and telegraph and a system of visual
flags to direct artillery fire from above on 24 September 1861. Haydon (1941) also discusses how the use
of balloons during three crucial years of the American Civil War also drew attention to the importance of
camouflage to the Confederates who struggled to keep apace with Union balloon developments, due in
large part to the trade embargo which prevented them from accessing the materials needed to make their
own balloons. Despite their recorded importance for reconnaissance and operational purposes, balloons
did not receive the same importance in the United States as they did in Europe until later that century when
Congress finally approved the establishment of a formal balloon corps within the Signal Corps division,
laying the ground for what would become the US Air Force.
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The advent of motorised dirigibles in Europe, influenced by their use by the Union during the Civil War,
spurred some of the preliminary thinking on aerial bombing,
73
The first aerial photograph is recorded to have been taken by Felix Tournachon over the Bievre Valley
in France. Three years later, James Wallace Black took the first aerial photograph in the United States,
capturing the city of Boston from above.
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It was the advent of the first airplanes, however, that paved the way to the greater skies.
French photographer L.P. Bonvillain took the first photograph from an airplane in 1908
alongside pilot Wilbur Wright, who, just one year later, also piloted the plane from which
the first aerial film over Italy was made. Imagery taken during these early attempts was
largely driven by intrepid innovators, with their inventions used for a range of purposes,
including science and disaster relief.74 They were increasingly used for map-making and
military reconnaissance purposes, with German Chief of General Staff General Werner
von Fritsch forecasting that ‘the nation with the best photo reconnaissance will win the
next war’. (Harwood, n.d.)
These efforts to surveil from the skies coincided with growing interest in rocketry and
the potential it heralded for these same purposes. For instance, at the turn of the twentieth
century, Russian scientist Konstantin Tsiolkovsky published the influential Exploring
Space Using Jet Propulsion Devices, noted as the first academic treatise on the use of
rocketry to launch spacecraft.75 Tsiolkovsky also discussed for the first time the
possibility of geostationary satellites. A few decades later, Slovenian scientist Herman
Potočnik published The Problem of Space Travel — The Rocket Motor, ‘a plan for a
breakthrough into space and a permanent human presence there’. In thinking through his
plans for a space station he also calculated its geostationary orbit, describing also the use
of orbiting objects for a range of peaceful and military observation purposes. Potočnik
also discussed the possibility of communication via radio between geostationary
satellites and earth stations. It would be another fifteen years before the potential of
satellites for mass broadcasting and telecommunications purposes was conceived by
British science fiction writer Arthur C. Clarke in his proposal for geostationary satellite
communications published in the Wireless World magazine in 1945. It was, however,
Clarke’s vision of using German V2 rockets to launch an artificial object into space that
first attracted attention, particularly from the Soviet and US militaries.
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For example, images taken from a kite in 1906 demonstrated the devastation of the San Francisco
earthquake. The balloon continued to be used for aerial imagery purposes throughout World War I. During
the inter-war years, one Captain Albert Stevens took the first image capturing the curvature of the earth
(1930) as well as the first image of the moon’s shadow as it projected over the earth during a solar eclipse
(1932). In 1935, he and his co-pilots managed to raise his balloon - the Explorer II - to a record altitude of
72,395 feet.
75
To this end Tsiolkovsky calculated the orbital speed necessary for a minimal orbit around the earth at
8 km/s, suggesting that a multi-stage rocket fuelled by liquid propellants liquid hydrogen and liquid
oxygen) be used to achieve this.
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The field of rocketry had developed significantly in Germany during the inter-war years.
Restricted by the Versailles Treaty ban on research and development relating to longrange cannons, the German Army’s Ballistics and Munitions Branch sought alternative
means to develop long-range artillery. Important research conducted under Wernher von
Braun within the framework of this covert project was bolstered during World War II at
the Peenemünde Army Research Centre, leading to the development of the Aggregate-4
(A-4), the first rocket to reach outer space in test flight in 1942 and 1943. Its success led
to its mass-production as the V-2 weapon, the world’s first liquid-propellant rocket, used
indiscriminately by Germany against Britain and Belgium during the war, and later as
the basis of early Soviet and US rocket designs and the launching of the first satellites.
In the shadow of devastation of World War II, the United States, Britain and the Soviet
Union manoeuvred to gain access to Germany’s scientists, engineers, rocket technology
and designs. Through the successful implementation of what was called Operation
Paperclip, the United States managed to draw home some of the best minds, including
von Braun and his V2 team, along with their rockets and designs. The human and
material trove, brought back to the White Sands Proving Ground in Florida, included
several V2 rockets. In 1946, von Braun and his team removed the V2 warhead, equipped
the rocket with a camera instead and sent it roaring into the heavens instead of into
English and Belgian cities. The first images of the earth had been shot from space.
Just a decade later, the Soviet Sputnik I was orbiting the earth and the US Explorer was
not far behind. Within twenty years, however, the ‘space race’ was over: the US had
launched a sophisticated strategic reconnaissance satellite programme, was light years
ahead of the Soviets in space-related R&D and had launched a man into space. By 1968,
it had sent astronauts to the moon and held a global monopoly over military and civilian
satellite communications and their markets. From the 1970s to the 1990s, the satellite
communications industry would grow into ‘a multibillion dollar, nearly ubiquitous
military and civilian enterprise’, with more than 200 countries relying on an equal
number of satellites for defence, direct broadcast, navigational and mobile
communications, as well as for data collection and other forms of data transmission via
domestic, regional and global satellite links. (Butrica, 1997, xiii) For many, these were
impressive developments which would ultimately bring economic benefit to all.
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However, the original links between satellites and long range ballistic missiles
underlying both Soviet and US space programmes served as an important reminder that
the major powers viewed satellite technologies largely in strategic and geopolitical terms,
their interests hard to obviate as the Cold War progressed.
5.2 Strategic and Geopolitical Considerations

The actual Sputnik launch (Figure11) stemmed
from a deep tradition in mathematics, chemistry
and theoretical physics and interest in scientific
modernisation in Tsarist Russia and later, a Soviet
Union dependent on technology for political
legitimation and control. (Bailes, 1978) While
Stalinist technocracy had pretty much quashed
the Russian seeds of spaceflight and exploration
in the years leading up to World War II, the war
itself had not only ‘saved the technocratic Soviet
state’ and given the Soviet engineers a share of
the Peenemünde ‘technical inheritance’, but also

Figure 11 Preparing Sputnik 1 for Launch. Source: NASA

helped put the Soviet drive for space flight – long a reality – back on track.
Stalin ordered the development of ICBMs as early as 1947 in response to US atomic
capabilities and the fact that the US had a greater air force and maintained advance air
bases near Soviet territory, (Bury, 2014) In 1953, Korolev, the Soviet Union’s ‘Chief
Designer’, commenced work to develop the R-7 Semyorka Rocket. Building on the
German V-2, it represented important advances since the German design. It was
successfully tested on 21 August, 1957, representing the world’s first fully operational
ICBM, subsequently used to launch the first sputniks into space. (McDougall, 1985,
pp.39–41; Bury, 2014)
In 1947, Jimmy Lipp of RAND Corporation’s Missile Division had presaged the reaction
to Sputnik, noting
[s]ince mastery of the elements is a reliable index of material progress, the nation which
first makes significant achievements in space travel will be acknowledged as the world
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leader in both military and scientific techniques. To visualise the impact on the world,
one can imagine the consternation and admiration that would be felt here if the United
States were to discover suddenly that some other nation had already put up a successful
satellite. (RAND. n/d)

Sputnik I certainly provoked mass hysteria as well as an important crisis of confidence
in the US President and the US technological edge, comparable, according to nuclear
physicist Edward Teller and several media reports, to that provoked by Pearl Harbour
just over a decade earlier. Democrat Senator Lyndon B. Johnson shared these concerns,
viewing the launch as ‘signal[ling] a scientific, technological and military advantage for
the Soviet Union’. (Kalic, 2012, p.92; Beebe, 1999, p.1745) As a consequence, he
launched a series of hearings on the status of the US satellite programme and the impact
of the Soviet launches, opening the hearings with the following ominous words:
There were no Republicans or Democrats in this country after Pearl Harbour. There were
no isolationists or internationalists. And above all, there were no defeatists of any stripe.
There were just Americans anxious to roll up their sleeves and wade into the enemy. We
are now facing a challenge fully as great as the challenge of Pearl Harbour. In some
respects, it is an even greater challenge because we probably did not have as much time.
(Ibid.)

The insecurities provoked by the perceived technological gap rapidly translated research
science into a national security priority in the United States, changing the nation’s
education policy, profoundly influencing the role of technology in the American state
and leading to the establishment of the National Aeronautics and Space Administration
(NASA), charged with space and scientific exploration. It also led to the establishment
of the Advanced Research Projects Agency (ARPA), charged with ‘foster[ing] advanced
technologies and systems that create ‘revolutionary’ advantages for the US military’
(Launius, 2005; Freedman, 2013; Grubbs, 2012; Van Atta, 2008, p.20; Van Atta et al.,
2003)
These same insecurities also turned on a boundless tap of financial resources for
scientific research from which flowed important developments in the fields of physics as
well as computing and microelectronics, laying the foundations for the hyper-connected
societies of today. This concentration of public funds in defence spending reconfirmed
the technocratic character of Soviet society and provided the first instances of the United
States moving in this same direction. (McDougall, 1985; Freedman, 2013)
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Classified documents since released also demonstrate the strategic concerns provoked by
public perception of the Sputnik launch, not only in friendly nations where the impression
was that the balance of power might indeed shift to the East, but also among those
‘technologically unsophisticated audiences’ which the US had not yet managed to sway.
(Office of Research and Intelligence, USIA, 1957) With propaganda emerging as a key
tool to win over the hearts and minds of the non-capitalist world, the Soviet Union now
had the capacity not only to impress and dazzle with the Sputnik as an object. It also had
a long-range propaganda tool with the potential of ‘win[ning] acceptance for the validity
of the Soviet system, especially among the newly independent or dependent peoples,
largely preoccupied with establishing quickly the technological level that will assure
economic viability and national progress’.

(Ibid, p.7; McDougall, 1985, p.113;

Jakabovics, 2007) Indeed, the perception that Sputnik would shift the balance, not just
in terms of material, but also ideological and economic power, was widespread.
Already in 1954, Eisenhower had stressed the imperative of preventing another Pearl
Harbour. These and other related concerns lead to the establishment of the Technological
Capabilities Panel (TCP) which published its report in 1955 (also known as the Killian
Report, after its author, or the Surprise Attack Report). The Report sought to ‘clarify the
effects of evolving technology on [the US] military position relative to Russia,’ outlining
to this end a timetable that highlighted the character of technological changes expected
and their effects over the coming decade. Above all, it identified the ‘early achievement
of ICBMs by either side’ as the single most important variable in each of these periods.
(FRUS, Vol. XIX, Doc. 9, 1955; McDougall, 1985, p.116) Now it was clear that that the
Soviet Union had developed long-range missile capability, an effort that Khrushchev and
key Soviet scientists had signalled repeatedly as tensions between the two countries
mounted.76 The immediate concern following the Sputnik launches was the implied
76

In October 1951, Soviet rocket expert M.K. Tikhonravov announced that Soviet technology was at least
on a par with that of the US and could well result in the launching of satellites; in November 1953 when
giving a speech at the World Peace Council in Vienna, A.N. Nesmeyanov of the Soviet Academy of
Sciences stated that the creation of an artificial Earth satellite was a real possibility; in January, 1955,
Radio Moscow reported that the Soviet Union was developing satellites, which would be launched ‘in the
not too distant future’. In June, 1957 Nesmeyanov publicly stated that both a carrier vehicle and satellite
were being readied for launch although he did not provide details other than the launch could occur within
a few months. He did not reveal any details about the carrier vehicle or the satellite object. The latter was
confirmed in a Soviet document acquired by a member of the US IGY committee. On 26 August 1957,
Soviet radio news agency Tass reported that ‘a super long-range intercontinental multi-stage missile was
launched’ a few days prior; a few weeks later Radio Moscow announced Soviet satellite readiness; and in
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capacity to deliver nuclear weapons to any place on earth, including the United States.
(Witkin, 1957) Since the end of World War II, the West had relied on this ‘powerful airatomic striking force’ as a deterrent against possible Soviet aggression. With the launch
of the two satellites and the reality that the Soviet Union had achieved ICBM capability,
it seemed all the more likely that a leak had been sprung in the ‘West’s umbrella of air
protection’. (Ibid.)
The Scramble for Space
Despite the wave of national hysteria wrought by the Sputnik launches and the popular
perception of a growing technological lag with the Soviet Union, the sputniks also played
to the US advantage. Not only did they galvanise the nation, awakening it from an alleged
‘position of complacency’ regarding its perceived technological superiority and ensuring
that successive governments would endeavour to avoid a similar ‘Sputnik moment’, the
realisation of Soviet technological strength helped push a realignment between the
United States and the United Kingdom, a relationship that in the early Cold War years
had been fraught with tensions since the passing of the Atomic Energy Act of 1946,
which effectively excluded Britain from access to US nuclear secrets, and the Suez crisis
of 1956. The common insecurities provoked by the satellite launches largely cancelled
out the urgency of those issues, led to the strengthening of NATO, increased
collaboration with Western Europe and the placement of US nuclear capabilities on
European soil. (FRUS, Vol. XI, 1957 Doc. 352) The sputniks and the reality of ballistic
missiles also injected a new urgency into questions of strategy and military planning on
both sides of the Atlantic. The ensuing arms race and race to the moon to a remarkable
degree ‘chang[ed] the course of the Cold War’. (Ibid; Launius and McCurdy, 1997;
Launius, 2005)
Moreover, as the US military was fully aware, efforts to develop both satellites and longrange missiles had been underway for some time, with those involved fully cognisant of
the advantages they would provide against an increasingly belligerent Soviet Union. As
discussed by Butrica (1997), many years before the launch of Sputnik, researchers in

early October the Soviet government released to the public the frequencies that would be transmitted via
its satellite. (Lethbridge, n.d.)
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both the US and Europe had been attempting to establish long distance communications
from space so as to loosen their dependency on existing yet vulnerable information
technology and infrastructure: the electric telegraph, telephone and cables could be
sabotaged, censored or surveilled; short-wave wireless radio could be jammed while the
long-distance wireless radio depended on the ionosphere, itself not always reliable since
ionospheric storms provoked natural jamming. Initial pre-satellite experiments included
using the moon as a ‘passive relay satellite’ (for example, Operation Moon Bounce),
while other more controversial projects - for example, Project Needle - later explored the
possibility of creating ‘an artificial ionosphere’77 or using ‘meteor ionisation trails’ meteor burst communications.
The US Navy had initiated research into artificial satellite technology in the 1940s with
the Naval Technical Mission’s debriefing report following interviews with von Braun
and other German scientists and engineers at Kochel near Peenemünde. The report,
‘Survey of Development of Liquid Rockets in Germany and their Future Prospects’,
highlighted key possibilities in the field of rocketry, including artificial earth satellites,
manned space stations and even interplanetary voyages. The findings of the report
compelled the Navy’s Bureau of Aeronautics to commission further research into the
technical feasibility of artificial satellites and their potential role in scientific exploration,
brought together under Project Rex in August 1945. By October that same year, the Navy
Bureau had established a committee on space rocketry and by the end of 1945 had
mustered the funding for an earth satellite vehicle programme. (McDougall, 1985;
Divine, 1993; Lethbridge, n.d.) However, the massive military reorganisation that
resulted from the renowned Eberstadt task force report (1948) on [US] national security
organisation put a brake on the project, with budgetary cuts leading to the cancellation
of the earth satellite programme.
In the meantime, the Army had been working to develop long-range missiles. In 1950,
in the wake of Soviet confirmation of the hydrogen bomb as well as the conflict in Korea,

77

The US military was concerned that the Soviets (or other “Hostile Actors”) might cut existing
communications capabilities, namely electric telegraph cables, forcing the unpredictable ionosphere to be
the only means of communication with overseas forces. It therefore looked to space to help solve this
important communications weakness. The solution was to create an artificial ionosphere. In May 1963, the
US Air Force launched 480 million tiny copper needles that briefly created a ring encircling the entire
globe. See Butrica (1997)
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the Army missile programme was officially endorsed, for which it reeled in existing V2related expertise at the Redstone Ordnance Guided Missile Centre. Satellites were not
initially the object of the programme, yet over the next three years the army and navy
cooperated on the launching of a satellite, influenced not only by the first successful
launches of the Redstone missile at Cape Canaveral, but also von Braun’s report on ‘The
Minimum Satellite Vehicle based upon Components Available from Missile
Development of the Army Ordnance Corp’. (Lethbridge, n.d.) These efforts were
nonetheless dogged by a range of internal factors including Eisenhower’s insistence on
maintaining the country’s scientific research satellite programme separate from the
military missile programme, leaving carrier design and development to the Navy
Research Laboratory (NRL) in lieu of the more advanced designs already underway
under the Army’s Ballistic Missile Agency. For Divine (1993), the insistence on
separating the programmes allowed the Soviets to cock a major propaganda snook at the
United States, in turn pushing the Eisenhower Administration into a race it had being
attempting to avoid. Yet, Eisenhower’s decision to separate the programmes stemmed
from a real desire to prevent the emergence of an arms race. As discussed later in this
section, it also stemmed from an equally real interest in developing a strategic space
reconnaissance and protection programme potentially helping moor technological
developments to real needs rather than unverifiable perceived threats. The US Air Force
(USAF) would be key to meeting these interests.
Indeed, the Air Force had been dabbling in satellites for some time. In the mid-1940s,
USAF commissioned the RAND Corporation (still Douglas Aircraft) to draw up an
independent opinion on ‘the prospect and value of an earth satellite’. Within three weeks
RAND produced a report entitled ‘Preliminary Design on an Experimental WorldCircling Spaceship’, suggesting that a 500-pound satellite could be launched using a
multi-stage version of the V-2 rocket as early as 1951.78 The report strongly argued that
‘satellites would become one of the most potent scientific tools of the twentieth century.
Achievement of a satellite by the United States ‘would inflame the imagination of
mankind’, probably produc[ing] repercussions in the world ‘comparable to the explosion

78

At this stage, versions of the V2 had already been successfully tested at the White Sands Proving Ground
in New Mexico, leading to a series of V-2 research flights authorized under Project Hermes, a joint effort
of the Army and General Electric. A total of 47 V-2 rockets in various configurations was launched through
1952.
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of the atomic bomb’. Moreover, it would offer ‘an observation aircraft which cannot be
brought down’, while also functioning as a communications relay station. (Clauser, 1946,
pp.1–2; Ruffner, 1995) Two years later, RAND commenced research on military
satellites, signalling that their primary uses would be for surveillance, reconnaissance,
communications and the ‘psychological warfare demonstration of superior capability’.
(Lethbridge, n.d.) A covert strategic satellite programme was eventually initiated within
the Air Force, its main objective to launch an intelligence/ reconnaissance satellite, more
effective, timely and out-of-sight than the radar capabilities used by the jointly managed
CIA-USAF U2 spy-planes developed by Lockheed, capabilities that were being rendered
redundant by the Soviet Union’s own sophisticated radar capabilities79. (Ruffner, 1995;
McDougall, 1985, p.117) Technical studies were conducted over the next years
dedicating top priority to developing the USAF’s satellite launch vehicle, ATLAS.80
By 1955 the USAF circulated ‘General Operation Requirement 90 (SA-2C)’, briefing
those firms with a foot in the growing military industrial complex on a new project Weapons System-117L - relating to ‘a strategic reconnaissance weapons system’
employing orbiting satellites in a variety of configurations’, aimed at providing
‘continuous surveillance of pre-selected areas of the world to determine the status of a
potential enemy’s war-making capacity’. (Ibid.) The classified WS-117L programme
would be developed in three phases by Lockheed’s Missile System Division in
Sunnyvale, California, featuring the development of a two-stage booster and a ‘highly
manoeuvrable satellite that took photographs with a wide array of natural, infrared, and
other invisible light cameras’. The project was to be implemented in three phases
commencing in 1958, the last – the operational series – to be implemented in 1960
involving three progressively more sophisticated systems. A sub-system of the WS-117L
- the highly classified CORONA project originally operated under the code name
DISCOVERER - was prioritised and put in motion under a joint CIA-USAF management
system, similar to that employed for the development of the U2 spy plane. (Greer,1973)

79

The Soviet’s shooting down of the U2 spy plane and capture of pilot Gary Powers as well as the plane’s
surveillance technologies during a reconnaissance flight over Soviet territory in 1960 would confirm the
looming redundancy of the capability.
80
Greer (1973) notes a major breakthrough in 1953 when the USAF scientific advisory board reported on
the feasibility of producing relatively small and light-weight thermonuclear weapons.
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The project had garnered further legitimacy over the previous year as Eisenhower saw
both the defensive and fiscal value of a tool that could provide hard-to-access information
from so-called ‘denied areas’ such as the Soviet Union, China and their allies,
particularly the timely and accurate intelligence it could provide on the Soviet strategic
weapons system. He also saw in it a tool that could be potentially used as a trust-building
measure as he tried to edge the Soviet Union towards an arms control deal. The system
of trustworthy surveillance, he hoped, would help keep defence spending at a low in
congruence with his ‘Great Equation’ or ‘New Look’ policy. As discussed in the final
section of this chapter, the latter would require shaping new international regimes, a
challenging task given the context, but one that was facilitated by the Sputnik launch.
Blurred Lines
When in 1955 the International Council of Scientific Unions (ICSU)81 declared the
period covering 1 July 1957 to 31 December 1958 the International Geophysical Year
(IGY), the US Department of Defence jumped on the opportunity to use it to its
advantage. The IGY was set to coincide with the cycles of solar activity then reaching a
high point. Members of the ICSU adopted a resolution calling for the launching of
artificial satellites during the IGY to map the surface of the earth. Both the US and the
Soviet Union knew that even if launched for scientific purposes, small satellites promised
a trove of information that could also be used for defence purposes and missile research.
(NSC 5520, 1955, p.2) In March 1955, the United States government publicly declared
that it would launch an earth-orbiting satellite for the IGY and maintain its scientific
programme separate from its ballistic missile programme.82 The Soviet Union declared
that it too, would launch a satellite ‘in the near future’, although it maintained the links
between the scientific and military programmes. Sputnik was its response. A confidential
Department of Defence Statement of Policy on the US Scientific Satellite Programme of
20 May 1955 (NSC 5520, 1955) noted:
81

Since renamed the International Council for Science, the ICSU was founded in 1931 to promote
international scientific activity in the different branches of science and its application for the benefit of
humanity. One of the oldest non-governmental organizations in the world, it represents the evolution and
expansion of two earlier bodies known as the International Association of Academies (IAA; 1899-1914)
and the International Research Council (IRC; 1919-1931)
82
In 1948, James V. Forrestal, the first US Secretary of Defence, had publicly announced that the US
military had begun feasibility studies on the launching of artificial Earth satellites. The remarks are
included in his ‘First Report of the Secretary of Defense’ and make reference to the involvement of all
three branches of service in the effort.
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The IGY offers an excellent opportunity to mesh a scientific satellite programme with the
cooperative world-wide geophysical observational programme. The US can
simultaneously exploit its probable technological capability for launching a small
scientific satellite to multiply and enhance the overall benefits of the IGY, to gain scientific
prestige and to benefit research and development in the fields of military weapons systems
and intelligence. (NSC 5520, p.4)

At the same time, the Statement of Policy recommended that while the US should
continue emphasising the peaceful purposes of such a satellite launch, by no means
should US ‘freedom of action’ be put at risk, recommending that the US act outside the
IGY if necessary and that it continue its covert satellite programmes directed at launching
a large surveillance satellite. (Ibid.)
To the dismay of the Army, the Navy Research Lab (NRL) was awarded the task of
developing the launcher for the US scientific satellite as well as the scientific research
management of the NRL programme assigned to National Science Foundation (NSF). In
line with Eisenhower’s designs to keep the scientific satellite programme separate from
military

ballistic

missile

development, both civilian and
military management were under
strict

orders

not

to

solicit

scientific information from any
of the existing military ballistic
missile programmes. Renamed
Project VANGUARD, the NRL
satellite launch for the IGY was
projected for January 1958. Yet,

Figure 12 Jupiter C Nosecone in the White House with Eisenhower.
Source: The NYTimes.

the public reaction to the Soviet
launch of satellites ultimately led to the recoupling of the army ballistic programme with
scientific satellites. Indeed, the initial failures of the Vanguard project to launch a satellite
resulted in Eisenhower giving the Army Ballistic Missile Agency the green light to
proceed with a satellite programme, using a military missile to launch it. On 31 January
1958 the Explorer satellite was launched with the formidable Jupiter C carrier, bringing
to public attention not only the intentional scientific research satellite but also US
ballistic missile developments (Figure 12 above). The linking of the two made it
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increasingly difficult to separate military and civilian satellite applications in the global
public’s imaginaire.
This separation was rendered even more difficult when details of the covert spy satellite
programme began to leak into the public domain. Eisenhower had tried to maintain the
covert CIA/USAF DISCOVERER programme close to his chest. Within a few months
of the successful Explorer launch it was moved across to the DoD’s ARPA, where
funding was increased and testing accelerated. Despite endless challenges, a first
successful mission of the DISCOVERER XIII was completed in August 1960, while the
first successful aerial recovery from DISCOVERER XIV a week later proved its value.
The cameras carried by the CORONA satellite had captured some 1.5 million square
miles of the Soviet Union and East European countries, helping identify some 64 Soviet
airfields and 26 new surface-to-air missiles (SAM). Between 1960 and 1972, when it was
replaced

by

the

more

sophisticated KH HEXAGON, the programme had launched 144 CORONA satellites, of
which 102 returned usable photos, providing the US with unprecedented intelligence on
strategic missile and a range of other developments in the Soviet Union. Under Kennedy,
the project went totally dark and details of the extent of CORONA’s spying activities
were not declassified until after the end of the Cold War.
Yet, already in the 1950s USAF WS-117L was being discussed openly in the public
domain. For instance, significant insights into the DISCOVERER (or CORONA) subsystem were presented in the New York Times as early as 1957 in an article entitled ‘US
is Working on a Satellite that Could Photograph Earth’, details of which were drawn
from an article published in Aviation Weekly. (The New York Times, 1957) Similar
articles appeared in the news until 1961. Presented as a new symbol of state power, the
surveillance satellite was nick-named ‘Big Brother’ by the press as a nod to Orwell’s
1984, its functions taken largely for granted by the general public and legitimised by a
political establishment that increasingly viewed the real threat to democracy stemming
not from ‘overmanagement, but from undermanagement.’ (Beebe, 1999, p.1746)
For the Soviet Union, a country traditionally reliant on its expansive land mass for
defensive purposes, the reality that its ‘deep-belly’ was exposed and there was little it
could do about it had a profound effect. As the Cold War progressed, mitigating the
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effects of reconnaissance satellites would become just as important as developing their
own surveillance capabilities. As these issues became enmeshed in the potential
propaganda uses of commercial satellite applications, the USSR also leaned on a range
of non-technological measures, including espionage and participation in international
regimes to achieve its goals.
Other states, too, were challenged by this new reality and questions of the legality of
overhead surveillance began to permeate broader discussions relating to sovereignty and
military and commercial applications of satellite technologies. Revolutionary sensing,
communications and broadcasting satellite applications had become part of a gathering
geopolitical storm around information technologies in which unilateral and collective
interests were difficult – yet not impossible – to reconcile, as more states emerged onto
the international scene.
5.3 Satellite Technologies, Territoriality and the State

Firmly confirmed as key tools of the Cold War ideological struggle, satellite technologies
and the broader space race had a profound impact on questions of territoriality and the
state. For the major contenders of the Cold War, the technologies were an additional
factor in the balance of strength with important ‘politico-psychological effects’,
particularly effects that could be achieved within the territorial borders and ideological
reach of the other. (RAND Corporation, 1950) Although initially developed with military
uses in mind, much of the Cold War space-based information technologies were dualuse and thus could be (and have been) harnessed for important non-military purposes and
for the benefit of all nations and societies. Communications satellites, in particular, were
marketed as ahistorical, non-political tools that recognised no borders. President Lyndon
B. Johnson was quick to join the foray, noting in a speech to Congress on his
Administration’s communications policy how ‘the communications satellite knows no
geographical boundary…[and]… owes allegiance to no single language or political
philosophy’. (Johnson, 1967) Yet, politics, geography and language, as well as the
technologies themselves presented significant obstacles to efforts to establish a
cooperative international arrangement to manage satellite communications. Indeed, the
establishment of the International Telecommunications Satellite Organization
(INTELSAT) in 1964 – a laudable cooperative project in itself – required the
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reconciliation of a number of complex technical and political factors, no easy task given
the broader geopolitical context, the dual-use nature of the technologies in question and
US business monopoly of the satellite market. Moreover, as Levy notes, the eventual
modus vivendi of the international arrangement involved not shunning borders but
‘bringing its technology and its function to an accommodation within a world of borders’.
(Levy, 2009, pp.656–657)
The United States initially held the monopoly over civilian satellite technologies and
applications. This monopoly gradually waned through direct political pressure from near
peers and competitors alike as well the interest of its own private concerns. Meanwhile
the number of states striving to acquire satellite capabilities mushroomed. As with the
earlier information technologies, and also due to the high costs involved, states were the
main growth engine of the satellite industry, serving as ‘both initiator and chief
consumer’ of satellite information and communications systems within a given
geographical and political territory. And while over subsequent decades a global satellite
system emerged, it was built largely at the state level, with a broad range of political,
cultural, military and economic factors shaping its complexity.
In many instances, states – particularly those countries occupying large landmass such
as the United States, the Soviet Union, Canada, China and the Indian subcontinent –
developed national satellite capabilities to overcome geography and distance. Some also
used them to foment national political and cultural cohesion, if not control. Despite the
intangible nature of the technologies and the perception that they - and the information
relayed through them - transcended borders and other traditional territorial constraints, it
was not long before states asserted sovereignty over satellite applications and space alike.
The latter in particular represented an effort to control influences originating beyond
territorial borders and that could impact national life.
Extending Territoriality
Beyond the immediate Cold War confrontation, the emergence of a growing number of
new states on the international stage through independence movements and the UNbacked decolonisation process accentuated the importance of principles of sovereignty
and territoriality, while the new information technologies challenged it. At the outset of
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the Cold War, the two ‘realms’ – the United States and the Soviet Union - were each
clearly differentiated from each other, yet within each realm, the parts were perceived as
relatively undifferentiated, each power believing it could influence outcomes in its own
sphere of interest to its own ideological and strategic advantage. The focus on post-war
recovery coupled with tight controls, including of information technologies and the
information (or propaganda) therein transmitted, suggested that this system was hardly
disturbed, giving the impression that the ‘superpowers could influence all parts of their
respective geo-strategic arenas, without the need for any intermediaries’. (Cohen, 1991,
p.561) Instability on the periphery helped ensure a constant demand for superpower
sponsors, and fed the domino mentality of superpower strategists. It created an everwidening sphere in the ‘outer world’ where both powers waged war and politics by
proxy.
However, these relations and their geopolitical underpinnings were far from static.
Undoubtedly, both the United States and the Soviet Union misunderstood and
underestimated the supposedly ‘primitive states’ that were newly emerging on the
international stage, failing to grasp that many had remained unswayed by the ideological
conflict and sought to escape - directly or indirectly - from its shackles. (Herz, 1968)
Indeed, the newly independent states were often the drivers behind the norm-setting
activities during the Cold War, their increasing assertiveness sometimes representing the
interests of one or other of the major powers. Yet this normative assertiveness was
equally instrumental and self-placating in that it was also aimed at attaining equitable
access to development opportunities, including those enabled by information
technologies, a principle ironically tabled by the US some decades earlier as it fought to
tame Britain’s domination of the telegraph and its submarine cables and liberalise trade.
It was also aimed at protecting hard-won sovereignty from external forces and effects.
Indeed, it was not just a distributive bargaining for larger shares of wealth (as presented)
but also a struggle for control over those techniques and technologies with the most
intensive and extensive influences over society and international politics. (Krasner, 1983;
Ruggie, 1993) This struggle was ostensibly designed ‘to ensure the sovereign
independence of the developing countries within their own territorial confines’. As the
race for space and weaponry between the two major powers trundled on during the Cold
War, these sovereignty-related diplomatic struggles gradually became enmeshed in
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discussions around the impact and uses of information technologies and the push for a
new international economic and communications order.
Satellite technologies raised important questions about territorial sovereignty, with
negotiations on the extension of sovereignty into outer space intertwined with arms
control and a range of civilian satellite applications such as remote sensing and direct
broadcasting. Importantly, the technologies and their applications emerged at a time
when questions of sovereignty, political independence and the equality of nations – core
legitimating principles of the post War order cemented in the UN Charter – were
becoming central factors in international politics, as evidenced in the number of
resolutions and declarations passed on the subject in the decades spanning 1950-1980.
Combined, these regimes reinforced the idea of the state as the central unit in
international relations.
Yet, during the same period, other developments such as increasing economic
interdependence and its implications for traditional, more territorial approaches to law
(Goldsmith, 1999), the emergence of an increasingly robust human rights regime and
greater participation of private actors in international affairs certainly helped tame its
absoluteness. These efforts had emerged in response to state practices such as
propaganda, censorship and broad media restrictions by all the major powers during the
War. In the human rights field, a major lobby – strongly influenced by the US media –
emerged to ensure that the the post-war negotiations embraced the universal principle of
‘free and unrestricted flow of information’. (Penney, 2011, pp.22–23) Guarantees against
media restrictions and state censorship would, by extension, blunt the tool of propaganda
since the ‘diversity of issues, ideas and opinions ensured by the free flow of information
across borders would render propaganda ineffective’. (Ibid.)
Congruent with the immediate post-war political and legal climate, freedom of
information was viewed as a ‘foundational right in and of itself’ and essential to
promoting other rights and freedoms such as progress and peace, expression and privacy.
(Ibid., p.23) These ideas and principles were translated into Resolution 59(I) relating to
the UN General Assembly Declaration on Freedom of Information, adopted during the
General Assembly’s first session in 1946. They were also integrated into UNESCO’s
founding constitution of 1946 and two related agreements and were central to
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ECOSOC’s 1948 UN Conference on Freedom of Information and the resulting
resolutions and conventions. Ultimately, the ‘free and unrestricted flow of information’
principle was enshrined in Articles 19 of the 1949 Universal Declaration of Human
Rights (UDHR) and the 1966 International Covenant on Civil and Political Rights
(ICCPR). As discussed later, as information technologies became more pervasive, the
‘free and unrestricted flow’ and related principles would however be increasingly
challenged by the Soviet bloc, developing states and a number of developed states who
guilefully defended their actions, citing provisions in both the UDHR (Art. 29) and
ICCPR (Art. 12 (3)) relating to national security, public order and public health or
morals.
For the Soviet Union and its Eastern bloc allies, the potential uses of the new information
technologies for propaganda and surveillance constituted a major threat. Historically
fixated on its borders for survivability, the Soviet Union in particular knew that these
capabilities – if not tethered or tamed in some manner – could easily enable the
penetration of its borders, with the potential of influencing domestic political and social
affairs. The emergence of CIA-funded radio stations such as Radio Free Europe and
Radio Liberty in 1950 had demonstrated how traditional borders could be surmounted,
with information and ideas about the ‘other’ reaching audiences without access to outside
information. Radio-jamming techniques and technology were important for controlling
such access and were used extensively. Satellite applications presented new dilemmas to
Soviet forms of societal control, hence new measures would need to be sought to control
the technologies, a point discussed in more detail in section 4.4 below.
Beyond the Soviet bloc and developing nations, satellite technologies also triggered
concerns within developed states. For example, Canada and France, who were (and
remain) particularly sensitive to the impact of satellite applications such as as direct
broadcasting on their cultural sovereignty, not least in light of the US monopoly of the
programmes that could be beamed into their households and former colonies where they
still had (often questionable) ties. Canada implemented significant controls over
television broadcasting, for example deleting commercial messages from US
programmes relayed by Canadian cable systems and applying a 15 percent tax on all nonCanadian programming. France applied similar measures, while Britain’s national
broadcasting corporation – the BBC – made the front pages of the New York Times when
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it ‘barred’ the American television programme for children, ‘Sesame Street’, on the
grounds that it had ‘authoritarian aims’ and was purportedly ‘too American’. (The New
York Times, 1971) For the European Economic Commission, the initial US monopoly
over the satellite industry and its perceived control over the Commercial Satellite
Corporation (COMSAT) - which later became INTELSAT, also represented a challenge,
with perceived US control over the organisation spurring a debate not dissimilar to that
provoked by perceptions of US control over the internet and its means of governance
today. (Levy, 2009) Increasingly, it would be difficult to ignore the strategic, geopolitical
and economic implications of satellite capabilities and applications and their dual-use
nature. Once again, international regimes were the crutch states leaned on to address
these concerns.
5.4 Space-based Information Technologies and International Regimes - A
Harbinger of Opportunities and Challenges to Come

For those hoping for a more peaceful and less dangerous world, space-based information
technologies offered a means to build much-needed trust and confidence between states
and apply them to more peaceful objectives. Yet, the dual use nature of satellite
technologies and the context within which they emerged forced a complex relationship
between states and the technologies, edging them ever closer to calculations of military
and economic power. Tense diplomatic battles initially involving just developed states,
gradually broadened to involve a much greater number, many of which had heretofore
remained peripheral to the Cold War conflict. As evidenced below, these efforts were
often intertwined with broader strategic developments and interests involving outer space
and the race for technological superiority between the two superpowers; and became
heavily enmeshed in the decolonisation processes of the period, with newly independent
states anxious to protect their hard-won sovereignty from external influence and
interference. Yet, as had been the case before, the interplay between strategic interests,
geopolitics and technology compelled states to seek new accommodations for these new
realities. The result was a number of new IT-related international regimes representing
both individual and collective interests (See Table 2 on p.155-156). The mere existence
of the regimes nonetheless led to enhanced cooperation and a dissipation of tensions,
even if the source or drivers of some of these tensions remained unresolved.
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Wedging Open the Skies: Outer Space and the State
In addition to the broader strategic implications of which-power-got-what-into-spacewhen, the reality that satellite reconnaissance, sensing and communications technologies
could be used to pry open the closed shell of the Soviet bloc presented itself to the United
States like a low-hanging fruit. The US government was well aware that the Soviet Union
would be sensitive to the intelligence potential of outer space exploration. Indeed, the
aforementioned confidential RAND report had warned that ‘the [f]ear of loss of secrecy
is constant and intense. A picture of the outside world as engaged in penetrating Soviet
secrets is likely to be highly anxiety-provoking’. The Soviet Union could attempt to
construe satellite reconnaissance as an illegal act if given the opportunity, particularly
since outer space was a ‘territory’ yet to be defined. (RAND, 1951; FRUS, 1955, Doc.
223)
In 1955, the Killian panel had presciently raised the question of the international law
relating to airspace (and territorial waters), and the fact that individual nations assumed
that their sovereignty extended into them. The imposition of territorial prerogatives
outside the atmosphere could, in fact, legally restrict any nation from orbiting satellites
without the prior permission of the overflown nation. (The New York Times, 1957;
Launius, 2007; Ruffner, 1995) Hence, the US objective was for outer space to be
recognised as a ‘free territory’ not subject to the normal confines of territoriality and the
principle of prior consent. Moreover, achieving acceptance of the freedom of space
principle would translate into an ‘ability to send reconnaissance and other satellites over
a foreign nation for any non-lethal purpose free from the fear of attack on them’. (Ibid.)
Achieving this would, however, be difficult. In 1944, the Chicago Convention on Civil
Aviation had affirmed that while the principle of sovereignty applied to air space, so too
did the ‘right of innocent passage’. Yet, the Soviet Union had eschewed the Convention,
insisting that the ‘air space above its land [was] as much its territory of the state as the
land itself’. Hence, it was highly unlikely that it would accept any ‘vertical limitation’
on its sovereignty regarding outer space ‘or accept that any passage of a spacecraft over
its territory might be innocent,’ even more so now as tensions with the United States had
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intensified.83 (RAND Corp. 1951, cited in McDougall, 1985, p.109; FRUS Vol. XIX,
1955, Doc. 9) Indeed, the US concern was that the Soviet Union would once again fall
back on ‘a closed access position’ with regard to outer space if the US were the first to
orbit a satellite. How, therefore, to achieve the reconnaissance capability under legal
cover, particularly since ‘the freedom of space’ or ‘open skies’ did not yet exist under
international law?
Initially, the US had hoped to use the trust building measures it promoted at the 1955
Geneva Summit to reach political consensus on an ‘open skies’ proposal. According to
the original proposal, the United States would share the blueprints for all its bases and
armed forces and permit regular and frequent aerial inspection in return for the same
privileges inside the USSR. For Eisenhower, the proposal could also serve as an indirect
means to ‘contain defence budgets and maintain a balanced perspective of the USSR’.
(Bury, 2014, p.109)

The proposal was quickly denounced by Khrushchev as ‘a

transparent espionage device’, thus rendering moot the possibility of attaining legal cover
for satellite surveillance.84 (Kissinger, 1995, p.516; Bury, 2014, p.110)
Ironically, it was the Soviet Union’s first Sputnik launches in 1957 that resolved the legal
dilemma, at least in principle. Indeed, as remarked by US Secretary of State Quarles at a
conference in the President’s Office just four days after the launch, ‘the Russians have
done us a good turn unintentionally’, having been the first with their Satellite to overfly
all countries,’ and ‘thereby establishing the international characteristic of orbital space’.
(FRUS, Vol. XI, 1957, Doc. 347; Sadeh, 2006, pp.13–14; McDougall, 1985) The tenuous
principle of freedom of space had been established in a de facto manner, a fact quickly
instrumentalised by the US government to press ahead with scientific and defence-related
space exploration programmes, including its covert reconnaissance programme. To this
end, the US turned to the United Nations to lay the ground for a plan of controls aimed
at ensuring that the future development of outer space would be exclusively directed to
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Interestingly, the United States would later be hoist on its own petard when the Soviets shot down the
aforementioned U-2 flying over its territory and then staged an embarrassing trial involving the captured
pilot. As a result, the United States agreed never to fly reconnaissance aircraft over the Soviet Union as
well as China and Eastern Europe. The agreement on these so-called ‘denied areas’ was, however, not
extended to satellites.
84
Eisenhower’s ‘open skies’ initiative relating to aerial verification as a trust and security building measure
was not taken up again until 1987 when George H.W. Bush reintroduced it, resulting in the 1992 Treaty
on Open Skies signed between NATO and Warsaw Pact countries.
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peaceful and scientific purposes by bringing the testing of [missiles] under international
inspection and participation.
The ‘open skies’ concept served as the basis of arms control treaties signed during and
after the Cold War, anchoring in international law the right to collect intelligence from
the skies, although tightly restricted by some states’ persistent application of the principle
of prior consent and subsequently, the end of détente. The subject was placed on the
agenda of strategic arms limitation negotiations between the US and the USSR during
the period of détente in the late 1960s and early 1970s. Agreement on a verification
regime had been difficult to reach, even though both states had been using space-based
surveillance capabilities to access information on the other party’s strategic weapons
systems. Ultimately, the agreement depended on protecting that very surveillance
capacity rather than the development of a traditional verification regime. (Chesterman,
2006 p.1092-1093; Lotrionte, 2015) The two agreements concluded in May 1972 – the
Anti-Ballistic Missile (ABM) Treaty and the SALT I Agreement- embraced the use of
‘national technical means of verification’, effectively establishing ‘a right to collect
intelligence, at least with respect to assessing compliance with the arms control
obligations’. (Chesterman, 2006; Lotrionte, 2015) The provisions also prohibit
interference with these ‘national verification’ activities and restrict concealment from
them. While the core right of ‘national technical means of verification’ was not formally
established, the text of the documents ‘strongly implies that such activity is or can be
consistent with ‘generally recognised principles of international law’.’85 (Ibid. ) It would,
however, take more than another three decades before the ‘open skies’ concept was
formally accepted in the form of the Open Skies Treaty of 2006.
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Similar provisions were included in a UN General Assembly resolution providing basic provisions for a
treaty prohibiting nuclear weapons testing. See UN General Assembly Resolution on the Immediate
Cessation and Prohibition of Nuclear Weapon Tests. (37th Sess., A/RES/37/85, 1982. Annex, arts. 6–8).
Other treaties that built on the ABM and SALT I treaties initial text included the 1987 Treaty on the
Elimination of Intermediate-Range and Shorter-Range Missiles (the Intermediate Nuclear Forces Treaty),
which added a right to make six requests a year for the implementation of cooperative measures to enable
inspection of deployment bases for certain road-mobile missiles; and the 1991 Strategic Arms Reduction
Treaty Text (START), which also required the parties to limit the use of encryption or jamming during test
flights of certain missiles. Each of these implied the use of military surveillance satellites for the purpose
of verification. In contrast, the The Open Skies Agreement of 1991 followed a more ‘regulated approach’
establishing a regime of unarmed aerial observation flights over the entire territory of its participants.
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The sovereignty-related issues provoked by the new space-based information
technologies were far from resolved and not all states were in favour of a principle that
allowed the United States and the Soviet Union to orbit military reconnaissance satellites
overhead. US State Department documents from November 1957 describe how the issue
of sovereignty and outer space became an immediate issue within the International
Civilian Aviation Organisation (ICAO), with certain members, including Canada,
wishing to push the issue onto the organisation’s working agenda. Alarmed by the
prospect that the ICAO would put a spanner in the spokes of the ‘freedom of space’
concept, the US launched a diplomatic offensive to ensure the issue would only be dealt
with within the fora it could sway. (FRUS, Vol. XI, 1957, Doc. 353) In 1958, the UN
General Assembly established an ad hoc Committee on the Peaceful Uses of Outer Space
(COPUOS). While the US pushed for its establishment, other states viewed the
Committee as an opportunity to respond to the growing militarisation of outer space and
the reach of new information technologies,86 their motivations often tied directly to
Article 2, para. 1 of the UN Charter regarding the principle of sovereignty and equality
of states.
Subsequent years saw an entire new body of space law emerge, its main tenets laid out
in the 1959 Report of the Ad-Hoc Committee on the Peaceful Uses of Outer space; the
1963 Declaration of Legal Principles Governing the Activities of States in the
Exploration and Use of Outer Space and culminating in the ‘near-legendary’ Outer Space
Treaty of 1967.87 The latter was viewed in particular as a significant milestone, since a
number states had manoeuvred to secure the extension to outer space of the sovereigntyrelated overhead flight provisions in the 1944 Chicago Convention on International
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In 1958, an ad-hoc committee was established via A/RES/1348 (XIII) and tasked with considering: the
activities and resources of the United Nations, the specialised agencies and other international bodies
relating to the peaceful uses of outer space; international cooperation and programs in the field that could
appropriately be undertaken under United Nations auspices; organisational arrangements to facilitate
international cooperation in the field within the framework of the United Nations; and legal problems
which might arise in programs to explore outer space. The Committee was made permanent in 1959 via
A/RES/1472 (XIV) tasked with maintaining close contact with governmental and non-governmental
organisations concerned with outer space matters; providing for the exchange of such information relating
to outer space activities as Governments may supply on a voluntary basis, supplementing, but not
duplicating, existing technical and scientific exchanges; and assisting in the study of measures for the
promotion of international cooperation in outer space activities. A follow-on Resolution
(A/RES/1721(XVI) also requested the Secretary-General to maintain a public registry of launchings.
87
The full title of the treaty is The Treaty of Principles Governing the Activities of States in the Exploration
and Use of Outer Space, Including the Moon and Other Celestial Bodies.
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Aviation.88 Having once again concluded that the latter was only applicable to airspace,
the discussion on how or whether sovereignty applied to outer space intensified. For
many, ‘the very rotation of the earth and the difficulties involved in controlling far distant
regions made the proposition that sovereignty should extend upward indefinitely an
impracticable, if not impossible, and meaningless abstraction.’ (Gorove, cited in
Sittenfeld, 1980, p.203). The treaty negotiators finally agreed on a consensus article
noting that ‘[o]uter space, including the moon and other celestial bodies, is not subject
to national appropriation by claim of sovereignty, by means of use or occupation, or by
any other means’ (Art. II). The latter effectively ruled out traditional exercise of
territorial sovereignty over outer space, with some exceptions.89 This major development
was followed by a period of consolidation in the form of the 1968 Rescue Agreement,
the 1972 Liability Convention and the 1975 Registration Convention (1975) as well as
the much more controversial Moon Treaty of 1978. Some of these steps paradoxically
confirmed the applicability of state sovereignty to outer space, notably in terms of state
responsibility with regard to the satellite infrastructure rather than space itself. This
growing body of space law, which managed to accommodate highly competitive
unilateral and collective interests, was a remarkable achievement, particularly given the
strategic and geopolitical context of the time. It did not, however, prevent states from
finding alternative ways to exercise territorial sovereignty over space-based information
technologies, particularly when the reach of the new commercial satellite technologies
became evident.
Broadening the Debate
As discussed in Chapter 2, satellite technologies emerged at a time when states were
reaffirming questions of territorial sovereignty, political independence and noninterference. Decolonisation was now a fact, not a distant or looming policy option. The
newly sovereign states were eager to take up their position on the world stage and address
marked economic and political inequalities. They became increasingly concerned with
the technological divide between them and the major powers, a divide made all the more
salient by the huge investments in science and technology by the United States and the
88

See Article 1 of Convention.
For example, this did not mean that it ruled out other sovereignty-related issues, such as the principle of
state responsibility, or sovereignty over the objects that were launched into outer space.
89

171

Soviet Union during the first decades of the Cold War as well as growing economic
interdependence. Indeed, for developing states – and many developed ones too – it
looked increasingly as if dependency rather than interdependency would be their fate,
one they were unwilling to accept. (Eger, 1978; Cawkell, 1982; Hondius, 1980)
Despite its weaknesses in responding to the broader strategic challenges of the Cold War
conflict, the United Nations, in particular the General Assembly, served as the principal
battleground for the newly independent states to defend territorial interests against
increasingly invasive information technologies. Riding on what Samuel Huntington
described as a ‘second wave of democratisation’, the newly independent states had
already managed to ensure that core principles of sovereignty and non-intervention were
strengthened via the General Assembly.90 (Huntington, 1993, 1991) Now they would
endeavour to ensure that the exploitation of these information technologies was no longer
permitted on a ‘first come, first served’ basis, but on the basis of the principle of ‘prior
consent,’ since the latter constituted the operative mechanism by which territorial
sovereignty had heretofore been exercised.91 (Sittenfeld, 1980b, pp.200–201) And where
the principle of prior consent could not be achieved, ‘equitable access’ to the
technologies - a principle propagated by the United States in the inter-war years with
regard to telegraphy and wireless - would be a decent enough compromise.
Within a few years, UN members states pushed for the establishment of a Committee on
Science and Technology for Development (CSTD)92 within the UN General Assembly
with the principal objective of bridging the technological gap between advanced and
developed countries, a gap perceived to be growing with the advent of satellite
technologies. The establishment of the CSTD and a flurry of activity around it and
COPUOS during the first half of the 1970s converged with a broad push for a New
International Economic Order (NIEO) and a New World Information and
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Although UN General Assembly resolutions are of a non-binding character, combined, the latter make
up an important body of international law.
91
The latter builds on the precept that international law is founded on customary law which is derived
primarily from the common consent of members of the international community.
92
See ECOSOC Resolution E/1620 B(L1) of 30 July 1971 establishing the CSTD to provide policy
guidance and recommendations on matters relating to the application of science and technology to
development. See E/1715 (LIII) for the Terms of Reference of the CSTD.
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Communications Order (NWICO) by developing states.93 For a number of states, these
initiatives sought to defend the principle of territorial sovereignty while, for others,
cultural sovereignty issues were more important.
The International Politics of Remote Sensing
Remote sensing involves the use of aerial sensor technologies to detect and classify
objects on Earth (on the surface and in the atmosphere and oceans) by means of
propagated signals (e.g. electromagnetic radiation).94 Evidently, remote sensing could be
used for both scientific and political/ military purposes. This reality meant that before
long, the issue was placed on the COPUOS agenda and a sub-working group on remote
sensing established.95 From the outset, discussions were mired in problems with a
number of (mainly Western) states favouring the ‘freedom of space’ policy and
international cooperation ‘in the acquisition and the dissemination of the product of
remote sensing,’ and other states (the Soviet Union and a broad number of newly
independent developing states) emphasising the importance of national sovereignty ‘with
a focus on the condition of national privacy’. (Christol, 1988, p.23)
The most crucial aspect of discussions surrounding remote sensing revolved around the
question of territorial sovereignty. For developing countries in particular, claims of
sovereignty in this area were closely associated with the 1952 Resolution on Permanent
Sovereignty over Natural Resources (Sittenfeld, 1980b; Christol, 1988) As information
technology continued to shorten the distance between countries and peoples, questions
regarding absolute rights, ‘built upon the assumption that a reference to national
sovereignty could exclude from within a state’s borders the fact-gathering capabilities of
powerful (and invisible) sensing devices’ was both impractical and impossible. The
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The push for a New International Economic Order (NIEO) grew out of a series of proposals during the
1970s by a number of developing countries through the UN Conference on Trade and Development. Their
aim was to improve their terms of trade, increase development assistance and attain more effective and
attain developed-country tariff reductions. The latter would shift the international economic system away
from Breton Woods, which, according to developing countries, only benefited developed states,
particularly the United States.
94
Remote sensing can be either active (when a signal is first emitted from aircraft or satellites) or passive
(e.g. sunlight) when information is merely recorded.
95
International Co-operation in the Peaceful Uses of Outer Space, A/RES 2733(XXV) of 1970. Para. 8
(Part C) requested that the Scientific and Technical Sub-Committee of UNCOPOUS consider the question
of earth resources surveying, resulting in the establishment of the Working Group on Remote Sensing by
Satellite which has dealt with the technical, economic, political and legal aspects of remote sensing.
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‘sovereign right of more or less absolute privacy’ clashed with the notion of ‘open skies’
promoted by Western countries which refuted developing states’ insistence on greater
control over the information flows penetrating their borders and ‘a right to grant either
consent or prior consent as a condition for fact-gathering by another state.’ (Ibid; Nickles,
2010, p.430)
Lengthy discussions ensued within the framework of COPUOS over the sovereign rights
of the ‘sensed’ state and those of the sensing states, to the extent that during the fifteen
years of negotiations over a set of principles for remote sensing, some states even debated
whether the principle of territorial sovereignty should extend not just to the process of
fact-finding/gathering, but to the actual product of that process, that is to say, the primary
data, processed data, and analysed information.96 (Christol, 1988, p.27) Other thorny
proposals involved the applicability of the principle of state responsibility (proposed by
Brazil) and the imposition of conditions of liability on a sensing state (proposed by
Nigeria).
A set of principles for remote sensing activities was finally agreed upon in 1986,
resolving (at least temporarily) many of the afore-mentioned tensions. The United States
achieved its negotiating goals of ensuring the non-prohibition of the ‘open skies’
principle; that prior consent was not included in the 1986 principles; and that the law of
state responsibility was not expanded via the principles. (Ibid, p.38; Sittenfeld, 1980) At
the same time, however, developing states managed to secure substantial benefits in at
least eight of the fifteen principles. In particular, they were guaranteed sovereignty over
natural resources (Principle IV); consideration of developing countries’ needs in the uses
of remote sensing and participation in sensing activities on an equitable basis (Principle
V); technical assistance (Principle VIII); access to relevant information upon request
(Principle IX); the right to receive primary data and processed data on a nondiscriminatory basis and on reasonable cost terms (Principle XII); and mandates of
international responsibility on sensing countries (Principles XIV and XV). Suffice to say
however, that the consensus reached with the principles was undoubtedly thin, accepted
grudgingly by a number of states, including the US, and suggesting further challenges in
the years ahead.
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Eventually this issue was resolved through the principle of access (Principle XII)
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Ironically, however, many of these positions would change with the commercialisation
of the technology. Indeed, due to significant budgetary cuts brought about by the end of
the Cold War, many sensing states were compelled to release the classified remote
sensing technology to the commercial sector, thus signifying that anyone, not just a state,
could access high resolution images, posing potential challenges to national security and
leading to a reassertion of sovereignty by states such as the US that had previously led
full scale diplomatic offensives to maintain the open skies policy. For example, in the
United States, the potential malicious use of sensing products led to the adoption of rules
that ironically gave the government the right to ‘shutter-control’ and ‘prior restraint’.
These government powers were set out in the 1992 Land Remote Sensing Act which
gave the Secretary of Commerce, the right to stop imaging or distribution of images of a
particular area when ‘national security, international obligations or foreign policy
interests may be compromised’. (Clinton Directive 1988; Hardin 1999; 1992 Land
Remote Sensing Act) Many of these same principles later found their way into the 2002
Open Skies Treaty.
The International Politics of Direct, Mass Broadcasting
The UN agreement on remote sensing did, however, temper some of the polemics
regarding other satellite applications, particularly international direct, mass broadcasting,
which involves the transmission via satellite of a broadcast from one country directly
into others. Evidently the ability to transmit televised information via satellite held ‘very
great promises to mankind’, particularly for countries with expansive land masses or
other geographical challenges and where communication with remote populations was
difficult, or for developing countries with limited facilities for television broadcasting in
general. (Laskin and Chayes, 1975, pp.4–5) At the same time, the technology permitting
such pervasive broadcasting also spurred concerns that ‘broadcasts originating outside a
country and received within its territory pose a threat to national security, to the integrity
of a nation’s culture or to the fulfilment of national goals’. (Ibid., p.7)
The first appreciations regarding the impact of direct broadcasting via satellite emerged
following the Sputnik launch. Analysts, particularly in the Soviet Union, mulled over the
prospects of being able to broadcast directly to home receivers in foreign countries. (de
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Sola Pool, 1998, p.143) This enthusiasm shifted to concern in the early 1960s as
propaganda became an important tool in the ideological struggle between the two
superpowers and developing countries’ struggle to maintain independence from the
superpowers - despite the aforementioned new instruments on freedom of information
that were aimed in part at ending the practice. In 1959, British science fiction writer
Arthur C. Clarke raised the potential threat of direct broadcasting by satellite to national
sovereignty particularly the ‘inability of receiving countries to control their airwaves,’
comparing (somewhat exaggeratedly) the power of the new technology to that of the
inter-continental ballistic missile. Indeed, he warned,
[i]n a few years of skilful propaganda, the uncommitted nations would be committed.
The TV set is mightier than the inter-continental ballistic missile. Inter-continental TV
may well be the ultimate weapon ... Any form of censorship, political or otherwise,
would be impossible. To jam signals coming from heaven is almost as difficult as
blocking the light from the stars. (Clarke, 1959)

Following Brazil’s first tabling of the issue at the UN General Assembly in November
1963, direct broadcasting via satellite – which was actually not yet a reality – became
central to negotiations over the Outer Space Treaty in the mid-1960s. The United Arab
Republic, backed by the Soviet Union, Brazil, Mexico and India, submitted a proposal
for the Treaty to provide worldwide regulation of direct satellite broadcasting, insisting
that nations should ‘undertake to refrain from using communications satellites for direct
satellite broadcasting until such regulations are set by the competent international
organisations’. Since this proposal did not succeed (the Outer Space Treaty was adopted
without mention of direct broadcasting), these same countries sought to place the issue
on the COPUOS agenda. They were successful, and, once again, discussions became
enmeshed in questions of sovereignty, control of information, and the growing
technological and economic gaps between advanced and developing countries.
Why was this particular information technology so controversial? Before the advent of
direct broadcasting by satellite, broadcasting transmission by the emitting state was made
through land or terrestrial stations located in the receiving state.97 This form of point-to97

The first radio broadcasting networks were installed in the 1920s, television broadcasting began in the
1930s, and regular transmission of colour television began in 1954. The world's first domestic synchronous
orbit satellite system for telecommunication purposes and for the distribution and reception of television
programmes, through low-cost earth stations and low-powered transmitters, was inaugurated in 1973 in
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point transmission did not pose much of a problem to territorial sovereignty since the
fixed installation services required the approval and collaboration of states (for the
installation of service lines - cables - and to establish and operate the service) within the
framework of existing ITU rules. (Schmahl, 2007, p.201)
However, the situation changed with the promise that satellites could be used to transmit
information by direct satellite broadcast, since ‘the direct emission of electromagnetic
wave on the one hand, and of reception by radiation of the satellite signal on the other
could not be limited by prior agreement of the states concerned’. (Ibid.) The technology
could effectively by-pass traditional government controls.
This reality was highly controversial, with the controversies spinning around four
contradictory principles - the free flow of information, prior consent, cultural diversity
and self-determination - all linked to questions of sovereignty and difficult to reconcile.
Many Western states including Canada and some European governments, argued that it
gave the United States in particular a monopoly over culture. Others argued that it
allowed for direct interference in the political, cultural and economic affairs of lesstechnologically sophisticated states. (Schmahl, 2007; Mwaffisi, 1991; de Sola Pool,
1998; Nickles, 2010; Laskin and Chayes, 1975) Undoubtedly this degree of
informational power in the hands of but a few technologically advanced states aggravated
important geopolitical sensitivities, such as France’s waning cultural control over la
francophonie;98 India’s strategic quagmire regarding the Indo-Pakistan border in which
potential ‘signal spill-over problems’ were of specific concern;99 or the growing concerns
of the developing states regarding propaganda by the two major powers.100 As for the
Soviet Union, grounded in its ideological struggle with the United States, its UN
representative put forward a draft international convention in August 1972 calling for a
regime of strict control over satellite broadcasting. Despite emerging commitments under
the arms control treaties that same year, it included language calling for the right to

Canada. The following year the USA launched the WESTARI, capable of relaying some 8 million words
per second and with capacity for voice, video, facsimile and data transmission. (UNESCO, ‘Many Voices,
One World: Report by the International Commission for the Study of Communications Problems’. p. 9)
98
As discussed by de Sola Pool (1998, p. 144), France’s position was underpinned by interests in
maintaining a strong communications link with the Francophone states - mainly in Africa - and not
permitting the US lead in space-based information technologies to penetrate that relationship.
99
India was particularly vociferous during the debates regarding direct satellite broadcasting.
100
Mwaffisi (1991) discusses these concerns and the legal and technical solutions devised to counter them.
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destroy offending satellites, as well as the elimination of any references to human rights
instruments, and the importance of prior consent.
Despite opposition from the United States, an initiative was eventually tabled and
adopted in the UN General Assembly in November 1972 declaring that direct
broadcasting should be regulated by treaties and that a committee - the already
established COPUOS - should elaborate principles aimed at avoiding international
conflicts and protecting the sovereignty of states against international interference.
(UNGA RES/2916 (XXVII), 1972) Consensus was hard to achieve, not least because the
resolution establishing the initiative came on the back of the equally controversial 1972
UNESCO Declaration on Guiding Principles on the Use of Satellite Broadcasting for the
Free Flow of Information, the Spread of Education and Greater Cultural Exchange.
Territorial sovereignty and non-interference constituted the backbone of the UNESCO
Declaration.101 Its norms were highly restrictive and included i) the requirement of
accuracy in news broadcasts; ii) the right of each country to decide the contents of
educational programs broadcast to it; iii) the need for broadcasters to respect cultural
distinctiveness and varied laws; and iv) prior consent, especially regarding advertising.
(UNESCO Declaration; de Sola Pool, 1975, p.144) Discussions became increasingly
tense, culminating in developing states’ calls for the aforementioned New World
Information and Communication Order in 1972 linked to the demand for a New
International Economic Order and based on the principles of transnational solidarity and
‘equitable access’. Meanwhile, a number of states located geographically on the equator
mooted a curious proposal aimed at extending territorial sovereignty over the actual
natural resource that enabled the technology, that is to say, the geostationary orbit.102 The
proposal eventually collapsed not least because the claims of sovereignty in space had
no base in international law.103 (John, 2013; Sittenfeld, 1980, pp.207–2010)
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See in particular, Article IX of the Declaration.
The states included Colombia, Ecuador, Congo, Indonesia, Kenya, Uganda, and Zaire, as well as Brazil
as an observer.
103
Developed by some eight states ‘traversed by the equator,’ the Bogota Declaration was the outcome of
a meeting during which the equatorial states discussed concerns regarding the rights of states to control
natural resources. These states believed that Art. II of the 1967 Outer Space Treaty which dismissed
national appropriation of outer space, the moon and other celestial bodies, unfairly abridged their rights.
In order to bolster their claim, the Declaration categorised the geostationary orbit (GEO) as a ‘natural
resource,’ using the jus cogens principle that states have absolute control over the latter. According to St.
John, ‘underlying the argument that sections of GEO are within an equatorial state’s sovereignty is the
value of satellite positions in GEO. Geostationary orbit is a scarce resource. Because only 360 degrees of
102
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The ITU added fuel to the fire as it sought, beginning in 1977, to extend its competences
beyond its technical and regulatory mandate to ‘matters of broad political
significance’.104 (Schmahl, 2007, p.215; Eger, 1978) Accused by the United States of
acting ultra vires, the ITU sought - through the World Broadcasting Satellite
Administrative Radio Conference (WARC-1977) - to prohibit the pre-emption of the
electromagnetic spectrum by states (with accessed based on the ‘first come, first served’
principle) by pushing for an agreement on the allocation of satellite orbital positions and
radio frequencies for all states ‘in advance, regardless of present need or capacity to use
them’.105 The latter was included in the Final Acts of the Conference, paving the way to
the establishment of a planning regime dedicated to the allocation of orbital slots and
radio frequencies for all states in the 1980s.106
Subsequently, in December 1982, the UN General Assembly adopted a resolution on the
Principles Governing the Use by States of Artificial Earth Satellites for International
Direct TV Broadcasting. Some 107 states voted for the Resolution. All Western states
either voted against or abstained on the basis that the Annex to the Resolution had
established a prior consent procedure which they held ran counter to established
principles of international customary law regarding the free flow of information for
broadcasting in general.107 The Resolution had confirmed some of the bold proposals
cemented through WARC-77, the UNESCO Declaration and NWICO, particularly the
increase of international controls over how information technologies and related
resources (natural or otherwise) were used by states. Following a decade of dealing with

orbit can be used, and satellites must be several degrees apart to avoid interference, satellite positions—
called “orbital slots”—in GEO are limited. Furthermore, sections that cover landmasses are particularly
valuable. Equatorial states, consequently, have a large incentive to argue that they control sections of
GEO.’ However, despite the interesting perspective, the Declaration does not have a basis in public
international law because Article II of the Outer Space Treaty had already been recognised as customary
international law.
104
ITU involvement in matters pertaining to the regulation of space-based information technologies was a
matter of growing contention between states (see A/AC/105/271, Annex I) although over time it would
become more accepted.
105
A plan had ready been adopted in 1974 by an Administrative Conference at the ITU dealing with
maritime services. The United States was against such a plan arguing that it would represent a waste of
valuable resources and hamper future technological development.
106
See World Administrative Radio Conferences from 1985 to 1988 in particular.
107
The principles were developed regarding radio broadcasting, - the United Nations and its committees
have on three different occasions, all in 1950, condemned jamming as a violation of the accepted principles
of freedom of information and as a denial of the right of all persons to be fully informed. 1952 Buenos
Aires International Telecommunications Convention (Art.s 31 and 32)
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these issues, the United States withdrew from UNESCO - the body where many of these
positions had been hatched - in 1984, claiming a growing disparity between UNESCO
goals and US foreign policy.

The new regimes were underpinned by competing national interests, with some states
gaining much more out of the related processes and negotiations than the starting balance
of power had suggested. Indeed, they served to create power where it had not before
existed, while simultaneously weakening power where it had.

In particular, the

combined outcomes at WARC-77, UNESCO and the relevant UN General Assembly
Resolutions represented a dramatic reduction of certain states’ dominance of satellite
technologies and their applications. While the United States viewed the outcomes as a
continuation of attempts by the Soviet bloc and developing countries to subordinate its
domestic and foreign policies and strategic interests to international control and global
governance structures, the regimes nonetheless provided a platform to both dissipate
tensions and ensure broader access, even if many of the underlying issues remained
unresolved.
--This chapter considered the combination of strategic, geopolitical and economic factors
that converged around satellite IT applications during the Cold War to constitute a third
inflection point in the history of IT development. The ability of the technologies to
capture and relay, for the first time, all forms of information from outer space into other
environments gave the impression of an ever-shrinking, close-knit world.
Military adaptation of the technologies as the world slipped into the Cold War produced
important reciprocal effects. Satellite technologies relied on the same delivery
mechanisms as strategic weapons and became central to the strategic arms race and
deterrence strategy. They provided advanced military communications capabilities
across the armed forces, yet their real value was leveraged from sensing and surveillance
capabilities, the information they wielded key to the broader strategic arms race.
Commercialisation of the technologies were held to promote new modes of social
behaviour (immoral or illicit behaviour) among citizens, quickly propelling states to
develop means to erect legal and technical borders and block content. They also allowed
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both powers and their proxies to use satellite applications for propaganda purposes, the
latter key to the Cold War ideological struggle. US dominance of the market and key
commercial applications such as remote sensing and direct broadcasting stirred
territorial, cultural and economic sensitivities - particularly among the newly
independent states - rapidly leading to their politicization internationally, while
increasingly becoming the means or object of political activity domestically.
As with the other technologies studied, access to satellite technology and applications
provoked intense competition among states. Once again, the information that could be
transmitted through the technologies was viewed as placing states at a major
disadvantage in terms of critical private and public information, with many states
perceiving their situation as one of increasing dependence on the US.
Combined with their military uses, the military, commercial and socio-political effects
of the technologies compelled states to seek new accommodations. New regimes, norms
and principles - all grounded in territorial realities - emerged around satellite technologies
as well as the new digital computing capabilities, mostly in relation to commercial
activity, although efforts were made to tie some of the new espionage capabilities to arms
control as well as the protection of core human rights. State-based organisations such as
the UN General Assembly as well as existing regimes such as the ITU served as the main
battleground for these negotiations where discussion was forced on thorny issues such
as contentious proposals for new regimes aimed at transforming the management of the
global economy and the global information communications order, and contradictory
norms and principles such as free flow of information, equitable access, prior consent,
resource sovereignty, and extra-territorial liability and responsibility for IT
infrastructure. Tensions over the nature of the content transmitted or captured through
the technologies underpinned many of these principles. For developing and newly
independent nations, these negotiations remained inexorably tied to efforts to bolster and
protect their newly acquired sovereign rights. Many of the tensions remained unresolved
and continue to underpin today’s tense negotiations over cyberspace and internet
governance.
The next case study – strategic inflection point 4 – discusses the digital computing and
networking capabilities emerging during the same period. While strategic uses of these
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capabilities were largely covert, the Soviet Union and the United States were quick to
grasp their potential effect on the character of warfare and the broader ideological
conflict between East and West. Combined with new commercial and civilian
capabilities provided by networked computers, the stage was set once again for fierce
contestation over the military and civilian uses of the technologies for which new
accommodations would have to be sought.
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Table 2 SIP 3 IT-Related Regime Complex

SIP 3
space-based information technologies
IT-REGIME COMPLEX
REGIME TYPE
International
Law
(Treaties and
Conventions
Core
Resolutions)

Treaties and Conventions
UN Charter, 1945
Convention on Liabilities, 1977 (jurisdiction)
Helsinki Act of the Conference on Security and Cooperation in Europe, 1975.
Treaty on Outer Space, 1967
UN Convention on Civil and Political Rights, 1965 (Art. 19)
UN Declaration on Human Rights, 1949 (Art. 19)
Geneva Conventions & Additional Protocols, 1949
Convention on the Protection of Submarine Cables, 1886
Hague Conventions, 1907
Key Resolutions and Declarations
UNESCO Declaration on Guiding Principles on the Use of Satellite Broadcasting
for the Free Flow of Information, the Spread of Education and Greater Cultural
Exchange, 1972.
UN General Assembly Declaration on the Principles of International Law
Concerning Friendly Relations and Cooperation among States in Accordance with
the Charter of the United Nations (A/RES/25/2625), 1970.
UN General Assembly Declaration on the Inadmissibility of Intervention into the
Domestic Affairs of States (A/6014), 1965.
UN General Assembly Resolution on Permanent Sovereignty over Natural
Resources, 1952.
ECOSOC’s 1948 UN Conference on Freedom of Information and the resulting
resolutions and conventions
UN General Assembly Declaration on Freedom of Information and Resolution 59
(1), 1946
UNESCO Constitution, 1946 + ECOSOC 1948 UN Conference on Freedom of
Information and resulting resolutions and conventions

Principles and
Norms

Free flow of information (GA Resolution + UDHR)
Freedom of expression and opinion (GA Resolution + UDHR)
Privacy (GA Resolution + UDHR)
Prior consent
Prior restraint
Equitable access
Self-determination
Cultural diversity
Bodies of Principles
UN Principles on Remote Sensing, 1986.
UN Principles Governing the Use by States of Artificial Earth Satellites for
International Direct TV Broadcasting, 1982.
UNESCO Guiding Principles on the Use of Satellite Broadcasting for the Free Flow
of Information, the Spread of Education and Greater Cultural Exchange, 1972.
UN General Assembly Declaration of Legal Principles Governing the Activities of
States in the Exploration and Use of Outer Space, 1963.
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Case Law

ICJ Ruling Corfu Channel Judgement, 1949 (+ Trail Smelter Case 1938 and 1941;
US vs. Iran,1980 (state responsibility)
ICJ Ruling Nicaragua vs. United States, 1986 (state responsibility)

Government
Commissions/
Expert Groups

Global Commission on Communications Problems, resulting in the NWICO report:
‘Many Voices, One World: Report by the International Commission for the Study of
Communications Problems’.
United Nations Commission on Transnational Corporations, 1974.
United Nations Committee on the Peaceful Uses of Outer Space (ad hoc), 1959 (UN resolution 1472 (XIV))
COCOM (export controls)

Arms Control
Regimes
Human Rights
Regimes

Trade Regimes

UDHR
ICCPR
ICESCR
UNHR Council Resolutions
International Telecommunications Union (ITU)
INTELSAT (originally COMSAT)
TELSAT
GATT

IP Regimes

WIPO, 1970 (former BIPRI)

Conferences

World Broadcasting Satellite Administrative Radio Conference (WARC-1977)

Mixed or NonGovernmental
Organisations
(re. policy,
standards etc.)

IEEE - 1963 (merger of American Institute of Electrical Engineers (AIEE) and
Institute of Radio Engineers (IRE))

Telecoms
Regimes
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CHAPTER 6.
STRATEGIC INFLECTION POINT IV

digital computers and networks
Introduction

New York, Sunday 5th September 1971. The New York Times Book Review is featuring
two new books on the computer: Felzamen’s The Intelligent Man’s Guide to Computers
and Bemer’s (ed.) Computers in Crisis. (Smith, 1971) The object of the article and the
books is to help ‘clear away the myths and mist around the computer’, considered by
much of the general public as ‘an Aladdin’s lamp – half magic, half science’. The
technical and scientific aspects of the computer, chided Felzamen, were pushing the
common person away from it, propelling them to hide behind a cloak of ‘intellectual
cowardice’:
He may slink away with a brave false face outside, but is fearful and timid when the
computer talk begins. Like the bashful boy who has yet to learn about the birds and the
bees, he is reluctant to face up to the computer facts of life. (Ibid.)

The author proceeds to alleviate these symptoms with detailed explanations of computer
concepts, uses, accomplishments and failures. Bemer’s book, on the other hand, is a
summary of the proceedings of the 1970 ACM conference during which the eclectic
members of the Association for Computing Machinery explored the role of the computer
in solving problems ranging from health and disabilities to banking and accounting.
Again, the objective was to demonstrate to the general public the positive role that
computers could play in ever-more complex societies.
Just a few months before the New York Times reviews were published, US President
Richard Nixon was presented with an ‘eyes only’ memorandum regarding the sale by a
British firm of two large computers to the Institute of High Energy Physics at Serpukhov
in the Soviet Union, an institute engaged in unclassified basic research and ‘extensive
exchanges of data, publications and personnel in international cooperation efforts with
institutions and scientists from free world countries, including the United States’. (FRUS,
Vol. IV, Doc. 372, 1971) The projected sale of the computers had already been raised by
British Prime Minister Edward Heath during his visit with US President Richard Nixon
and US Secretary of State Rogers. The eight-page memo included a review by the
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National Security Council’s Under Secretaries Committee highlighting the positions and
views of the proposed sale by the top echelons of the Department of Defense, the Joint
Chiefs of Staff, the Atomic Energy Commission, the Departments of State and Treasury,
the Office of Science and Technology, the Council of Economic Advisors, and the US
Information Agency.
How had the computer, presented by the New York Times as one of ‘man’s greatest
tools’ and an enabler of great developments across societies, become the focus of such
intense deliberation within the US government, involving not only every key government
department but also the President of the United States, the British Prime Minister and a
private British company?
--Digital computers and networks are the focus of this case study. As with the previous
SIP, the international system within which the technologies emerged was marked by the
dynamics of Cold War power politics. Similarly, and reflecting the growing dynamism
of the international system, new actors, behaviours and interpretations of sovereignty
emerged, often influenced by the new technologies. The case study commences with an
introduction to the technologies involved, their military origins and the context within
which they evolved. It discusses how the new technologies presented unprecedented
transmission, storage, access and processing capabilities, their development and
dispersion accelerated by, and becoming a core enabling feature of, the strategic arms
race.
Section 6.2 examines a number of considerations that pushed the technologies to the
centre of military power and strategy. It examines the core role of information
technologies in US efforts to respond to the reality of nuclear parity with the Soviet
Union and its asymmetry in the correlation of conventional forces. In particular, it
considers shifts to an increasingly automated and integrated battlefield - the first elements
of which were evident in the Vietnam War - and the game of reciprocity it provoked
between the US and the USSR, of which espionage became a key feature. Section 6.3
moves beyond the direct Cold War confrontation to examine the commercial applications
of computers and networking. It specifically focuses on new computerised products and
services, including cross border data processing and storage, that spurred an initial
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transformation in public and private sector organisation and management. As with the
preceding case study, it demonstrates how the effects of the new technologies were also
perceived as fomenting economic dependence on US-based multinationals and posing a
significant threat to territorial and cultural sovereignty or to core rights such as individual
privacy. The final section – section 6.4 - considers how states, influenced by the broader
strategic environment and an exploding commercial IT market tilted in the US’ favour,
used existing or new regimes to protect their sovereignty, blunt technological or
economic dependency on the US and large multinationals and ensure more equitable
arrangements.
6.1 The Technologies and their Dispersion

Today, computers are ubiquitous and modern societies are highly reliant on them. While
they emerged largely in the fields of mathematics and physics, as with the earlier case
studies in this dissertation, it was war and the threat of war that accelerated their
development and dispersion.
Computers are general-purpose devices that can be programmed to carry out a series of
automated arithmetic or logical operations. Since a sequence of operations can be readily
changed, the modern computer can solve more than one kind of problem. Computers
generally consist of at least one processing element, typically what is called a central
processing unit (CPU), as well as some form of memory. The processing element carries
out arithmetic and logic operations, and a sequencing and control unit can change the
order of operations in response to information that has been stored on the computer.
Peripheral devices allow for the retrieval of information from an external source and can
be used to save or retrieve the results of operations conducted on the device
Analogue computers - based on the use of continuously changeable aspects of physical
phenomena such as electrical, mechanical, or hydraulic quantities to model the problem
being solved - existed in a number of countries before World War II, shaped to a large
extent by Briton James Thomson’s invention of the mechanical wheel-and-disc
integrator in 1876. (Cain, 2005; Dyson, 2012; Blum, 2012; Copeland, 2008) By World
War II, a number of mechanical analogue computers were being used to calculate missile
trajectories, collect gun data and enable early precision technologies such as the Norden
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Mark bombsight.108 Efforts to develop more sophisticated calculating devices were
accelerated by the Manhattan Project to help develop the atomic bomb. Both IBM punchcard style and hand-operated computers were used at Los Alamos. The efficiency of the
former, in turn, accelerated efforts to advance work on digital computers, resulting in the
Electronic Numerical Integrator and Computer (ENIAC), the ‘forefather’ of today’s allelectronic computers. The ENIAC was brought to life by professors John Mauchly and
J. Presper Eckert between 1943 and 1945 at the Moore School of Electrical Engineering
at the University of Pennsylvania and was used principally for calculating artillery firing
tables. Its first research task was to compute the possibility of building a hydrogen bomb.
Weighing in at more than 60,000 pounds, the ENIAC took up some 1,800 square feet of
area, consumed 150 kilowatts of power, cost the equivalent of six million USD to build
and was capable of processing some 50,000 instructions per second.109 (Copeland, 2008)
It was Briton Alan Turing, however, who laid the foundation of the modern theory of
computation and computability with his concept of the Turing or Universal Machine.
The theory – laid out in his On Computable Numbers with an application to the
Entscheidungsproblem - presented a ‘triple correspondence between logical instructions,
the action of the mind, and a machine which could in principle be embodied in a practical
physical form’, thus answering the critical question whether there could exist ‘at least in
principle, a definite method or process by which it could be decided whether any given
mathematical assertion is provable.’ (Hodges, n.d.; Dyson, 2012) US mathematician
Alonzo Church had arrived at a parallel conclusion at more or less the same time with
his lambda-calculus. What was stated as ‘obvious’ by Turing later developed into the socalled Church-Turing thesis, which stipulates that ‘all systems of computation are equal
in their power,’ meaning that if one system can solve a problem, then it can be solved in
another, and vice-versa. Turing’s approach ultimately become ‘the foundation of the
modern theory of computation and computability’. Indeed, the Turing Machine theory
allowed knowledge as we knew it to ‘disappear from human heads eventually moving
into the small machines that (…) implement it’. (Kittler, 2014, sec.436)
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One of the first examples of [somewhat imprecise] precision technologies used during World War II as
part of the strategic bombing campaign. The analogue computer inside the bombsight constantly calculated
the bomb's trajectory based on existing flight conditions, with the aim of assisting the crew of bomber
aircraft to drop bombs accurately.
109
As a point of comparison, an iPhone today can process some 5 billion instructions per second.
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American polymath and Manhattan Project veteran John von Neumann translated
Turing’s construct into an electronic computer in 1945, although Turing’s own proposal
to develop the Automatic Computing Engine (ACE) had been hatching for some years,
influenced in no large part by the experience of the German code deciphering activities
conducted with the Colossus machines during World War II. (Hodges, n.d.)
Von Neumann’s experience with the IBM machine when at Alamo propelled him to think
of how to develop a general purpose machine that could manage more general
mathematical challenges, leading to the publication of his first report on the ‘Electronic
Discrete Variable Automatic Computer’ (EDVAC) in 1945 and his work on the
‘electronic computing instrument’ alongside Mauchly and Eckert in 1948. His first
design was built at the renowned Institute for Advanced Studies at Princeton University.
Von Neumann’s computer pioneered ‘a high-speed random-access storage matrix’,
serving as the basis for computers that emerged across the US. It in turn spurred further
interest in the application of computers to weapons manufacturing. In 1951, the designs
of Von Neumann’s computer were used to construct a computer also called the
Mathematical and Numerical Integrator and Calculator (MANIAC), significantly smaller
in size than the ENIAC - six feet high, eight feet wide, and half a ton in weight.
Although the MANIAC was developed principally to perform calculations for the
hydrogen bomb, Von Neumann’s computer became the machine whose coding was most
widely replicated and whose logical architecture was most widely reproduced. The
‘stored-programme computer’ (as initially conceived by Godel and delivered by Turing
and then Eckert and von Neumann) ‘broke the distinction between numbers that mean
things and numbers that do things’, fulfilling not only the dreams of those contemporary
physicists and engineers working on the hydrogen bomb but also those of the seventeenth
century philosopher and mathematician Leibniz regarding digital computing and
universal language. (Dyson, 2012)
In 1948, MIT mathematician Norbert Wiener published the equally influential
Cybernetics, in which he forecast the coming ‘information age’. For Weiner,
Cybernetics, represented ‘the science of control and communication in the animal and
the machine’. By considering animals’ methods of control and communication similar to
that of machines, Wiener and other scientists were able to design bigger and more
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powerful machines.
Shortly thereafter, the first commercial, mass-produced computer – the Universal
Automatic Computer (UNIVAC) – was placed on the market by Eckert and Mauchly,
who had since left the University of Pennsylvania over a patent row and established their
own company. It was built for general purpose computing with large amounts of input
and output and was the first computer to use buffer memory. By 1955, however, IBM
had quickly outpaced UNIVAC, becoming the giant of the commercial computing
market alongside seven smaller companies collectively, humorously referred to as ‘IBM
and the seven dwarfs’.110
Early digital computers were enormous constructions, costly to build and run, but
improving alongside developments in a range of enabling technologies. By the 1960s,
IBM had created significantly smaller mainframes (e.g., the IBM 7090, IBM 360 and
IBM 370), allowing users to interact with it via a time sharing policy. This system, which
used ‘a tiny sliver of time in a round-robin fashion’ allowed some 100 users to log in
simultaneously. User access was provided by a motorized typewriter called a teletype
that transmitted keystrokes to the mainframe, which then printed the computer’s response
on a roll of paper at a rate of ten characters per second.111 An alternative to the timesharing policy was batch mode processing whereby in exchange for full access to the
machine at run-time, programmes would be prepared off-line on a ‘key-punch machine’
which generated punch cards. Due to cost and size, access to these computers was largely
limited to universities, government institutions and key services such as banking.
IBM and similar private concerns might not have been so successful had it not had been
for the fact that the Cold War had accelerated government awareness of the significance
of digital computing, driving significant DoD-supported R&D projects in the field. One
transformative project was the Semi-Automatic Ground Environment (SAGE) project
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IBM grew so dominant that the federal government pursued anti-trust proceedings against it from 1969
to 1982. It was the shift to personal computing, requiring specialized software that eventually dislodged
IBM as the market leader. The lucrative contract awarded to Microsoft – the company that had developed
the software for IBM – allowed it to outpace IBM, dominating the domestic to the extent that by 2000 it
was convicted of running an illegal monopoly. (‘History of IBM’, 2015)
111
As discussed in Chapter 3 (SIP 2), paper rolls had first been used as an information storage medium
by Sir Charles Wheatstone, who used it to store Morse code that was arriving via the newly invented
telegraph.
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(Figure 13 below), an air defence system consisting of ‘(1) a net of radars and other data
sources operating in real time and (2) digital computers that (a) receive the radar and
other information to detect and track aircraft, (b) process the track data to form a
complete air situation, and (c) guide weapons to destroy enemy aircraft’. (MIT Lincoln
Laboratory, n.d.) The core objective of SAGE was to protect America by ‘ensur[ing]
control of an entire continent’ through digital means. (Virilio, 1995, p.138)
While ‘relatively simple’, the SAGE concept posed significant technological challenges,
the
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need

to
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could
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of

receive

vast

data

from

multiple radars and perform
the real-time processing to
produce

targeting

information for intercepting
aircraft and missiles’. (MIT
Lincoln) Such work was
already underway at MIT’s
Servomechanisms
Figure 13 The SAGE Air Defence System. Source: Lincoln Laboratory, MIT

Laboratory,

under

the

direction of Jay Forrester. In 1952, IBM began working with the MIT Laboratory to
finalise the design of the air defence computer –AN/FSQ-7 – which had evolved from
MIT’s Whirlwind design, the first computer operating in real time. (Ibid.; Virilio, 1995)
The project leveraged other pioneering research underway at MIT on digital computing,
including developments involving magnetic core memory, large real-time operating
systems, integrated video display, light guns, the first algebraic computer language,
analogue-to-digital and digital-to-analogue conversion techniques, digital transmission
over telephone lines, duplexing, multi-processing and geographically distributed
networks. (‘History of IBM’, 2015) As depicted in Figure 12 above, the resulting
computerized ground defence network represented ‘a gigantic spiderweb’. By the time
SAGE was deployed for the first time in 1963, the foundations for a ‘revolution in digital
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computing’ had been laid. (MIT Lincoln Laboratory, n.d.) Indeed, numerous innovations
in computer technology were SAGE spin-offs, the SAGE system opening the door ‘to
the world of virtual reality, that other world made necessary by the delivery speed of
nuclear weapons’. (Virilio, 1995, p.138)
Realising that rapid data processing would be vital to American cryptology in the future,
the US Army and Navy focused on meeting the challenge of shifting from specialpurpose machines to the design of a general-purpose computer capable of multiple
applications. (NSA, n.d.) The army launched two projects codenamed Projects Freehand
and Lightning, the former centred on the study of super-fast computers and
computational solutions to breaking crypto systems and the latter on researching
advances in hardware that would support implementation of Project Freehand. The
results of these and other projects such as the Navy-backed project involving ERA, which
indirectly led to the establishment of one of the computer giants of the the period –
Computer Data Control (CDC)112 - were applied to the development of supercomputers
over the next two decades, coinciding with significant research into and development of
the first transistorised supercomputer – the IBM 7950 - for the NSA under Project
Harvest.113 (NSA, n.d.; Bernstein, 2007; US Department of Intelligence, 1986)
By the mid-1960s, third generation computers with integrated circuits, the latter under
development since the late 1940s, were emerging, markedly smaller than their
predecessors and much more powerful. They also coincided with the emergence of the
software industry as well as significant research in the field of artificial intelligence. The
invention of the microprocessor chip in the early 1970s represented another significant
milestone, bringing down the cost of computing and paving the way for the first personal
112

CDC was a spill-over from the efforts discussed earlier in this Chapter to develop code-breaking
machinery and super-computers such as UNIVAC II. Once the war was over, engineers in one the Navy’s
major covert projects were moved to a private company called Engineering Research Associates (ERA),
responsible for developing one of the first commercial stored programme computers built specifically for
the Navy, the 36-bit ERA 1103. A small political storm in the 1950s led to the sale of ERA to Remington
Rand, which soon after became Sperry Rand. The company culture and decision-making procedures soon
led to the exodus of key engineers from the original ERA project. They established CDC and Seymour
Cray, key to the development of supercomputers in the US, eventually became ERA’s chief designer. CDC
became one of the country’s main computer companies alongside IBM, Borroughs Corporation, DEC,
NCR, General Electric, Honeywell, RCA and UNIVAV, some of which had existed since the late
nineteenth century when they produced mechanical adding machines.
113
The NSA had by then developed significant experience with computers for cryptology, ranging from
the EDVAC and UNIVAC, the first ATLAS’ and the ABNERs.
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computers and greater connectivity. The period also coincided with more sophisticated
forms of telephone communication, including in the field of mobile telephony, the laying
of the first fibre optic cables for data transmission, and the enhancement of the satellite
communication technologies discussed in Chapter 5. 114
Important breakthroughs in networking had been made in the 1960s at the DoD’s ARPA.
While its work had focused initially on three strategic priority areas - space exploration,
missile defence, and nuclear-test detection - in light of new requirements, ARPA
established an Office of Information Processing Techniques and Behavioural Science in
1962, harnessing the preceding decades’ worth of research in computing, networking and
cryptography to create ARPANET, the midwife of today’s internet. (Haigh, 2010; Blum,
2012)
The concept of networking was hardly new. For instance, as early as 1934, Paul Otlet, a
Belgian bibliographer, visionary and pacifist whose musings over a world city hosting a
union of international organisations working for peace inspired the League of Nations,
imagined how the combination of a range of existing technologies might enable an
‘International Network for Universal Documentation’. Deemed one of the ‘fathers of
information science’, Otlet’s visions of easily accessible knowledge and interconnected
data discussed in his Traité sur la Documentation involved the concepts of hypertext,
multi-media and the web. Vannevar Bush’s ‘memex’ concept in the 1930s relating to
questions of memory augmentation and his later essay ‘As We May Think’ were also
key in shaping the field, while Tom Nelson, influenced by Bush’s essay, coined the terms
‘hypertext’ and ‘hypermedia’. (Copeland, 2008; Haigh, 2010) It was the work at ARPA
however, that brought the internet into existence and the universities involved in the
initial project that led to its initial dispersion.
Many researchers and policy-makers today emphasise the ‘open, collaborative and
flexible’ nature of the networked system that emerged from ARPA, to a great extent
down-playing its military origins. (Leiner et al., 1998; Van Atta, 2008) In fact,
ARPANET was initially conceived to help secure the country against nuclear attack. Paul
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The potential of fiber optic cabling was first discovered in 1966, although it took another two decades
before the first trans-Atlantic fibre optic cable was laid.
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Baran’s early study on a peer-to-peer distributed network design emerged in large part
from the second strike strategic concept and the need to establish and maintain a system
for launching a counterattack. (Lapsánszky, 2008) The US DoD had commissioned
Baran to build a network that could ‘survive’ a missile strike since a nuclear explosion
would seriously impair high frequency (radio) information systems while major damage
to, or the destruction of, certain AT&T central switching would be enough to make the
remaining fixed-line networks non-functional. In the case of an inoperative
telecommunications network the defence system developed for a counterattack,
including launching rockets, would become unusable. (Baran, 1964; Lapsánszky, 2008)
Baran’s renowned study ‘On Distributed Communications’, made public in 1964, was
not classified or patented because he believed that ‘not only would the US be safer with
a survivable command and control system, but the US would be even safer if the USSR
(…) had a survivable command and control system as well’. (Dyson, 2012, p.330)
Meanwhile, J.C.R. Licklider, the first to head the computer research programme at
ARPA, brought to light the social interactions that computer networking could make
possible, interactions aptly detailed in two seminal pieces: ‘Man-Computer Symbiosis’
(1960) and ‘The Computer as a Communication Device’. (Licklider et al., 1968) By
1970, a network working-group (NWG) under S. Crocker completed the first version of
the ARPANET Host-to-Host Protocol called the Network Control Protocol (NCP), later
demonstrated at the International Computer Communications Conference in October
1972.115 (Kahn, 1972; Leiner et al., 1998) The first instances of electronic mail were
developed that same year for communication and coordination purposes, representing
‘the largest network application of the decade’. Due to challenges in the NCP, Kahn later
set to developing a new protocol based on his ‘Communications Principles for Operating
Systems’ (1973), collaborating with Vint Cerf to develop what became the transmission
control protocol/ internet protocol (TCP/IP), the principles of which were published in
the 1974 article ‘A Protocol for Packet Network Interconnection’. ARPA subsequently
invested in demonstrating the ideas and by 1974 three independent implementations of
TCP were interoperable. As described by Leiner et al,
115

Robert Kahn organised the demonstration which was aimed at providing attendees ‘first hand
experience in the use of computer network’. It was particularly focused on discussing the value of computer
communication networks and showcasing topics such as data base retrieval, combined use of several
machines, real-time data access, interactive cooperation, simulation systems and simplified hard copy
techniques. ICCC, Hilton Washington D.C. 24-26 October 1972.
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[t]his was the beginning of long term experimentation and development to evolve and
mature the internet concepts and technology. Beginning with the first three networks
(ARPANET, Packet Radio and Packet Satellite) and their initial research communities, the
experimental environment [grew] to incorporate essentially every form of network and a
very broad-based research and development community. (Leiner et al, 1998)

The US Department of Defense took full advantage of the new capability to enhance
data-collection and analysis for decision-making, improve the efficiency of data
processing and analysis, a timely development since agencies such as the NSA were
struggling to deal with significant flows of data (as were counterparts in the USSR).116
(de Leeuw and Bergstra, 2007; Tikk-Ringas, 2015) The value of using constant and
reliable streams of information as a force multiplier and for enhancing the qualitative
dimension of weapons was soon recognised, with the Vietnam War representing a
preliminary test of their value. Consequently, a range of computers, microprocessors and
technologies enabling advanced networking were designated ‘technologies of strategic
import’ and were rapidly included on the US arms export control list as well as that of
the Coordinating Committee for Multilateral Export Controls, (COCOM).
These new computing and networking capabilities continued to develop mainly within
academia and government/ financial sectors. The facility with which any type of
information could be encoded ‘as a pattern of bits and stored on computers’ meant that
soon computers were being used to transmit ‘every imaginable type of information’
ranging from federal reserve system bank balances and supermarket inventories to
scientific abstracts and Supreme Court cases. (Trotter Hardy, 1983) Transmission was
made possible by existing telephone networks and cables, satellite transmission
technologies, or a combination of both. Importantly, the explosion in the market for
computer technology shifted the focus of innovation from military to business and then
consumer technology. By the late 1970s, the new computing and networking capabilities
transformed information itself into a commodity, a ‘raw material’, resulting in a range of
new information services such as those provided by Lexix/Nexis and Control Data
Corporation. (Ibid. pp.250-251; Zimmerman, pp.601,602) They also led to new norms
of social behaviour such as computer crime and politically and economically-motivated
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Tikk-Ringas discusses how the CCH Series XIK allowed NSA posts to intercept some two million
messages per month from just one Soviet system, the vast majority of which was in plain text. Meanwhile,
NSA’s T/A section was processing more that three billion groups of messages per year.
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hacking, the first instances of which were detected as early as the 1960s (crime) and
1970s (hacking). As with the information technologies discussed in the preceding
chapters, the growing interaction between strategic affairs, geopolitics, and these new
information technologies generated complicated challenges for states, rapidly
politicising the technologies involved and pushing the issues onto domestic and
international agendas.
6.2 Strategic and Geopolitical Considerations

Until the Vietnam War, computers and related enabling technologies were used
principally to enhance strategic weapons and weapons systems, and integrate
communications within rather than between military services. However, by the late
1960s, and building on the concepts for some of the strategic weapons systems, a
combination of information technologies was leading to important shifts in the character
of military operations, laying the ground for the modern ‘electronic’ or ‘automated’
battlefield. (TFOT, n/d) Vietnam was the first war in military history to be managed with
a combination of precision-guided weapons, the capabilities of which were used for
attack operations such as Linebacker;117 a comprehensive network of remote sensors;118
and the full-scale assistance of automated systems (computers) as well as integrated
aircraft for the gathering, relaying and processing of logistical, administrative and
operational data. (Fisher Harrison, 1998; Lowe, 2010; Wortzel, 2014; FM 100-5; FM 2422) Many of these capabilities fed into a (highly contentious) computer-enabled
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Precision-guided weapons were first used by Germany during World War II. The Allies also dabbled
in them with limited success (e.g. the US Operations Aphrodite and Anvil which centred on an electrooptical bomb). During the Korea War, the US recommenced precision-related R&D on the electro-optical
bomb (or camera bomb). Building on the Tesla-inspired radio-guided bombs used during World War II
and the Korean conflict, the US Army used the micro-processor chip and its cousin, the dedicated VSLI
signal processor chip, to bring early development of such ‘smart weapons’ to a higher level. In Vietnam,
Operation Linebacker was an interdiction campaign implemented in response the Vietnamese advances
over the demilitarised zone and from Laos and Cambodia. The laser-guided munitions helped American
aircraft destroy some seventeen major bridges between the Chinese border and Haiphong in May of 1972.
The Linebacker attacks then focused on supply depots and petroleum storage facilities.
118
Seismic, chemical, and electromagnetic sensors transmitted data to overflying aircraft, which in turn
relayed this information to a huge operations centre (the Infiltration Surveillance Centre - ISC) in Thailand
where the raw sensor data was processed, displayed, and turned into targeting data which was used by
attack aircraft to engage and destroy enemy forces in the field. The ISC was equipped with a massive
communications facility and data processing infrastructure. At its core were two IBM 360/Model 65
computers – ‘the most powerful computers available at that time’ (also used by NASA on the Apollo
project). One computer was used to process the information received from the sensors and the other to
process data received from other sources (such as road watch teams) and as a backup. (TFOT, n/d)
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surveillance operations programme
– Igloo White (Figure 14) - through
which the US sought to build ‘a
virtual fence dividing North and
South Vietnam’.
Automated systems also supported
traditionally

derived

intelligence

under

Military
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Command Vietnam (MACV) and
incipient tactical defence operations.
Voice communications also took a
‘quantitative and qualitative leap’

Figure 14 Operation Igloo White. Source: Gizmodo.

during Vietnam, with a recorded 857
percent increase in fielded radios
per brigade since 1943 and a three-fold increase in radio channels since the Korean War.
(Van Creveld, cited in Lowe, 2010) In addition, for the first time in military history the
US army could use ‘voice encryption at the tactical level’ as well as a ‘fully automated
telephone system which enabled ‘infra-theatre communication.’ (Ibid.)
For the Soviet Union (already adapting its doctrine of ‘radioelectronic combat’ (REC) to
consider all aspects of the electromagnetic spectrum), the level of automation evident in
the Vietnam War suggested a looming discontinuity in military affairs. Despite
limitations, military experts believed that if leveraged further, it could provide an
important conventional advantage to the more technologically-sophisticated adversary.
The US, in turn, concerned by the growing prospect of nuclear parity with the Soviet
Union, Soviet superiority in the correlation of conventional forces, and the potential
military advantage that doctrines such as REC could deliver, looked to the new
technologies to off-set its conventional disadvantage, accelerating investment in related
R&D. The result of these developments was an increased perception by both states of the
military power that could be leveraged from the technologies. It propelled a race to the
technological frontier played out covertly and overtly until the end of the 1980s, placing
the technologies not only at the centre of military strategy and reorganisation, but also at
the centre of domestic and foreign policy.
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Information technology and the correlation of conventional forces
In the early 1950s, the US government had assumed that the introduction of
thermonuclear bombs would allow it and its allies time to build up conventional forces
to match those of the Soviet Union and its satellites. President Truman had maintained a
dual strategy involving nuclear and conventional capabilities (including assigning US
ground troops to Europe and NATO adopting the 1952 Force Goals). Yet Eisenhower’s
New Look policy relied predominantly on nuclear weapons, including for tactical use,
signifying ‘a change in the rules of engagement for general war’. (Freedman, 2013).
Increasing reliance on nuclear deterrence gradually forced US allies to align with the US
nuclear strategy. (Ibid., p.744) It also influenced US policy on technology-related export
controls implemented largely through the Coordination Committee for Multilateral
Expert Controls (COCOM) aimed at denying the Soviet Union, China and their satellites
access to technologies relating to atomic energy, munitions and dual-use products that
could increase the effectiveness of their military and enhance the qualitative dimension
of their strategic arsenal. (Cain, 2005; Lewis, 1990; Sulzberger, 1977; FRUS, Vol. IV,
Doc. 372, 1971)
Even as officials recognized the diminishing credibility of nuclear threats and the
diminishing capacity to extract political leverage from a nuclear advantage, the strategy
leading to a ‘New New Look’ did not signify a shift from the drive to maintain nuclear
superiority or an attempt to ‘redress the conventional imbalance’. (Freedman, 1986)
Rather, influenced often by intelligence on Soviet doctrine and capabilities,
technological developments, traditional economic and institutional concerns as well as
an outright denial of the conventional situation, policy makers from the mid-1950s
through the early 1960s remained caught up in the idea of a ‘balanced terror’. Indeed,
attempts to convince policy makers in the United States and in Europe to invest in
bolstering conventional forces were resisted. Carver notes in particular how France’s exit
from NATO in 1966 and the US war in Vietnam weakened any serious policy discussion
on conventional force projection during this period. (Carver, cited in Paret et al, 1986).
This combination of factors, in turn, drove a massive self-serving machinery focused on:
develop[ing] strategic formulations that would support American foreign policy and in
particular its alliance commitments by drawing on what was still seen to be the West’s
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advantage in nuclear weapons. These formulations became the foundation for efforts
[referred to earlier] aimed at solving the basic dilemmas of nuclear strategy. (Ibid.)

As technology advanced, nuclear strategists failed time and again to propose any
convincing method of employing nuclear weapons in the event that deterrence failed.
Towards the early 1970s nuclear parity between NATO and the Warsaw Pact was a
growing probability, opening the door to the SALT Talks. (Deitchman et al., 1991) The
blind focus ‘on equipment rather than ideas’119 finally lifted and it was generally agreed
that the West’s security problems might be significantly tempered with stronger
conventional forces, not least because the latter would ease the dependence on nuclear
weapons and enable the US to redress the ‘potentially large conventional force
asymmetry’.120 (Carver, 1986)
The Seeds of a ‘Revolution’
The Soviet Union remained committed throughout to achieving ‘superiority in the
correlation of forces’ and had thus consistently strived to maintain its conventional
strength, continuously improving its forces even if they were to be used in support of
nuclear strikes. (Carver, 1986, p.811; Van Atta et al., 2003) By the 1970s, the Soviet
Union still maintained a major conventional advantage, not only numerically. US
conventional war-fighting capability was ‘out-of-date’, with many arguing that the overriding shift to counter-insurgency in Vietnam blinded the US military to the capabilities
it had at its disposal for the conventional battlefield. (Smith, 1984, 1983) Adding to this
strategic dilemma were US intelligence reports on Soviet conventional capabilities,
which revealed that they had made ‘quantum leaps in both size and quality’. (Ibid.) In
particular US intelligence had stumbled across the Soviet radio-electronic combat (REC)
doctrine, developed initially to realize the relative information advantage stemming from
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The reference to ‘equipment rather than ideas’ is from Andre Beaufre’s Introduction to Strategy, cited
in Carver (Paret et al, 1986). In the book Beaufre chides the disarray of the West in the 1960s and 1970s
for its ‘having been mesmerised by concentrating on equipment rather than on ideas.’ For Carver, his most
significant contribution to the strategic debate at the time was the point he made regarding the impossibility
of applying one strategy for all situations. Instead, he advocated the application of alternative strategies
across instruments of power (political, military, diplomatic etc.) and in accordance with the circumstances
of the case.
120
Since the beginning of the Cold War, Soviet conventional warfare doctrine had consistently insisted on
‘offence as the best strategy of defence’ and the importance of ensuring ‘the ability and the willingness to
take the offensive as a means to pre-empt the enemy’s offensive’. A core objective would be to ensure that
NATO could withstand such multi-echelon offensive attacks by the Soviet Union. (Carver, p.778; Perry,
2003; Deitchman et al., 1991; Carver, 1986)
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the disruption of enemy radio-electronic information flows. (Lowe, 2010)
The REC doctrine stemmed from decades-long analysis of ‘cybernetics’ and its
application to military doctrine and concepts, influenced significantly by Norbert
Wieners’ publication of Cybernetics or Control and Communications in the Animal
World and the Machine in 1952 and rendered possible by the slight opening to innovative
thinking and action under Khruschev. By the 1960s, the Soviet Union had increased its
technological sophistication acknowledging the growing dependency of weapons and
equipment on radio-electronics. (Kurnosov, cited in Lowe, 2010) Soviet analysts also
identified the challenges of managing the increased information flows produced by the
new technologies. Rather than relying on traditional forms of processing information on
the battlefield (i.e. via human nodes), it envisioned how this complexity would instead
be managed by automated systems. In 1972, Driuzhinin and Kontorov’s monograph
Idea, Algorithm, Decision provided ‘the theoretical framework for the problems and
opportunities associated with complexity, military decision-making, and troop control’.
Influenced in no small part by the electronic counter-measures deployed against Soviet
equipment in Vietnam and the Arab-Israeli War, Soviet thinking evolved around
integrating approaches to electronic warfare, targeting the very systems upon which
Western command, control, communications and intelligence (C3I) systems relied.
Indeed, by 1974, Soviet experts acknowledged another important vulnerability with
implications for all levels of war: the fact that reliance on both radio-electronic and
computer automation meant that the military command and control function was itself
subject to attack through the electromagnetic spectrum. (Wortzel, 2014) As a means to
leverage this advantage, the Soviet Union developed the REC doctrine, to integrate its
capabilities, dominate the electromagnetic spectrum and disrupt NATO C3I. (Lowe,
2010; Wortzel, 2014)
A Second Off-Set Strategy
As a result of US intelligence reports on the Soviet REC doctrine, studies conducted by
the newly-established US Army Training Doctrine Command (TRADOC) highlighted
the importance of enabling air-land integration (AirLand Battle concept) and the use of
new information technologies to enhance the qualitative dimension of weapons to
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‘dramatically increase their firepower’. Other DoD studies recommended embracing
core elements of the Soviet doctrine for both force multiplier and force division purposes.
These recommendations were significant since force multiplication and division
provided the logical basis for a new offset strategy aimed at leveraging information
technology and high-technology systems to give US military forces ‘a qualitative
advantage [capable of] offsetting the quantitative advantage of the Soviet forces’, (Perry,
2003) and its heretofore-little-known technology-centred doctrine. Enhancing firepower,
achieving system integration and domination of the electromagnetic spectrum became
central to US doctrine.
William Perry, then Undersecretary of Defence for Research and Engineering, charged
with achieving the new offset strategy, leaned on a number of emerging systems and
technologies to implement it. Increasingly sophisticated semi-conductor devices allowed
weapons designers to package significant computing power into very small volumes
requiring very little power consumption, with the result that weapons designers could
program various degrees of intelligence and decision making capability into the weapon,
just as they had the option of using very sophisticated target recognition techniques.
(Kopp, 1984) DARPA (formerly referred to as ARPA) ensured that new aircraft would
be configured to make them immune to attack by radar or infrared by rendering them
invisible to these systems. Such stealth technology, it was hoped, would give the US Air
Force an overwhelming advantage, in turn leveraging the effectiveness of ground and
naval forces. As a means to ensure a technical lead, the DARPA stealth project
(codenamed Harvey) was conducted in top secrecy. Building on failings and weaknesses
registered in the Vietnam War121 and drawing on ideas solicited from industry and from
funded research, the F-117A was completed within an unprecedented four years.122 (Van
Atta et al., 2003; Deitchman et al., 1991)
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In particular, Soviet-designed integrated anti-aircraft systems proved very effective against US-built
jets in the Vietnam War and the 1973 Yom Kippur War.
122
To testify to the importance of the project, Perry ensured an executive review panel was established to
regularly monitor progress alongside classified sub-committees of the House and Senate Armed Services
Committees. A dedicated project office served as an umbrella for a range of stealth programs for ships,
helicopters, tanks, reconnaissance aircraft, cruise missiles, unmanned aerial vehicles, strategic bombers
and stealth countermeasures.
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Efforts were also made to capitalise on the electromagnetic spectrum as a new battle
environment. To this end, the electronic warfare (EW) tactics used by both parties to the
1973 Arab-Israeli War (and their backers) were studied in detail, resulting in the Army’s
1976 Field Manual (FM-1005), which introduced a new section on electronic warfare
(EW), warning that developing measures to counter EW attacks – now a form of combat
power – would be key to defending command and control structures or to supressing or
deceiving weapons and surveillance systems. (FM-1005, p.35)
Shortly thereafter, the Department of Defence formalised US military adoption of the
REC concepts under DoD Directive 4600.4 (1979). The Directive defined Command,
Control, Communications Countermeasures (C3CM) as ‘[t]he integrated use of
operations security, military deception, jamming, and physical destruction, supported by
intelligence, to deny information, to influence, degrade, or destroy adversary C3
capabilities and to protect friendly C3 against such action’. The C3CM was tested with
positive results within a year, the same period that saw the establishment of the Joint
Electronic Warfare Centre (JEWC) to oversee C3CM activities and and deal with the
over-riding challenge of ensuring, ‘in the potential of war, a unified and self-reinforcing
C3CM effort across the battle space’. In turn, these efforts resulted in a joint operational
concept for C3CM efforts (TRADOC Pam 525-7), the latter serving as general guidance
for the military over the next decade.
In terms of equipment, and acknowledging the growing challenges posed by the
introduction of electronics to communications on the battlefield, the Army adopted a
Communications and Electronics Systems (CE) Development Manual in 1977. It was
aimed at achieving a level of integration of CE systems at all levels of the command
structure – a form of systems integration enabling ‘centralised control with decentralised
integration’. (FM24-22, 1977) To this end, highly sophisticated equipment was already
being fielded ‘to provide voice, teletypewriter, facsimile, or data communications across
the battlefield, high capacity trunk systems, tactical automatic voice, and data
transmission systems’. (Ibid.) Moreover, these developments would be institutionalised
through technical and managerial standardisation, the premises of which were laid out in
detail in the Manual.
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Meanwhile, DARPA’s Assault Breaker programme was initiated in 1978 as a joint
Army/USAF project ‘with the task of integrating newer technologies in guidance,
propulsion and radar to prove the applicability of such systems to the task of disrupting
second echelon [Warsaw Pact] armoured forces’. (Kopp, 1984)123 A DARPA Smart
Weapons programme also formed part of the Offset Strategy and was aimed at
developing weapons that could search large areas and precisely deliver munitions on
target.124 (Van Atta et al., 2003) An important element of the offset strategy involved
interconnecting

a

number

of

interdependent

intelligence,

surveillance

and

reconnaissance subsystems, including sensors, platforms, processing, fusion and
communications links. The latter, it was hoped, would overcome age-old challenges
preventing tactical commanders from gaining access to timely information, a challenge
that was exacerbated by the requirements of precision weapons, but which eventually led
to the development and fielding of RPVs and UAVs. (Ibid.)
Reciprocal Action
By the early 1970s, the Soviet Union had already grasped the importance of US
technological innovation and the strategic and geopolitical implications of a shift in the
character of warfare it had, ironically, triggered. Influenced largely by the manner in
which information technologies had been leveraged in the Vietnam and Arab-Israeli
Wars as well as a competing REC doctrine, Soviet analysts theorised about a forthcoming
military technological revolution (MTR), observing that the current phase of military
development was characterised by the unprecedented emergence of qualitatively new
technologies and revolutionary equipment.
The Soviet Union pioneered the argument that it was the US and the new range of
technological innovations it had developed [that] constituted ‘a fundamental
discontinuity’, potentially representing a ‘Military Technological Revolution (MTR)’.
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The weapon system developed in this process utilised an airborne side-looking radar which could
identify and track hostile armour from well over 100 km away. This tracking data was then used to target
missiles launched from ground based launchers. The missiles would then enter enemy territory, under the
control of a ground based command centre communicating via the airborne radar, position themselves over
the targeted tank formation and dispense a large number of guided sub-munitions.
124
While the other two programmes were eventually tested with varying success in Operation Desert Storm
in 1991, a spin-off of the Smart Weapons programme - Thirsty Warrior - was initiated but never
implemented.
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(Adamsky, 2008, p.18) The discontinuity lay in the fact that the state-of-the art
information technology harnessed for conventional purposes made it possible to ‘see and
strike deep’ with high precision beyond geographical borders onto the battlefield,
implying significant organisational changes regarding the ‘methods of employing corps
and armies.’ (Ibid. p. 19) For Soviet analysts, the latter would also bring about major
changes in future wars: precision-guided munitions made nuclear war less desirable, thus
shifting the balance toward conventional conflicts.125 In addition, the capacity of these
new weapons to penetrate the territorial state (its ‘territorial depth’) was blurring the lines
between offence and defence ‘since these two forms of conducting war were making use
of the same weapons to attain their operational goals.’ (Ibid.) Closer to home, the Soviet
Union saw a looming threat in NATO conventional capabilities as a result of the US shift
in strategy.
From the late 1970s, US intelligence registered a marked shift in Soviet interest towards
microelectronics, computers and signal processing as well as significant Soviet concern
regarding its growing technological lag vis-à-vis NATO, notably in key information
technologies and networking capacity underpinning precision weaponry capabilities.
Yet, matching US computing capabilities in practice would be a major challenge. When
the Cold War began, the Soviet Union still had a deep intellectual reservoir of theoretical
mathematicians and early programmers as well as a broad societal interest in how
computers could be used as ‘machines of Communism’. Under Khrushchev, the Soviet
interest in cybernetics for the construction of social networks had been particularly
profound and widespread and became more connected to an emerging reformist-oriented
movement surrounding computers. Under Brezhnev, however, the reformist movement
lost its drive, with implications for all sectors, including the military. Instead, emphasis
was placed on top-down controls of the press and public life, while the official discourse
on the social use of computers had hardly any link with the study of communication.
(Peters, 2009; Campbell, 1988) As a point of comparison, already in the late 1950s, US
intelligence reports on Soviet computer developments had noted the significant gap
between the two countries: the Soviets were reported to have developed some 400
125

This did not mean that the Soviet Union stopped preparing for a possible nuclear confrontation but
rather that it needed to prepare for both. See also CIA, National Intelligence Estimate 1989 (pp.229, 270)
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general purpose computers of all types while the US had produced more than 4,000;
computer production represented USD55 million and USD1 billion, respectively.
(official memo cited in Cain, 2005, p.136)
In terms of networks, in the 1950s and 1960s Soviet military planners had developed at
least three computer networks within three systems of defence (air, missile and space
surveillance) as a response to the US SAGE air defence network discussed earlier,
although the networks were closed to outside nodes and functioned on the basis of a
unilateral flow of orders from central command and control to out-post missile silos.
(Ibid.) These systems remained largely uncoordinated, serving only ‘the secure and
automated transfer of military commands across great distances’. The latter - a product
more of the decentralised nature of the Soviet Union and the ‘inefficiencies of powersharing in the bureaucratic and managerial structure of the Soviet state as well as of the
cybernetic principles of design resonating throughout Soviet society’ - ultimately
prevented the Soviet Union from developing anything resembling ARPANET, let alone
an IT industry. Complicating matters was the fact that across each of these areas, export
controls applied by the COCOM (and third) countries prevented easy access to the
computing products and material parts needed to develop a domestic computing industry.
(Cain, 2005; Lewis, 1990; Sulzberger, 1977) The case involving the sale of the two
British supercomputers mentioned in the introduction to this case study demonstrated the
value of the technologies, a value cemented in the US psyche throughout the Cold War,
even as its allies pushed to relax the restrictions, openly confronting or covertly rejecting
the COCOM guidelines as they tried to shift onto a different, more trade-oriented footing
with the Eastern Bloc, and later the Soviet Union. (Ibid; Steinbrecher, 1994; Tarlowe,
1994; Thurmond, 1998)
How, therefore, was the Soviet Union to arrest or meet the US/NATO advantage
provoked by the Off-Set Strategy and the COCOM trade restrictions? Since neither side
had any interest in discussing the issues bi-laterally or within the framework of broader
arms control or similar international security negotiations, the Soviet Union used
industrial espionage to address its technological lag and access the knowledge and
resources needed to implement its own military technological revolution and meet the
new threat.
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By 1982, a DoD report to the Senate spoke of a ‘massive and global Soviet programme
to acquire Western militarily significant technology’ (US DoD, 1982) Just three years
later, further reports led the US Department of Defence to signal an alarm, noting how
in their endeavour to overcome technological inferiority ‘the Soviets ha[d] built the
largest military industrial manufacturing base in the world and a massive research
establishment to complement it. Their objective is to achieve military-technical
capabilities that are at least equal, if not superior, to those of the West’. A Military
Industrial Commission (VPK) was specifically established to support Soviet efforts,
becoming ‘the principal Soviet military instrument for eliminating or circumventing the
inefficiencies characteristic of the Soviet economic system’. The resource commitment
was significant, enabling the VPK programme, through its acquisition of data and
hardware relating to one-of-a-kind equipment, ‘to narrow the Western lead in nearly all
key technological areas’, particularly microelectronics. (US DoD, 1985)126
Amongst their many objectives for data acquisition, the Soviets targeted international
scientific conferences, reportedly identifying in the late 1970s some 35 potential sources
of data that could be used to assist in solving contemporary military research problems.127
Again, the results were reportedly impressive, with Soviet experts themselves asserting
that the data acquired from those conferences to be ‘the most significant contributing to
their military projects’. (Ibid.)
Equally successful was a programme separate from the VPK centred on illegal and legal
acquisitions of relatively large numbers of dual-use products for Soviet military
programmes (computers, microelectronics, numerically controlled machine tools,
robotics and material fabrication). The programme was also responsible for
‘orchestrating and managing most of the worldwide trade diversions, particularly in the
areas of computers and microelectronics. (US DoD, 1985) Through an inexhaustible
source of Western traders, fixers and enablers who excelled in producing false licenses,
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For example, the acquisition of different types of Western integrated circuits (ICs) for reverse
engineering purposes. Most Soviet ICs can be traced back to their Western original, for example, the Soviet
KR5801K80A microprocessor, which is a modified version of the Intel Corporation’s 8080A 8-bit
microprocessor used in many US military systems. Other Soviets ICs such as the LOGIKA-2 and series
133/155 were directly copied from Texas instruments. (DARPA, 1991, p.5-1)
127
These conferences covered a range of areas including materiel, missiles, engines, lasers, computers,
marine technology space, microelectronics, chemical engineering, radars, armaments and optical
communications.
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deceptive equipment descriptions, dummy firms, false end users for illegal purchases and
smuggling, the Soviet Union managed to acquire ‘at minimum several thousand pieces
of major microelectronics fabrication equipment over a period of ten years’, reportedly
reducing the overall Western lead in microelectronics ‘from 10 to 12 years in the mid1970s to four to six years a decade later’. (Ibid.) Similar challenges emerged with regard
to volume purchases of IT-related materiel, including high-grade silicon required for
integrated circuits for both civilian and military uses, despite restrictions on sales to the
Soviet Union.
These developments likely spurred some of the first computer sabotage efforts in the
1980s whereby the United States allegedly introduced listening devices, ‘logic bombs’
or alterations into computers destined for the Soviet Union via Canada and other
suppliers. However, as Carr (2012) and Rid (2013) suggest, it is unlikely that an act of
computer intrusion and sabotage led to the oft-quoted incident involving the explosion
of the Siberian gas pipeline discussed in Reed’s At the Abyss (2005). Other disruptive
acts of supply-chain interdiction likely did happen and had an important impact on the
Soviet security services since they recognised not only that information technologies
might change the character of armed confrontation on the battlefield, but also that a more
technologically-sophisticated adversary could penetrate and disrupt the command and
control functions of the opponent, directly or indirectly, thereby creating effect in peace
time or in war. This reality became more daunting as information technologies became
more pervasive. (Warner, 2012, p.790) Indeed, distrust in US and Western information
and technologies and concerns relating to supply chain integrity would still be resonating
within the security services at the turn of the century.
6.3 Digital computers, Networks and the State

As discussed in Section 5.1 above, by the 1960s the computer had moved into the public
domain and by the 1970s had become a much sought after, albeit expensive, consumer
good. By the 1980s, computers were connecting across the globe and the information
they transmitted had become a commodity. These factors both enabled and accelerated
the thrust of globalisation. Coupled with the arrival of new actors on the international
scene – large multi-national companies and an ever-growing number of nongovernmental actors with different normative concerns – they once again raised
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questions about the role and relevance of the state in domestic and international affairs
as well as the relevance of borders and other traditional attributions of the territorial state.
Enter high politics
While questions relating to the monopoly of force (in the traditional sense) largely
remained unchallenged during the Cold War, information technologies and growing
interdependence enabled new modes of social behaviour, confounding states as they
struggled to respond. Rather than taming the power of the state however, the solutions
found to the new dilemmas tended to reinforce it.
By the end of the 1960s the inherent vulnerabilities in government networked systems
was no longer a subject to be discussed between computer and system security experts
but was slowly edging its way up the policy ladder to the realm of high politics. The
protection of private data became an increasingly central concern, with the US Congress
dedicating three days to hearings on ‘The Computer and Invasion of Privacy’ in July
1966. (Warner, 2012) Increasing reports of system vulnerabilities to criminal and
espionage activity and challenges of attribution with the added potential of escalation in
the coming years set the stage for one of the first fierce debates around how best to
guarantee civil rights while addressing national security concerns, the grammar of which
was influenced by the broader Cold War conflict.
For instance, in 1967, Bernard Peters, of NSA’s RYE system, responsible for handling
simultaneous inputs from a range of remote communications to the IBM cryptanalysis
computer (Project Harvey), concluded that absolute security was impossible in ‘a
multiprogramming system equipped with remote terminals’, warning that any sensitive
data introduced into the system would likely be compromised. (Warner, 2012) Willis H.
Ware of RAND Corporation and chair of the Defence Board Task Force on Computer
System Security seconded Peters’ position, adding that while securing a closed system
was feasible, attempting to do the same to an ‘open’ system would be impossible. In the
Task Force’s final report, he concluded that any person intending to introduce sensitive
information into a multiprogramming system should thus be fully aware of the risks
involved, for
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[b]y their nature, computers bring about a series of vulnerabilities. There are human
vulnerabilities throughout; individual acts can accidentally or deliberately jeopardise the
protection of information in a system. Hardware vulnerabilities are shared among the
computer communications system, and the consoles. There are software vulnerabilities;
and vulnerabilities in the system’s organisation (e.g. in access control, user identification
and authentication etc.). How serious any one of these might be depends on the sensitivity
of the information (classification) being handled, the class of users, the operating
environment, and the certainly on the skill with which the network has been designed and
the capabilities of the hackers attacking the system. (RAND Corporation, 1970, p.3)

The report noted how these vulnerabilities clustered into three types – accidental
disclosure, deliberate penetration and active filtration – applied both in industrial
environments handling proprietary information as well as government installations
processing classified information. At the same time, it cautioned that while the report
was only focused on military systems and networks, the issues also had a ‘civil’ side to
which the findings were relevant. (Ibid.) To this end it also suggested that in the most
restrictive of cases, ‘the network might have to be protected against all the types of
invasions which have been suggested plus many readily conceivable’, suggesting that
computer security would most likely have to depend ‘more on hygiene than hardware’.
(Ibid. pp.3-5) Before the Task Force produced its final report, Germany’s Der Spiegel
reported the infiltration of IBM’s subsidiary in West Germany by a Soviet spy,
exacerbating concerns relating to system vulnerabilities to remote intrusion and abuse by
insiders. (Der Spiegel, 1969) The article – which considered the enormous potential of
computer espionage as appealing to both the ‘enemy spy’ and competitive businesses –
also discussed questions of data security and presciently, data integrity. (Ibid.)
These were not the only concerns. Organised criminal groups, particularly mafia
structures and drug cartels were quick to take advantage of the new technologies for
money-laundering and other illicit purposes. They were also quick to grasp how
computers could be used for surveillance or counter surveillance, the latter leading - in
the US in particular - to the exercise of growing government authority over personal
information. (Kavanagh et al, 2013; Kavanagh, forthcoming) By the end of the decade,
the first computer crimes were registered, adding additional reasons for states to protect
data and IT infrastructure and guarantee law enforcement access. (Ibid; IEEE, 1970;
Warner, 2012)
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Important programming innovations such as the introduction of administrator privileges,
file system privileges and hashed passwords were important steps improving data
security. It was, however, the data encryption techniques emerging in the 1970s that
caught the government’s eye, ultimately placing the NSA in a policing role not only of
the country’s military networks but all government networks, a decision that was not
without controversy. Moreover, in the mid-1970s the NSA was accused of manipulating
the Digital Encryption Standard (DES) ‘to install a backdoor that would allow the NSA
to eavesdrop on Americans’. (Ibid.) The 1974 Privacy Act that emerged in its shadows
represented a first attempt to guarantee the confidentiality and privacy of all citizen data
in the hands of government.
In the 1980s, determining how to ensure data integrity and not just data security became
an additional concern. A number of false alarms followed by warnings of possible
escalation of the Cold War conflict in the event of remote penetration and data
manipulation placed the issue on the national security radar once again. The Reagan
Administration responded with NSDD-145 on National Policy on Telecommunications
and Automated Information Systems Security. (NSDD-145, 1984) The Directive noted
the blurring lines between traditional telecommunications and automated systems and
the risks that ‘virtually every aspect of government and private information is readily
available to our adversaries’, allowing ‘unfriendly governments and international
terrorist organisations easy pickings’.128 (Warner, 2012; Cavelty et al., 2008; Stoll, 2005)
Through the new Executive Directive, the NSA was once again given the central
responsibility for securing and policing all government networks, yet Congress
(influenced in no small part by a growing body of civil rights and privacy advocates and
business concerns) once again stepped in to question the wisdom of giving an intelligence
agency a broad role in securing federal networks. In the words of the Chairman of the
House Government Operations Committee, such a role would constitute ‘an
unprecedented and ill-advised expansion of the military’s influence in our society’. (Rep.
Jack Brooks (D-Tex.), cited in Warner, 2012, p.788)
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NSDD-145 was also influenced by a number of internal network breach simulations, as well as Stoll’s
accounts of infiltration of key defence and contractor networks by West German hackers, allegedly funded
by the KGB. (Stoll, 2005)
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The Directive propelled another serious round of hearings between 1985 and 1987 on
protection of private and government systems, eventually leading to the Computer
Security Act of 1987 which effectively split the responsibility for securing government
networks between the National Board of Standards (which would be responsible for
federal networks) and the NSA (responsible for national security networks). President
George H.W Bush signed the Act into law in July 1990. (NSD-42 ‘National Policy for
the Security of National Telecommunications and Information Systems’).
These developments played out largely in the United States due to its early embrace of
computing technologies, but awareness of the vulnerabilities quickly spread to most
countries. The tensions between privacy and security and the role of states’ security
institutions in policing IT networks were hardly reconciled, however, and have continued
to ebb and flow in consonance with perceived threats to public safety and national
security.
Politicisation of Networked Computing
As discussed in the preceding chapters, information technology had become an important
feature of international politics by the end of World War II. Chapter 4 highlighted how
satellite and other space-based technologies further accentuated perceptions of spacetime compression, their strategic and economic uses provoking much unease, particularly
amongst the newly independent states, zealously protective of their sovereignty. The
‘big science’ projects initiated during World War II and accelerated in its aftermath
cemented the relationship between states and scientific and technological research,
marking, ‘a new era of science and technology policy’ dominated largely by the US, yet
propelling a new form of ‘technological competition’ between states and groups of states.
(Mayer et al., 2014)
The period witnessed the establishment of a number of non-governmental defence
research institutes with close ties to government, enshrining the idea of the ‘competition
state.’ One such organisation - the UK-based Institute for Strategic Studies (today the
International Institute for Strategic Studies) established with ‘British members [and] US
finance’ - launched the well-known publication ‘The Military Balance’. Since the early
1960s, the latter has strived to examine the nature and size of military forces, military
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capabilities and defence economics, first with regard to the Communist and Western
blocs, then, since the end of the Cold War, some 171 countries. (The Manchester
Guardian, 1958) Shifts spurred by information technology increasingly figured in these
comparative assessments of states’ relative military power.
Individual states’ technological
progress was also captured and
published by a new and highly
influential

international

organisation - the Organisation
for Economic Cooperation and
Development

(OECD)

-

accentuating not only the idea
of the ‘competition state’ but
Figure 15 Berlin, 1987. 750th Anniversary Parade. Delegation of Erfurt
Computers from Sommerda. Source: Bundesarchiv

also the gaps between rich and
developing states. (Mayer et al.,

2014, p.10) The emergence of the OECD in the early 1960s coincided with greater
emphasis on science and technology within the UN and attempts to assert international
(and national) controls over research and development as a means to unbundle Western
monopolies and enhance economic development. (Bortnick, 1983, 1981) These
developments helped accelerate the pace with which technology and science became
entangled with geopolitical, military, ideological, economic and other forms of
competition between industrialised states on the one hand, and between industrialised
and developing states on the other, with possession of computers themselves and
moreover, the technological capacity to manufacture them, a signal of comparative
strength (See Figure 15 above).129
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This remains an important factor today, exemplified by the manner in which the media frequently
reports on China’s development of supercomputers and its concomitant waning reliance on US semiconductors. China’s heavy investment in semi-conductor development was spurred by the US
government’s export ban on all high-performance computer chips to China in April 2015, which viewed
the exporting of such technology as ‘acting contrary’ to American national security or foreign interests. In
June 2016, China outpaced the US in the number of supercomputers it had developed (167 to the US’ 165),
a significant leap since 2001, when it was reported to have none. (The Verge, 2016)
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Developing states - particularly the Group of 77 at the UN130 - linked this competitive
situation to the calls for a New International Economic Order (NIEO) discussed in the
previous case study (SIP 3); particularly the manner in which scientific and technological
research and development were managed. The large disparities between the developed
world, perceived to hold a ‘virtual monopoly’ over the technical application of science’,
were brought to light through a number of comparative studies which, according to one
UN official, demonstrated that ‘more than nine tenths of current scientific research [wa]s
being carried out in the developed world (…) - much of this for defence purposes or to
preserve market position’. (Bortnick, 1983)
In the 1970s, yet more challenges emerged marking new levels of discord between states
as well as growing distrust in transnational corporations. These challenges – influenced
in no small part by questions of sovereignty and territoriality - included the breakdown
of the Bretton Woods system of fixed exchange rates in 1971; the OPEC oil price row
and related energy crises; the Vietnam War; the Chilean coup implicating the US
transnational corporation, International Telegraph and Telephone Company (ITT); and
scores of bribery scandals involving other transnational corporations. (Sagafi-nejad and
Dunning, 2008; Ralphe Bunche Institute, 2009) Combined with the scientific and
technological issues discussed above and in Chapter 5, the effects of these events
increased demands for a reshaping of the international economic order, including the
nature of foreign direct investment, as well as more government controls over science
and technology, an integral part of the NIEO agenda. Moreover, for many states, the
growing interdependence that US analysts fomented dependence for many states on US
data products and services, the core symbols of the new information age, provoking a
range of sensitivities – many territorial in nature.
The Seeds of the Data Sovereignty Debate
In the 1970s, the new networked computing capabilities spurred the first debates on data
sovereignty. The extra-territorial storage of information and the privacy and security
implications of cross-border information flows were at the centre of these debates. As
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The Group of 77, a loose coalition of developing countries, was established with the intention of
promoting its members’ collective economic interests and creating a strengthened negotiating capacity
within the UN to counter that of developed countries.
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with satellite applications, the issues were complex and shifted depending on the
character of the concerns affecting the state or groups of states contesting the issues. A
US Senate hearing on transnational data flows identified the core of the challenge.
Information had been transformed into a commodity, ‘a marketable, transferable,
exportable commodity – a commodity for production, sale and consumption in which
more and more of us are engaged every day.’ (Eger, 1978) The reality that the value of
information was shifting, with the computer representing a core symbol of the
‘information age’ and that the locale in which information was kept could be removed or
transformed and the information stored therein, manipulated, was revolutionary. So too
was the fact that information was now accessible from huge distances, and transmittable
into different areas or jurisdictions. Yet in many instances the perceived unbounded
nature of the information revolution translated into ‘a country’s desire to control its own
information resources and the advantages flowing therefrom’. (Trotter Hardy, 1983)
A number of developed countries (Austria, Brazil, Canada, Denmark, France, Germany,
Japan, Norway, Sweden) responded to these new concerns through national studies (for
example, the Clyne Committee Report on the Implications of Telecommunications for
Canadian Sovereignty), resulting in the adoption of a number of domestic data protection
measures restricting the information that could be sent across borders, even establishing
monitoring mechanisms to ensure compliance.131 Many states (for example, the Nordic
countries) applied these measures principally as a means to guarantee the privacy,
security and confidentiality of citizens’ information flowing across national borders and
stored in third countries, erecting institutions such as Data Inspection Boards to oversee
compliance with national regulations.132 Evidently strategic economic concerns
underpinned many of these measures, but privacy and other related human rights
concerns remained central. In France and Canada, privacy and related concerns were also
key to some of the domestic measures adopted, yet they were also coloured by cultural
sovereignty and economic dependency concerns. In the former, the acuteness of these
concerns, linked closely to the cultural dilemmas provoked by direct broadcasting
discussed in Chapter 5, was captured by one high-level official who warned that extra-
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By 1978, some eighteen countries had adopted or were about to adopt privacy or data protection laws
and a number of other countries were contemplating the adoption of legislation on data security and
confidentiality.(Lehman, 2009)
132
Sweden was the first country to pass a data protection act in 1973.
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territorial storage could result ‘in a national self-perception of impotence, an inability to
effect one’s vital choices, and the effective erosion of one’s political sovereignty’.
(Gottlieb et al., 1974) The government proceeded to enact more than one hundred statutes
prohibiting the export of certain types of information and regulating how and where it
should be stored. (Trotter Hardy, 1983) In France, the sentiment was similar albeit more
urgent. Still projecting itself as a major European power and protective of its interests
and those of the broader European project, it was frustrated by its technological lag, as
well as continuing trade restrictions imposed by the United States via COCOM. (Eger,
1978; FRUS) Representing France at an OECD symposium on trans-border data flows
held in Vienna in 1977, Louis Joinet, French Magistrate of Justice, stressed the power –
economic and other – inherent in information:
information has an economic value and the ability to store and process certain types of
data may well give one country political and technological advantage over other
countries. This in turn may lead to a loss of national sovereignty through supranational
data flows’. (Eger, 1978, pp.1065–1066)

France too, adopted data protection measures, some of them quite controversial in their
original intent, but later watered down to allay domestic privacy concerns. (Hondius,
1980; Zimmerman, 1982)
Beyond the West, more authoritarian states such as the Soviet Union and China were
equally confounded by the policy dilemmas posed by the seeds of interdependence and
globalisation, as well as those enabled by increasing computational possibilities (as well
as personal telephones and fax machines). Should they join the foray and become
information societies as was becoming the norm in the West? Threatened by the power
inherent in such technologies and what the latter meant for their own political survival;
fully aware of their dual-use nature and how they could be leveraged for subversive and
military purposes; and mirroring many of the fears that had manifested themselves in the
UN General Assembly debates over direct broadcasting and remote sensing, these states
attempted instead to seal their societies off from such developments, and continued to
pursue industrial development without employing major advances in information
technology, save for broader military purposes. (Saunders, 2009; Peters, 2009)
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COCOM export restrictions played into this situation, since many of the the basic
technologies required to develop an IT base in modern societies were (officially)
inaccessible to these states. Furthermore, concerns about the destabilising potential of
the new tools were accentuated by the fact that many of the Eastern bloc countries were
developing a taste for the free flow of information, facilitated in part during the latter
decade of the Cold War by the ‘most-favoured nation’ policies emerging from COCOM,
which allowed certain information technologies to be exported to certain Eastern Bloc
countries.133 Rather than following Soviet rules, these countries began experimenting
with the new information regimes. For Saunders, this was reflected in Hungary’s
‘goulash Communism’ and ‘the residual effects of Bonn’s Ostpolitik on the DDR,’ all of
which helped pry open an interstice between the open information regimes of the West,
and the ‘hermetically sealed’ regimes of the East, through which seeped a flood of texts
and transmissions. For Saunders, Soviet and Chinese information technology policies
effectively created a massive geopolitical divide between a ‘First World,’ where
computers and other information technologies were embraced with entrepreneurial zeal
across all sectors and information flowed (relatively) freely, and a ‘Second World,’
where ‘typewriters were registered with the secret police, fax machines were potential
enemies of the state, and Xerox was a dirty word’. (Saunders, 2009, p.4)
As evidenced above, however, in between these ‘first’ and ‘second’ worlds lay another
reality in which information did not flow as freely as posited by Saunders. In developing
countries, the issues that had emerged around the new capabilities were equally complex.
For many of these states, barriers to the free flow of information were viewed as key to
the protection of sovereignty, which they saw threatened by the absence of an indigenous
technological infrastructure and the capacity and resources to develop one. Critical
economic, political and security information was at risk from external (and increasingly,
internal) forces, thus the imperative to establish barriers to information flows.
As transnational information flows increased, developing countries increasingly
perceived and positioned themselves in international fora as information technology
‘have-nots’. (Bortnick, 1981, 1983; International Commission for the Study of
Communications Problems, 1980) As with satellite technologies, the absence of the
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The ‘most-favoured nation’ policy was strongly opposed by European states.
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technological infrastructure and knowledge/skill base necessary to develop their own
indigenous research, foment development and local innovation represented a significant
obstacle to integrating modern communications and data processing systems into their
own unique environments. It also risked accentuating the existing ‘serious imbalance in
the distribution of economic control’. (Bortnick, 1981) This reality represented a
formidable obstacle to participation in the globalising economy and dependency was
likely to increase. Support in the form of development assistance from developed
countries was virtually non-existent, veiled often in a rhetoric that stressed the IT-related
needs of these same countries, yet failing to include any practical IT-related assistance
in foreign/development assistance programmes, most of which remained highly
paternalistic and focused on ‘basic needs’. (Laskin and Chayes, 1975) As a response, a
trend developed whereby many developing countries, particularly those with an incipient
IT base, implemented a number of measures - national information plans or policies,
legislation and regulations - to enable the emergence of indigenous data processing and
telecommunications industries. (Bortnick, 1981) To the dismay of many nations (and
increasingly outspoken citizens), the erection of barriers to the free flow of information
became a norm propagated across a growing number of countries used not only to counter
such externalities but also to control domestic behaviour that ran counter to government
or elite interests.
For example, in Brazil, where relations between the military dictatorship and the United
States were at an all time low, the government took the issue further by basically
imposing controls over the information itself (i.e., the content). (Fico, 2008) To this end,
the Brazilian government reverted to some of the age-old censorship practices the
European powers had instigated around the telegraph, establishing physical police
censors at major post offices to intercept incoming publications which might contain
information ‘contrary to the public order’ or ‘run counter to morality and good standards
of behaviour’. (Eger, 1978) It also applied controls to processing means by restricting
computer purchases by private companies, adopting a highly restrictive national
information policy centred on procuring sufficient computer equipment so Brazil would
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become self-sufficient in the fields of computing and information processing.134
(Bortnick, 1981)
Within a short space of time, many of these domestic level controls were pushed to the
international level where once again states leaned on international regimes to attain their
objectives. Many of these steps led to significant tensions. They nonetheless allowed for
a much deeper appreciation of many of the concerns at the heart of states’ actions, some
of which could be accommodated through new arrangements. Many however, remained
unresolved.
6.4 Computing, Networks and the Emergence of New International Regimes

One of the core objectives of developing countries was to harness the benefits of the
information revolution and modern information technology without increasing their
dependency on the developed world. As with satellite communications, related concerns
were tightly linked in international politics to heated discussions over the ‘New World
Information and Communications Order’ (NWICO) and ‘New International Economic
Order’ (NIEO) discussed in Chapter 5, the centre of gravity of which became the United
Nations. More specifically, new regimes relating to IT infrastructure and transnational
data flows and storage emerged largely within the UN General Assembly and UNESCO,
where new bodies were established, for instance, UNESCO’s International Program for
Development of Communications (IDPC), the United Nations Commission on
Transnational Corporations (focused inter alia on capacity building for developing
countries), the somewhat obscure Intergovernmental Bureau for Informatics (IBI)135 as
well as some of the bodies referred to in Chapter 4 (including COPUOS and the ITU)
(See Table 3, pp.197-198)
Again, these developments reflected the urgency of the issues at hand and the importance
of questions of sovereignty in both framing and resolving them. Although their urgency
was diluted as the Cold War came to a close and priorities shifted, it continued to simmer.
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Already in 1975, Brazil is reported to have been investing some USD 275 million per annum in
procurement of computer equipment.
135
The IBI was established under the auspices of the United Nations and UNESCO in particular via
Resolutions 22(III) of 3 October 1946; 160 (VIII) of 10 August 1948; 318 (XI) of 14 August 1950; and
340 (XIII) of 24 August 1951 under ECOSOC.
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This urgency would pick up tempo again in the mid-1990s, as information technologies
and their means of transmission were enhanced and liberalised for commercial purposes
and new actors with a stake in the technologies and their strategic and tactical advantages
or vulnerabilities emerged onto the international scene.
Collectively, these measures were viewed by many in the US as an excuse to impose
obstacles or non-tariff barriers to free trade and tame US technological advantages, (Eger,
1978; Laskin and Chayes, 1975) leading to accusations of protectionism from a range of
public and private actors. (US House of Represenatives, 1980) At the same time, the new
technologies and the data links they enabled brought both direct and indirect financial
benefits, allowed the management of inherently international activities and enabled
international cooperation and coordination, all of which contributed to an increasingly
interconnected world. Efficient, effective and economic in character, data processing,
transmission and storage services were also critical to a growing number of other
domestic and transnational activities such as news, health, education, agriculture,
manufacturing, transportation, marketing, credit, banking and finance, accounting,
insurance and law enforcement. Moreover, erecting obstacles to the free flow of
information would contravene the very principle states had endorsed through a number
of earlier declarations, resolutions and conventions. As with satellite applications, the
issues were complex and shifted depending on nature of the concerns affecting the state
or groups of states contesting the issues.
Importantly, these competing concerns, coupled with growing concerns regarding
privacy and personal data, led to an OECD report tabling guidelines and principles on
transnational data communications and privacy protection in an attempt to reconcile two
core yet competing issues: how to guarantee privacy and the free flow of information
while also attending to public safety and national security concerns.136 (OECD, 1980)
The Guidelines and related principles, amended in 2013 in consideration of internetrelated developments, also encouraged transnational data flow between countries
136

The 1980 OECD guidelines were divided into five parts including: Basic Principles of National
Application (covering: collection limitation, data quality, purposes specification, use limitation, security
safeguards, openness, individual participation, and accountability); Basic Principles of International
Application (covering: free flow of information and legitimate restrictions); as well as questions relating
to National Implementation and International Cooperation. OECD Guidelines, annex to the
Recommendations of the Council of 23 September 1980: Guidelines Governing the Protection of Privacy
and Transborder Flows of Personal Data.
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observing the guidelines. They were followed closely by a Council of Europe Convention
for the Protection of Individuals with Regard to Automatic Processing of Personal Data
(Council of Europe, 1981), while efforts to resolve some of the more protectionist
practices by states were channelled through the General Agreement on Tariffs and Trade
(GATT).
These international regimes did not resolve many of the issues at the heart of states’
competing agendas on data flows – many of which have once again raised their head.137
If anything, they at times exacerbated them. (Eger, 1978; Hondius, 1980; Zimmerman,
1982; US House of Represenatives, 1980) Moreover, both human rights and trade
regimes increasingly appeared to be poor foundations upon which to appeal against
measures taken to interfere with the free flow of information. As discussed in Chapter 4,
while the Universal Declaration on Human Rights and the International Covenant on
Civil and Political Rights guaranteed the core principles discussed above, in the same
breath they legitimated state interference under the age-old contexts of national security,
public order and related concerns, which should be provided for in domestic law.
(UDHR, Art. 29; ICCPR, Art.12) Meanwhile, the emerging trade and economic
development regimes supported the existing principles of non-interference.
The period also saw the increasing politicisation of core technical organisations such as
the ITU. Mandate creep; issues pertaining to membership, voting rights and voting blocs;
the lingering effects of colonialism;138 and a number of extraordinary items relating to
conflicts on the periphery of the Cold War confrontation139 pushed onto its agenda were
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Data protection regimes have evolved significantly since the 1970s although guided by many of the
same principles. For example, in the European Union, data protection is currently governed by the Data
Protection Directive (95/46/EC) which has been implemented by domestic legislation in each of the 28 EU
member states and members of the European Economic Area (EEA). Broadly, the Directive protects
individual data subjects by placing restrictions on the processing (holding, collecting, using or disclosing)
of their personal data (any information relating to an identified or identifiable natural person). Obligations
under the Directive apply to data controllers, who determine the purpose for which personal data is
processed, but not to the data processors who process data on the behalf of an instructing data controller.
The Directive is due for reform inline with a new General Data Protection Regulation (GDPR) in 2016.
Evidently, more recent developments, including the 2015 European Court of Justice ruling on the Safe
Harbour agreement, will influence any further reforms of data protection regulation.
138
Portugal and South Africa were expelled following a majority vote by developing states. This action
was followed by the cancellation of ITU membership of British, American, Spanish, French and
Portuguese territories. (OTP staff study, cited in Eger, pp.1101-1102)
139
For example, the reported sabotage by the Israeli Defence Forces (IDF) of Lebanese cables in 2006.
(Lehman, 2009; Ynet, 2009)
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just some of the issues that reshaped the organisation into a much more political body
decades before the internet became a global bone of contention.
Regardless, the regimes that emerged around data flows during the period provided
much-needed channels for debate at a crucial time in world history and placed some of
these core issues on the international agenda. The issues and the processes that emerged
around the technologies and their applications or uses also confirmed the role of new
actors such as multinational corporations, technical and academic experts as well as nongovernmental human rights and public interest organisations on the international political
stage, either directly or indirectly involved in debates around information technologies
and sovereignty-related issues.
Meanwhile, however, and against the background of these tense negotiations over
civilian applications of the new computing capabilities, concern was also increasing with
regard to the military applications discussed in section 6.2 above. These concerns
accelerated towards the end of the 1980s, sowing the seeds of the tense diplomatic battles
over ICTs in the context of international peace and security that have emerged in recent
years. (Kavanagh et al., 2014)
A New Regime Emerges: Information Technologies and International Security
In September 1988, during an official visit to the Soviet Union for extensive talks with
Soviet leader Mikhail Gorbachev, US President Ronald Reagan was invited to address
students and faculty of the Moscow State University.140 Reagan used the opportunity to
extol the virtues of the computer and the ‘little computer chip’ as the core symbol of the
information revolution. The world he stated, was comparable to ‘a chrysalis, emerging
from the industrial era’, in which ‘the economy had been confined to and limited to the
world’s physical resources’ now shifting into an information era ‘in which there are no
bounds on human imagination and the freedom to create is the most precious natural
resource’. (Reagan, 1988)
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The Moscow summit was the forth in a series of key summits launched in 1985 to expand political
dialogue between the two nations.

221

By the time the Cold War had moved toward its largely unexpected end, states (and
increasingly citizens) were more than aware of what the human imagination could do
with the ‘little computer chip’ and other related technologies. There was a serious risk
that the quantitative arms race that had marked the rhythm of the super-power rivalry
during the Cold War would be replaced by a new kind of geopolitical rivalry centred on
the ‘qualitative improvement’ and greater accessibility of weapons, on the one hand, and
the strategic uses of information technologies by the more technologically advanced
states to attain foreign policy goals on the other. In addition, the increased value of
information technologies for military purposes was becoming increasingly difficult to
delink from the increasingly intense politicisation of information technologies at the
international level, and the growing use of IT to achieve political aims. The tense
contestation that emerged around the technologies enabling the connection of all forms
of public and private services as well as trans-border data flows confirmed this process
of politicisation, while the increasingly central role information technologies played in
military applications during those same decades helped cement it. As computing,
networking and precision technology became more sophisticated, a number of states
began to voice concerns over what they saw as a looming threat to the supposedly new
post-Cold War security environment: the leveraging of these capabilities by both state
and non-state actors to enhance weapons systems.
As yet another harbinger of what was to come in the post-Cold War years, in 1988 – just
six months after Reagan gave his speech at Moscow State University – the government
of India tabled a draft resolution on the Role of Science and Technology in the Context
of International Security and Disarmament. (UNGA A/43/77, 1988)141 Undoubtedly
aware of the growing centrality of information technologies to Soviet and US military
doctrine, the UN resolution - adopted on 7 December 1988 - highlighted concerns
regarding ‘the existing potential in technological advances for application to military
purposes, thus escalating the level and sophistication of armaments’ and posing a threat
to the security environment’. It called for efforts ‘to ensure that scientific and
technological developments are not exploited for military purposes but harnessed for the

ts and optical communications.
141
The Resolution was adopted with a recorded vote of 129 in favour, 7 against with 14 abstentions.
Interestingly, the Soviet Union was among the states that abstained.
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common benefit of mankind’. To this end, the UN Secretary-General was requested to
‘follow future scientific and technological developments’ in five specific fields,
including in the field of information technology,142 and ‘evaluate their impact on
international security (…)’. Member states were also invited to monitor and evaluate
such developments and report back to the Secretary-General. Moreover, the Resolution
placed an item entitled Scientific and Technological Developments and Their Impact on
International Security on the UN General Assembly agenda, calling for the presentation
of a more detailed report on technology and international security at the UN General
Assembly in 1990. In addition to member states’ input, the report was to be developed
on the basis of a high-level conference held in Sendai, Japan in April 1990 entitled ‘New
Trends in Science and Technology: Implications for International Peace and Security’,
at which scientists, strategic analysts, arms limitation/disarmament experts, politicians
and diplomats from over 20 countries addressed issues in the five specific fields of
technology. The conference took place just after the collapse of the Soviet Union.
This 1990 report was both exhaustive and significant in that it placed emphasis on the
‘equitable distribution of existing technologies’ as the basis for the new vision of
collective security, then the centre of discussion in policy circles. In particular - and with
much prescience - it forecast the difficulties the international community would confront
in the coming period in terms of managing the diffusion of political, scientific and
technological power, stressing that
the international community is not well postured to deal constructively with some of the
disruptive side-effects stemming from the diffusion of science and technology throughout
the world. It is no small irony that the very distribution of technologies that we want to
encourage may also give strength to certain forces which we wish to suppress - notably
terrorism, subnational violence, drug-trafficking, ethnic and religious intolerance, and the
associated pathologies of our time. (UN Dept. for Disarmament Affairs, 1990)

Another important and equally prescient issue discussed at the conference and included
in the report to the UN General Assembly included the inherent dualities of technological
progress, and the difficulty of neatly separating civilian and military applications and
their potential to be used for both defensive and offensive purposes. While the latter, it
was suggested, can open the door for international cooperation, it also makes such co142

In addition to information technology, the other four areas covered in the report included: nuclear
technology; space technology; materials technology; and biotechnology.
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operation more difficult to achieve, triggering both suspicion and reciprocity among
states. Indeed, modern technologies were ‘outpacing the political process of seeking
security at lower levels of armaments and armed forces;’ while not ‘responding in
directions that support the consolidation of [post-Cold War] political developments’.
There was a real risk that modern technological advances would hinder rather than help
the pursuit of international security. (Ibid.)
Moreover, it was in the area of information technology that the greatest challenges were
identified by the experts, not least due to the pervasive effects of the technology vis-àvis the other four studied at the time (nuclear, space, bio- and materials technology).143
Indeed, even though information technologies were accepted as positive enablers of
economic growth and interdependence, the report warned that IT was also helping
militaries improve their command and control structure by acting as a ‘force multiplier’,
enabling rapid reconnaissance for offensive action across all strategic domains,
increasing the accuracy of weapons, and leading to the use of artificial intelligence by
the military. Underpinning advances in materiel, space, nuclear and bio technologies,
information technology had become ‘the centre of (…) technological change’. (Ibid.)
As yet another harbinger of what was to befuddle international politics further over the
coming decades, the report and related General Assembly Resolution stressed the links
between international security and development and the fact that ‘the dependence of
nations on [information] technology makes them vulnerable either to disinformation or
to direct action against communication links’.144 Developing countries were identified as
being at risk were they to fall behind (or rather, fail to catch up with) these technological
developments, and miss out on the information revolution as they had the industrial
revolution. After all, so goes the report, ‘security lies in access to information.’ (Ibid.,
para.70, p. 18)

143

According to the OECD, for a technology to have pervasive effects (i.e. characteristics of the technology
favouring or retarding diffusion), it should: a) generate a wide range of new products and/or services; b)
have applications in many sectors of the economy; c) reduce the cost and improve the performance of
existing processes, products and systems; d) gain widespread social acceptance with minimal opposition;
and e) generate strong industrial interest based on perceived profitability and competitive advantage.
(OECD, 1988)
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The stage had been sent for the new IT-related regime relating to international peace and
security that a post-Soviet Russia would table with the backing of a still Communist (yet
economically capitalist) China just a few years later, as both countries (as well as
numerous others) strove to respond to the strategic, geopolitical and domestic challenges
posed by the information technologies underpinning both the RMA and the information
revolution reshaping societies across the globe.
--Concluding Remarks
This case study discussed the emergence of computers and networks against the
backdrop of the latter decades of the Cold War. Digital computers and networks were
proposed as a fourth strategic inflection point due to their unprecedented capacity to
capture, process and relay information over land and across the sea at equally
unprecedented speeds, and, for the first time, permit remote access to stored data and
enable system integration on the battlefield. Both spatial and time considerations
suggested not only an ever-shrinking world, but also a weakening of of borders, a core
feature of territorial sovereignty.
Military Adaptation of the new technologies produced important reciprocal effects,
which remained grounded in geopolitical and territorial realities. Indeed, like satellite
technologies, their development and dispersion was accelerated by, and became a core
enabling feature of, the strategic arms race. Their uses suggested important
transformations in the character of military organisation and structure, enabling, for the
first time, battlefield integration. Their application to weapons significantly enhanced the
qualitative dimension of the means of conventional warfare. Combined, these factors laid
the seeds for new forms of warfare both in physical spaces and within the electromagnetic
spectrum. The possibilities of networked computing brought IT ever closer to
calculations of military power, shaping a growing [mis]perception that technologically
sophisticated states would be guaranteed victory on the battlefield. Access to the
technologies added an additional feature to the Cold War strategic competition between
the US and the USSR, exemplified in the Soviet Union’s attempt to meet the US
advantage in digital computers in the latter half of the Cold War, the character and scope
of IT-related export controls and levels of industrial espionage.
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New modes of social behaviour were quick to emerge around the technologies, with
states responding through the exercise of authority or control. The advent of networked
digital computers saw the first instances of hacking and computer crime. These new
modes of social behaviour were initially viewed as public safety concerns, leading to
some of the first domestic legal regimes governing computer crimes. Concerns quickly
escalated up the policy ladder to constitute national security threats framed by Cold War
considerations, thus bolstering further state interest in exercising authority and control
over the technologies.
The commercialization of digital computers and networks during the Cold War also
induced a strong reaction in states.

The new information processing and storage

capabilities lead to important shifts in public and private sector organisation, while also
promising important progress in global economic development. Yet, as with satellites,
US dominance of the market and the effects of key commercial applications of the
technologies and the increasing commoditisation of information stirred territorial,
cultural and economic sensitivities, rapidly leading to the politicisation of the
technologies at the international level, amplified by the protests of developing states
about a growing digital divide between the developed and the developing world.
Once again, the military, economic and socio-political effects of the new technologies
compelled states – both new and old – to seek new accommodations through
international regimes. As with satellite technologies, discussion focused on contentious
and contradictory concepts and principles such as as free flow of information, equitable
access, resource sovereignty, extra-territorial liability and responsibility for IT
infrastructure, prior consent, data protection and digital independence. These
negotiations remained tied to developing countries’ efforts to bolster and protect their
newly acquired sovereign rights. Domestic and international efforts to protect the privacy
rights of citizens from the effects of globalized systems became enmeshed in states’
efforts to participate and compete in the global economy on a more equal footing and
efforts to defend systems for national security purposes or restrict exports of the same
technologies to the Soviet bloc. Important accommodations were reached on many of
these issues with existing and new regimes providing important channels for discussion
and negotiation. Yet the informal rules of the Cold War struggle continued to shape
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positions and interests, with tensions around core norms and principles left unresolved,
many of which still reverberate today.
The last study - Strategic Inflection Point 5 - is centred on the post-Cold War years, in
which the growing sophistication of the technologies discussed above and in Chapter 5
converged with the collapse of communism and mass liberalisation of the world’s
economies to constitute a fifth inflection point in information technology development.
The effects of the technologies and societies’ growing dependency on them represented
a major shift in both military and civilian affairs, the results of which led once again to
their rapid politicisation and efforts to seek new accommodations.
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Table 3 SIP 4 IT-Related Regime Complex

SIP 4
digital computers and networks
IT-REGIME COMPLEX
REGIME TYPE
International
Law
(Treaties and
Conventions
Core
Resolutions)

Treaties and Conventions
UN Convention on the Laws of the Seas, 1982 (cable infrastructure in non-territorial
waters)
Convention on Liabilities, 1977 (jurisdiction)
Treaty on Outer Space, 1967
UN Convention on Civil and Political Rights, 1965 (Art. 19)
Geneva Convention on the High Seas (1958)
UN Declaration on Human Rights, 1949 (Art. 19)
Geneva Conventions, 1949 & additional protocols
UN Charter, 1945
Hague Conventions, 1907
Convention on the Protection of Submarine Cables, 1886
Key Resolutions and Declarations
UN General Assembly Resolution on the Role of Science and Technology in the
Context of International Security and Disarmament. (A/43/77) 1988.
Helsinki Act of the Conference on Security and Cooperation in Europe, 1975
UN General Assembly Declaration on the Principles of International Law
Concerning Friendly Relations and Cooperation among States in Accordance with
the Charter of the United Nations (A/RES/25/2625), 1970
UN General Assembly Declaration on the Inadmissibility of Intervention into the
Domestic Affairs of States (A/6014), 1965
UN General Assembly Resolution on Permanent Sovereignty over Natural
Resources, 1952
ECOSOC’s 1948 UN Conference on Freedom of Information and the resulting
resolutions and conventions
UNESCO Constitution, 1946 + ECOSOC 1948 UN Conference on Freedom of
Information and resulting resolutions and conventions
UN General Assembly Declaration on Freedom of Information and Resolution 59
(1), 1946

Principles and
Norms

Free flow of information (GA Resolution + UDHR)
Freedom of expression and opinion (GA Resolution + UDHR)
Privacy (GA Resolution + UDHR)
Prior consent
Data sovereignty
Bodies of Principles
Council of Europe Convention for the Protection of Individuals with Regard to
Automatic Processing of Personal Data, 1981.
OECD Guidelines and Principles on transnational data communications and privacy
protection, 1980 (updated, 2013)

Case Law

ICJ Ruling Corfu Channel Judgement, 1949 (+ Trail Smelter Case 1938 and 1941;
US vs. Iran (1980) (state responsibility)
ICJ Ruling Nicaragua vs. United States, 1986 (state responsibility)

Government
Commissions/
Expert Groups/
Programmes

Global Commission on Communications Problems (leading to the Report on New
World Information Order – the McBride Report), 1977
United Nations Commission on Transnational Corporations, 1974.
United Nations Committee on Science and Technology for Development, 1971.
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United Nations Advisory Committee on the Application of Science and Technology
to Development (ACAST), 1963
Export Control
Regimes
Human Rights
Regimes

Computer
Regimes
Telecoms
Regimes
IP Regimes

COCOM (export controls)
UDHR
ICCPR
ICESCR
UNESCO
Intergovernmental Bureau for Informatics, 1951 (former International
Computational Centre, ICC established in 1946).
International Telecommunications Union (ITU)
WIPO, 1970 (former BIPRI)

Infrastructure
Regimes
Trade Regimes

International Cable Protection Committee (ICPC), 1967 (formerly Cable Damage
Committee established in 1967) – mixed private/state
GATT

Mixed or NonGovernmental
Organisations
(re. internet
policy,
standards etc.)
Conferences

IEEE - 1963 (merger of American Institute of Electrical Engineers (AIEE) and
Institute of Radio Engineers (IRE))

Other

UNESCO - NWIO
ITU Plenipotentiaries
UNESCO International Program for Development of Communications (IDPC)
International Bureau for Informatics (established by UN ECOSOC)
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CHAPTER 7.
STRATEGIC INFLECTION POINT V

the ‘cyber’ years

Introduction

New York, Thursday 8th January, 2015. UN Secretary-General Ban Ki Moon is making
his annual address to the General Assembly outlining the organisation’s core policy
priorities for the year ahead. Cybersecurity was one of the policy priorities identified. ‘A
future catastrophe’, he warned, ‘involving the financial or health systems, key urban
infrastructure or deadly weaponry is not hard to imagine. As with so many other aspects
of life in an interdependent world, we should not wait until a crisis is upon us to forge a
response (…)’. (Ban Ki-Moon, 2015)
Almost twenty years earlier, in Geneva, Switzerland, John Perry Barlow released his
renowned ‘Declaration of the Independence of Cyberspace’ in which he warned:
‘Governments of the Industrial World, you weary giants of flesh and steel, I come from
Cyberspace, the new home of Mind. On behalf of the future, I ask you of the past to leave
us alone. You are not welcome among us. You have no sovereignty where we gather’.
(Barlow, 1994)
It is unlikely many of the representatives of the weary giants of flesh and steel gathered
in New York in January 2015 had ever heard of Barlow and his declaration. And if they
had, they would have either noted many of the contradictions and inconsistencies in his
declaration, or viewed it as a naïve gesture by an equally naïve ‘techie’ out of synch with
reality. But digital libertarians such as Barlow truly believed that cyberspace particularly the decentralised network of networks constituting the internet - should
remain free of state involvement. And for a very (very) short time, visions of an
unbounded information society suggested a very different future to the one that had
become a reality by the time Ban Ki Moon was urging states to respond to the challenges
emerging around cyberspace. Indeed, by 2015 the vision of an unbounded information
remained just that: a vision. Not only had modern societies become highly dependent on
information technologies, requiring a significant amount of regulatory and normative
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nuts and bolts, but information technologies had become central to military doctrine and
strategy. States were no longer disputing amongst each other whether sovereignty
applied to cyberspace, but rather how.
--The end of the ideological conflict between the two superpowers and the emergence of
a new international arrangement - a liberal democratic order - frames this fifth strategic
inflection point in IT development. Section 7.1 discusses the technologies and concepts
involved and how the lightning growth and spread of the technologies underpinning
cyberspace (or the technological substrate of society) were enabled by the shift to the
new order and intense market liberalisation. Section 7.2 discusses how the 1991 Gulf
War served as the initial booster for this fifth strategic inflection point when the strategic,
operational and tactical value of the information technologies discussed in Chapter 6
were put aptly on display, giving the impression that a revolution in military affairs was
in the making. The section assesses how, in spite of the failures of the military
interventions of the subsequent decades, information technologies and information
dominance have remained a central feature of military transformation and strategy, the
pace and tone of change paradoxically driven by growing dependency on the same
technologies. Combined with a number of other factors, the centrality of IT and
information to military strategy provoked reciprocal reactions (to which industrial
espionage once again became a core feature) among those new friends and former foes
that had, ironically, been a principal object of the liberal democratic agenda. Section 7.3
discusses the implications of these and a range of other developments – for instance,
criminal and terrorist use of cyberspace and IT, noting how the combination of their
effects have lead to increasing authority and control by states over cyberspace. The final
section – 7.4 – discusses the intensification of political debate around cyberspace, the
arrangements sought in response and their implications.
7.1 The Technologies and Their Dispersion

New developments in the field of computing, networking and mobile telephony
emerging as the Cold War conflict was drawing to a close were again transformative.
Building on the technologies discussed in Chapter 5, computing capacity was
dramatically increasing in line with reducing costs. The implications for all of society not just states, their militaries and private enterprise - were significant.
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The commercialisation of the internet in the mid-1990s within the framework of intense
market liberalisation provoked significant changes, leading to the rapid consolidation of
the internet - a collection of interconnected networks using the Internet Protocol which
allows them to function as a single, large virtual network - as a powerful platform,
transforming communications, the manner in which business is conducted and the way
key public services are both run and provided. It also shifted the foci of innovation from
military to business and consumer technology, a process already initiated in the 1970s,
but which accelerated in the early 1990s.
By the mid-1990s, to a large degree, the software and hardware and other related
applications and gadgets openly available on the market had become more sophisticated
than many military assets, creating a new reality in which military technologies ‘absorb
advanced technologies from the commercial sector instead of the other way around, a
switch from the old model of “spin off” to the new one that some people call "spin in."’
(Chapman, 2003, p.4) The latter allowed expansion in the range of technologies relevant
to military affairs and allowed the military to take advantage of privately-funded research
and development at a much lower cost. It also meant that the lines between military and
civilian systems became increasingly blurred, opening both up to significant
vulnerabilities.
Briton Tim Berners-Lee’s invention of the world wide web was a particular driver of
society’s increasing digital dependency. Building on developments in the 1970s and
early 1980s, Berners-Lee penned ‘Proposal for a Hyper-Text Project’ in 1989, originally
intending to enhance communication within his own organisation, the European Centre
for Nuclear Research (CERN). Realising the potential of what he was suggesting, he and
Belgian computer scientist Robert Caillilau, proposed using hypertext ‘to link and access
information of various kinds as a web of nodes in which the user can browse at will’.
(Berners-Lee and Caillilau, 1990; Flichy, 2007) The ultimate breakthrough came when
Berners-Lee linked the world wide web software and the internet, ‘using a HyperText
Markup Language (HTML) for describing documents and language with a HyperText
Transfer Protocol (HTTP) for managing and transferring them’. The documents were
then placed in servers with a Uniform Resource Locator (URL) and, within a short space
of time, the software was circling the internet. (Ibid.) Berners-Lee subsequently founded
the first site - the World Wide Web Consortium (W3C) - at MIT’s Laboratory for
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Computer Science (MIT/LCS) with support from DARPA.
Significant improvements followed in delivery technologies including satellite and
mobile telephony and importantly, the emergence of third and fourth generation fibre
optic cables.
The latter was a significant step in technological innovation. The earlier submarine
electric telegraph cable discussed in Chapter 4 had been rendered obsolete by wireless
radio. However, the development of coaxial cables in the 1930s led to the emergence of
transnational submarine telephone communications, which increased in sophistication
and scope in subsequent decades due in large part to important advances in design and
laying technologies. They soon faced competition from satellites not least since the latter
had broader reach and much lower costs. The last submarine telephone cable laid
between India and the UAE in 1986. It was the earlier discovery by Kao and Hockham
of fibre optic in the mid-1960s and related developments in the 1970s and 1980s that
would return submarine cables to their earlier glory. Indeed, once the first trans-oceanic
fibre optic cable linking the US, the UK and France was installed in 1988 it quickly ‘outperform[ed] satellites [in terms of] volume, speed and economics of data and voice
communications’, there was no turning back. (Davenport, 2015, p.61) And if there had
been any doubts, these were quickly quashed as the internet - commercialised just under
a decade late – demonstrated the value of the cable technology.
Beginning

in

1992,

networking capacity doubled
every couple of months until in
2006, a bit-rate of 14 Tbit/s
was reached over a single 160
km

line

using

optical

amplifiers (Figure 16). Today,
some 299 cable systems are
currently

active,

under

construction, or are expected

Figure 16 Change in submarine cable technology and capacity. Source: ICPC
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to be fully-financed.145 (Telegeography, 2015) Already by 2004, some nine million
messages and approximately USD 7.4 trillion a day were traded over cables – some
traversing entire oceans - transmitting data between 208 countries. A decade later, 95
percent of the world’s telecommunications flows across the global submarine cable
infrastructure, thus rendering the cables a ‘vital infrastructure’ for the global
communication system and the global economy. (Davenport, 2015; Matis, 2012;
Sechrist, 2011) As such and as discussed further on, it remains an infrastructure equally

Figure 17 Submarine Cable Map. Source: Telegeogrpahy

vulnerable to damage through natural disasters or acts of sabotage.
Today, the complex body of networked computer devices and systems as well as the
disparate information distribution or delivery technologies enabling them are
increasingly referred to as ‘cyberspace’, the technological ‘substrate’ of modern
societies. (Gray, 1996; Dombrowski and Demchak) The dual-use nature of many of the
technologies constituting cyberspace poses important challenges as do the capabilities
that can be leveraged from them for the purposes of sabotage or disruption, espionage
and subversion. (Rid, 2013) Their initial effects – particularly the free flow of
145

This includes laying the first cable, some 15,000 km long, connecting Europe and Asia directly for the
first time via the southern part of the Northwest Passage, the arctic sea route connecting the Atlantic and
Pacific Oceans which, due to the effects of a warming planet, is now opening to shipping and a range of
other activities. (Motherboard, 2016)
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information across borders – were viewed by many as validating the post- Cold War
liberal democratic model of international order, suggesting that the political, social and
economic possibilities of an increasingly connected world and society’s uses of the
technologies, products and services involved were unbounded. Emerging in parallel with
intense market liberalisation, the importance of the state appeared to wane since much
could be achieved online with limited, if any, state intervention at all. The perception that
cyberspace – and particularly the internet – was separate from the physical environment
was often accompanied by the view that states had no right to roam or extend their
authority therein. In contrast, the new information technologies amplified old strategic
and geopolitical vulnerabilities for states, soon stirring behaviours similar to those
provoked by prior SIPs. Indeed, in the shadows of the new liberal order, less liberal uses
were increasingly made of information technologies and cyberspace, inviting reciprocal
reactions among states which have been hard to contain.
7.2. Strategic and Geopolitical Considerations

The 1991 Persian Gulf War - the first post Cold-War show of force - clearly demonstrated
that the United States was the most technologically advanced military power in the world.
Now more than ever, a technologically-sophisticated military could not only pry open
and peer into an enemy (or friendly) state, but could also project power from distances
and at a speed once only dreamed of in works of science fiction. The development of
the satellite technologies discussed in Chapter 3 and the qualitative advancements in the
technologies quietly harnessed to underpin the offset strategy discussed in Chapter 4,
coupled with the new technologies emerging through further R&D, suggested a new type
of warfare, one perceived as representing a ‘revolution in military affairs’ (RMA),
offering technologically-sophisticated militaries the capacity to wage war from afar and
minimise collateral damage. Geography and other territorial considerations, it was once
again assumed, would be nullified, and new information technologies (both military and
civilian applications) would ensure that the ‘deep belly’ of those states that did not
conform to the new liberal order would remain forever exposed.
Indeed, for many, the 1991 Gulf War represented a significant transformation in the
character of warfare, with information technologies playing a key role in its prosecution:
throughout the war, the world witnessed for the first time, a decisive use of hyper235

connected capabilities in which precision weapons and computing meta-systems146
played a fundamental role, bringing significant new force-multiplier elements into play.
The computing meta-systems were used for a range of purposes, including surveilling
the enemy and simulating battle scenarios, but predominantly for command and
control.147 They were instrumental in providing the US-led coalition forces with a
decisive advantage at the outset of the war148, an uneven struggle between ‘metabolic
speed, the speed of the living, and technological speed, the speed of death.’ (Arquilla and
Ronfeldt, 1993, p.39; Freedman and Karsh, 1991, p.21; Gray, 1997, p.3; Virilio and
Lotringer, 2008, p.140)
Despite the off-set strategy and the number of doctrinal developments discussed in
Chapter 5, it was not until the establishment of the 1987 Commission on Integrated Long
Term Strategy, co-chaired by Albert Wohlsletter and Fred Ikle, that the US began to
consider the longer-term implications of the information revolution for the character of
warfare. In particular, US technological advances in the areas of stand-off precisionguided missiles (PGMs), stealth, radar, targeting possibilities and the sub-technologies
underpinning them were all to be commended. Yet, the report critiqued the military
establishment for not appreciating - as the Soviets had been doing since the 1970s - the
potential of these changes - changes that could help it ‘acquire a more versatile,
discriminating and controlled capability’, allowing it to employ this technology-driven
change in warfare. Subsequently, the DoD convened a new working group tasked with
‘projecting the likely contours of military competition in the future security
environment’. (Adamsky, 2008)
146

The thousands of computers used during the war ranged from ruggedised laptops to air-borne mainframes and were organised into at least nine meta-systems: The World Wide Military Command and
Control System (WWMCCS); the Modern Age Planning Programme (MAPP)l the Joint Deployment
System; the Stock Control and Distribution System; The Tactical Army Combat Service Support Computer
Systems (TACCS); the Military Airlift Command Information Processing System (MACIPS); the
Airborne Battlefield Command Control Centre (ABCCCIII); the Joint Surveillance and Target Attack
Radar System (JStars); and the Operation Desert Storm Network (ODS NET). (Gray, 1997).
147
Capabilities rendered by information technologies included: organising and tracking the movement of
Iraq’s massive armies in the Saudi desert; capturing and sorting thousands of satellite images and captured
electronic transmissions from the coalition’s fleet of over fifty satellites; helping fly planes, unmanned
aerial vehicles (UAVs) and helicopters; guiding bombs, missiles and even artillery shells; jamming the
radars and fooling Iraq’s targeting computers; sending messages and pointing satellites dishes ‘as much
for CNN as for the Department of Defence’; gaming the Iraqi response; predicting the region’s weather;
tracking weapon platforms and their maintenance; and looking up the home addresses of the dead.
148
For example, a strategy combining traditional guile with electronic warfare techniques shut down Iraqi
air defences in the first 24 hours of the coalition’s air campaign.
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The group’s final report recognised the importance of the afore-listed technologies,
noting how the Soviets had considered the implications of this ‘qualitative leap in
military technologies’ for the future of war and at all levels of warfare - more
systematically than the US military establishment which, until now, had focused its
thinking vis-à-vis technological innovation on narrow questions of feasibility, cost and
timing. By identifying the combined effects of emerging technologies in ‘extending the
area and speed of battle and transforming the conduct of operations’, Soviet analysts had
been thinking over the horizon, particularly the effect on US force projection and
practices, believing them to have an impact potentially more ‘profound than the
introduction of nuclear weapons’.149 (Marshall and Wolf, 1988, pp.34–35, 40–42, 64,
69–71) It was, nonetheless, the 1991 Gulf War that demonstrated how the new
technologies were applied in practice. Deployed against a far inferior enemy, the ‘illusion
of control’ they created was far-reaching. (Brown, 2003)
In 1997, a National Defence Panel, convinced of the potential of these developments to
change the character of warfare, called for a full transformation of the American military
to seize the information technology-driven revolution. The Pentagon and the military
services subsequently established a number of programs designed to energise the
changes. Described by Heisbourg as the ‘daughter of the much-broader revolution in
information technology’, the RMA would give rise to a significant transformation in the
way the military strategized and conducted war. (UNIDIR, 2001) Indeed, ‘just as
information technology was revolutionising the civilian economy, so it would
revolutionise the conduct of warfare – much as sail power, steam power, the telegraph
and mechanisation had all done before’. (Farrell, 2008)
Dominating information
As thinking on the RMA matured within the US military establishment in the early
1990s, increasing focus was placed on the tactical and strategic value of information
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Seemingly exaggerated, ironically, some years later, General James Cartwright, then Commander of
US Strategic Command (STRATCOM) and chairman of the Joint Chiefs of Staff echoed this
appreciation of the power of information technologies, noting suggesting that the effects of a cyber attack
‘could, in fact, be in the magnitude of a weapon of mass destruction’.
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technologies, the flow and processing of information, and information itself, resulting in
new (often over-lapping) doctrinal approaches such as Network Centric Warfare,
Information Warfare, Information Operations and later, Cyber Warfare.150 The 1992
study on the Military Technical Revolution (MTR) by Krepinevich anchored in policy
the seeds of these doctrines, a core element of which was information dominance, defined
as a ‘superior understanding of a (potential) adversary's military, political, social, and
economic structures, to include their strengths, weaknesses, locations, and degrees of
interdependence, while denying an adversary similar information on friendly assets’. The
report stressed the relevance of [i]nformation dominance to ‘all levels of conflict, from
the grand strategic to the tactical’. Ideally, the dominant element would necessarily have
to be established in peacetime and sustained in pre-crisis and crisis periods, and in war.
At the strategic level, it is concerned principally with providing continuing data on the
location of targets comprising the enemy centre(s) of gravity, as well as of those targets
that might threaten friendly assets that can maintain or widen the information ‘gap’.
(Krepinevich, 1992)
In an influential article entitled ‘The Strategic Implications of Information Dominance’
(1994), John Arquilla, borrowing from Walt Lippman, had warned of a looming and
potential ‘insolvency in foreign policy’ in reference to the dilemma of expanding US
commitments abroad while simultaneously reducing military resources. (Arquilla, 1994,
p.24) Solutions to this strategic dilemma would only be found in identifying those force
multipliers that would allow US forces ‘achieve more while making do with less’. While
historically, the notion of information dominance had largely ‘hovered in the wings of
warfare’s stage’, now information dominance represented ‘the greatest American
advantage’, and was where many of those force multipliers were to be found. If properly
leveraged, information technologies and information itself could provide the US ‘an
incomparable edge in military effectiveness’. (Ibid., p.25) Computerisation, which
continued to develop in line with the expansion of the operational battlefield, and the
effects it would have on information processing and precision-guided weaponry would
have as revolutionary an impact on war-fighting as the shift from oral to written orders
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Hutchinson (2007) suggests that during the 1991 Gulf War, the focus was still on the technology ‘rather
than on the information per se’ and dismissed the value of information during the 1991 Gulf War. As noted
by both Freedman and Gray, however, information gleaned through different means during the war had
important tactical and operational value, helping to also bolster command and control.
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many centuries prior. Moreover, the ‘dominance dimension’ was imperative, as it also
implied that such an advantage ‘matters’, as it can ‘decisively enhance one’s strength
while weakening that of one’s opponent’ if brought to bear quickly at the right point and
at the right time. Information was, as wished by Clausewitz, finally becoming capability.
(Rosello, 1991, pp.103–114; Arquilla, 1994; Arquilla and Ronfeldt, 1993; Keegan,
2004b)151
The focus on achieving information superiority and dominance continued through the
late 1990s and into the 2000s, its importance anchored in institutions and strategies such
as the US Navy College’ Information Dominance Centre for Excellence, Joint Vision
2010 (which introduced the concept of ‘full-spectrum dominance’) and the Navy
Strategy for Achieving Information Dominance 2013-2017. It became a central goal of
the US military’s emerging Information Warfare doctrine, which was later given the less
bellicose-sounding title of Joint Information Operations (IO), the tenets of which were
first published in 1998 in JP 3-13, operationalised in service manuals such as Army Field
Manual FM 3-13 (2003) and last up-dated in 2012.152
The attainment of information superiority was maintained as a core goal of IO, under the
assumption that the latter would allow commanders ‘seize, retain and exploit the
initiative’. Evidently, this would require the US to have superior capabilities both in
technological terms and in the manner in which the data obtained is first analysed and
then used. (Thomas, 2001, p.5)
Vulnerabilities and Vexations
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In ‘On War’ Clausewitz had dismissed the importance of intelligence, perhaps reflecting more the
constraints surrounding intelligence gathering and processing of the Napoleonic era.
152
Each these documents described how IO was conducted through the employment of both old and new
methods or capabilities, some of which had ‘antecedents dat[ing] back to the beginning of warfare’. For
example, IO extended the use of information technology and computing networks to psychological
operations (PSYOPS), conveying information through delivery technologies such as satellites, cables and
wireless, with the aim of ‘manipulating the views of foreign governments, organisations or individuals’.
More modern methods of IO include electronic warfare, involving the use of electromagnetic- and directed
energy to control or attack the enemy’s energy spectrum as well as methods that ‘could include computer
network attack’. It also defined for the first time information warfare (IW) as ‘information operations
conducted during time of crisis or conflict to achieve or promote specific objectives over a specific
adversary or adversaries, emphasising the necessity ‘of obtaining and maintaining information superiority
during IO’. (JP, 3-13, 2006; Hollis, 2007, p.1031)
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Despite the excitement surrounding the RMA, the so-called ‘revolution’ was
fundamentally technical in nature, deaf to history and blind to politics and territorial
realities. In consequence, the US and other RMA adherents such as Israel and its Defence
Forces (IDF) found themselves hoisted with their own technological petards on more
than one occasion. Certainly, the new strategic imperatives growing out of the
Afghanistan and Iraq post-2001 theatres were rendering engagement ‘unavoidable,
continuous and vexatious’. (Freedman, 2006) The principal post-Cold War strategic
threats no longer appeared to be emerging from other great powers – as the RMA
theorists had assumed – but rather from new forms of intra-state and asymmetrical
conflict, the problems formerly on the periphery, which were now threatening the centre.
Liberal political norms developed in the same period to provide a legal framework for a
response to these threats – from the idea of ‘humanitarian intervention’ to the principle
of ‘the duty to protect,’ and the replacement of the fundamental ordering norm of the
international community, non-intervention, by the notion of ‘responsible sovereignty’ –
encouraged foreign intervention under certain circumstances, under the doctrine of the
responsibility to protect (R2P).

This combination of new threats and changing

international norms suggested a transformation not in military but strategic affairs. (Ibid).
These critiques – and the mounting evidence of the flawed premises of the RMA – did
not fall on deaf ears. The US military gradually acknowledged its mistakes in Iraq and
Afghanistan153 and it had certainly a lot to observe from the IDF’s disastrous
implementation of EBO in the 2006 Israel-Hezbollah war. Guided by the 2006
Quadrennial Defense Review (QDR) and the FM-23 Counter-Insurgency Manual, major
reforms were ushered in to re-develop a military capacity to fight irregular wars,
modifying the United State’s heretofore singular focus on a traditional Clausewitzian
state-on-state approach to strategy. At the same time, this shift brought to the fore many
of the proposals by the so-called 4th Generation Warfare (4GW) proponents,154 for whom
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In the 1990s, irregular warfare had been dropped from US doctrinal development and professional
military education only to be taken up again to respond to the challenges encountered in the Afghanistan
and Iraq theatres.
154
On 4GW, proponents such as Hammes argue that it is an ‘evolved form of insurgency [that] uses all
available networks – political, economic, social, military – to convince the enemy’s decision makers that
their strategic goals are either unachievable or too costly for the perceived benefit’. (Hammes, 2004, 2005)
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information dominance within the context of IO155 applied to asymmetrical conflicts
became an obsession. (Hammes, 2004, pp.40–44, 2005)
Yet, this 180 degree shift to irregular warfare and the manner in which military strategy
was tied to the cultural and the psychological and moved out of the military space to
cover all types of conflict resulted equally problematic. Indeed, it became a mighty feat
in social engineering that produced but limited effect, not least because it was
bootstrapped to ‘the achievement of misconceived policy’. (Betz, 2012) It was also based
on the erroneous, if not naïve, assumption that changes wrought through the
‘reconstruction of thought’ in the minds of the Afghan and Iraqi people would lead to
results favourable to the agents of change i.e. the United States and its allies. (Castells,
2012) The misplaced focus led to a creeping militarisation of political and social space
in the very countries where openness had once been a core objective of the post-Cold
War liberal agenda and an ultimate objective of US grand strategy. (The White House,
2006, p.6) Moreover and contradicting the declared principles of the new collaborative
liberal order, the continued centrality of information and related technologies propelled
a new form of geopolitical competition between states, one in which information and
information technologies played a predominant role.
Reciprocal Action
With limited exceptions, scholarly critiques of the RMA and assessments of post-Cold
War transformation of the broader strategic environment failed to capture questions of
strategic reciprocity simmering away under the surface throughout this period, i.e. how
states themselves – and particularly former and emerging powers – would respond to US
superiority in the field of information technology and to the asymmetries and
vulnerabilities it provoked, even more so when deployed as a means to shape or enforce
norms and values. Many of these insecurities and asymmetries were aptly on display
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JP 3-13 was up-dated in 2006, defining IO as ‘actions taken to affect adversary information and
information systems, while defending one’s own information and information systems’. By then
computing technology had advanced much further and was accompanied by an increasing focus on
computer network operations (CNO) as part of broader IO. Indeed, as discussed by Hollis (2007), by then,
much IO [were] centre[d] on employing computers and computer networks ‘in previously unavailable
methods through the concept of computer network operations (CNO)’, involving both offensive (computer
network attacks (CNA) and defensive (defending against CNA) elements.

241

during the 1991 Gulf War but already obvious before it, and impossible to ignore after
the 2003 intervention in Iraq.
The period coincided with new shifts in the broader geopolitical context, with old and
new powers (re-)emerging onto the international scene, confirming a shift from a
unipolar to a multi-polar order. A growing number of actors embraced information
technologies not only for the military purposes discussed above, but also as instruments
of political and economic power, signalling a return to an era of competition between
states in which information technologies and information per se would be included in
calculations of relative strength.
The effects of intense market liberalisation, the commercialisation of the internet, the
creation of the world-wide web, significant advances in networked computing and
information processing and the explosion of software meant that by the mid-2000s,
modern societies had become highly reliant on these multiple layers of networked
computers and systems increasingly referred to as cyberspace. While the benefits for
societies at large were (and remain) unprecedented, the benefits for the US were
significant, not least since US companies were manufacturing the majority of the
information technology products and services used by businesses, governments and
military around the world. It largely controlled the delivery technology industry,
particularly satellite and fibre optic cable systems). Combined, these gave it an important
informational and technological advantage over other states, as well as the capabilities
to quietly and covertly influence the domestic political process in other countries, if it so
wished. Indeed, by the end of the 1990s:
thirty-five out of the world’s top thirty-six IT hardware companies (ranked by R&D
expenditure) were based in the US. In 1998 Cisco and Lucent, both American
corporations, accounted for 52% of the world market capitalisation in the telecoms
hardware sector. Their combined market capitalisation was a staggering US$300 bn.
(Nolan and Hasecic, 2000, cited in Hughes, 2002, p.6)

In the eyes of US competitors, the growing reality of this advantage and what it meant
for the US was borne out not solely in military doctrine, but also with regard to the
civilian applications of the technologies, particularly the internet. A first indicator of the
US government’s perceived intentions regarding the internet (and those private concerns
lobbying it) were laid out in a Green Paper published in 1998 outlining its initial vision
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of what was then called ‘net governance’. The paper was used as a basis to assert
authority over the internet root, ignoring the claims of existing non-state multistakeholder initiatives governing the internet and the warnings of those who forecast
undemocratic state controls. For Goldsmith and Wu (2006), the Green Paper marked ‘the
beginning of a different age of the internet’, one in which ‘powerful governments would
begin to use coercive threats to make their will known’. This issue – discussed in more
detail in Section 6.4 below, remains at the heart of today’s heated debates today on
internet governance.
Primarily, however, cyberspace was perceived as representing ‘a potent manifestation of
how the United States, as core operator of an information system, [had] extended a form
of friendly dominance over allies and adversaries alike through creation of the
technology and setting the rules for its operation’. (Libicki, 2007) In strategic terms, the
latter implied that:
one who controls a system may let others access it so that they may enjoy its content
services and connections. With time, if such access is useful and assured, users may find
themselves not only growing dependent on it, but deepening their dependence on it by
adopting standards and protocols for their own system and making investments in order to
better use the content, services or connections they enjoy. The harder it us for users to
walk away from such a relationship, the more power a system’s controller potentially has
over them and the assets they have entrusted to that relationship. (Libicki, 2007)

However, technological, market and above all, political and social dynamics easily
disrupted this notion. Furthermore, they led to an important decrease in the cost of
accessing and developing the technologies in question and related products and services,
in turn representing a drop in ‘the institutional scale required to both challenge the US
advantage and cause real harm’ (Dombrowski and Demchak, 2014, p.83; Betz and
Stephens, 2011; Nye, 2011; Glenny and Kavanagh, 2012; Healey, 2013; Cornish, 2012;
Cornish et al., 2009) Any number of actors - state, non-state, powerful, weak – could
now use IT capabilities, regardless of who dominated them, directly or via proxies to
disrupt systems or undercut traditional threat and warning indicators to create effect,
whether political, ideological, financial or other, effectively turning US strength –
including its geographical location – into weakness.156 Coupled with increasing concerns
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Such ‘disruptive’ challenges were first introduced into policy in the 2006 QDR and NSS. (DoD, 2006,
pp.3, 19, 21, 24; The White House, 2006, p.44)
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that both military and civilian systems could fall victim to attacks by state and non-state
actors alike, and the fact that the traditional ‘borders’ between military and civilian
‘space’ were becoming increasingly blurred, fears mounted that the most technologically
developed states could be crippled by an attack on critical infrastructure.157
The combined result of
these developments in
the US was an initial
shift to a focus on a
range of issues to which
‘offensive and defensive
cyber missions’ were
combined with earlier IO
methods such as CNO
and network defence.
(DoD,
2013)

2006;
Faced

Healey,
with

growing vulnerabilities
in light of the growing

Figure 18 JP 3-12 Cyberspace Superiority in Cyber Operations. Source: USAF

use of computer network attacks in a number of limited conflicts as of the late-2000s,158
as well as growing incidence of data breaches targeting key US institutions and private
concerns – particularly military institutions and defence contractors – the US government
declared cyberspace a ‘fifth domain of conflict’ i.e., a non-physical arena of global
conflict. The flurry of activity aimed at developing coherent defence159 and national
security strategies160 around the new environment led to a new doctrine of Cyber
Operations (JP 3-12), within which ‘cyberspace superiority’ became a core objective
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While no such attack has yet occurred, the possibility of attack on critical infrastructure has had a lasting
psychological effect on governments, who have rushed to develop measures to defend against such attacks.
158
In particular, Estonia and Georgia. CNA involved flooding Estonia’s networks with data requests.
159
Defence plans and strategies include PDD-20 on US Cyber Operations Policy; Joint Publication 3-12
on Cyber Operations (2013); the Department of Defence Cyber Strategy (2015)
160
US national security strategies in this area include NSD-42 on National Policy for the Security of
National Telecommunications and Information Systems (1990); the National Strategy to Secure
Cyberspace (2003); NSPD-54/ HSPD-23 on Cybersecurity Policy (2008); Cyberspace Policy Review
(2009); International Strategy for Cyberspace (2011); PPD-21 on Improving Critical Infrastructure
Cybersecurity (2013); Draft Strategy for Improving Critical Infrastructure Cybersecurity (2014);
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(Figure 18 above), eventually crowned with the leaked top secret PPD-20 of 2013
indicating the strategic importance of cyberspace to the US.161

Moreover, the

technologies and their purported effects were deemed to be so powerful, many experts
assigned them a position in strategy comparable with air, sea and nuclear power. (Gray,
2013)
Former and Emerging Powers and their Discontents
The focus on the transformative power of the ‘information revolution’ in military affairs
and later cyberspace left the original liberal aspirations of the post Cold War era ever
more vulnerable, not only to the blindness of political and military leaders to political
realities in operational theatres of war, but also to ‘strategic overreach and reciprocity’.
As warned by Murray et al (2011),
[t]ransformational objectives (…) often reflect the risk that ambition will outstrip
resources. However, (…) it also invites reciprocity. Transformational aims, by definition,
are likely to threaten other states’ interests or at least be perceived to do so. Hence, they
are likely to generate countervailing behaviour. By taking for granted the future’s
tractability, they tend to be insensitive to the lingering effects of history.

As with other periods in history, the increasing value of, and the vulnerabilities provoked
by information technologies drove an increasingly aggressive will to compete and control
on the part of the territorial state. Chapter 5 considered how this new drive to compete
and control stemmed from a growing understanding - already evident in the late 1980s that the pervasive nature of networked computing and the speed of innovation would
replace the US-USSR quantitative arms race with a new kind of geopolitical rivalry
centred on the ‘qualitative improvement’ of and greater accessibility to weapons with
‘worldwide consequences’ on the one hand, and the strategic uses of those same
information technologies underpinning the weapons by the more technologically
advanced states to attain an ever expanding range of foreign policy goals on the other.
(UN Dept. for Disarmament Affairs, 1990) The intensification of these developments in
the first two decades following the end of the Cold War - the quasi-exponential growth
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While older methods such as network defence were included, the directive confirmed in policy a range
of new methods including cyber collection; malicious cyber activity; cyber effects; cyber effects
operations; defensive cyber effects operations; non-intrusive defensive countermeasures (NICM); and
offensive cyber effects operations (OCEO). (PPD-20, 2013)
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of computing capability and decreasing cost per operation - had a huge impact on
strategic assessments: information technologies were increasing the ability to ‘see and to
strike through the entire depth, precisely and simultaneously,’ for any purpose and
against any actor, in wartime and in peace. It was primarily former and emerging powers
that indicated their discontent.
In 1997, a report commissioned by US President Bill Clinton on Critical Infrastructure
Protection signalled that the country was not alone in ‘recognising and seizing the
advantage of the global information and communications infrastructure,’ warning of ‘the
increasing likelihood of various forms of international competition in the information
arena’ and a greater interest by other states in developing offensive and defensive
capabilities. (President’s Commission on Critical Infrastructure Protection, 1997) Two
states in particular were drawn to these capabilities - the Russian Federation and the
People’s Republic of China.
Russia
The Soviet Union had been a keen follower of US developments in the field of
automation throughout the Cold War, its interest stepping up in the late 1970s as the
United States applied (albeit unsuccessfully) automation and newly-developed precision
guided weapons to meeting its objectives in the Vietnam War. The capabilities on display
in the 1991 Gulf War and in the Balkans later that same decade called for a restructuring
and modernisation of the former Soviet armed forces, and attention refocused on
‘technological indicators of new weapons, which are capable of largely predetermining
the end result of military operations’. (Vorobyev, cited in Thomas, 1996, p.30) The view
that combat force groupings with the ‘advantage in information means’ increased combat
potential was institutionalised and socialised within a Russian military and academia that
increasingly envisioned all future armed struggles as involving ‘a struggle for superiority
in information over the opposing side’.162 (Ibid.)
US military analysts tend to place the emergence of a Russian doctrinal focus on
162

According to Pirumov, if formerly the combat potential ratio reflected the qualitative and quantitate
comparison between the sides’ forces and weapon systems, now the ratio is meaningless without
calculating the information component of the combat potential of a force grouping.
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information technologies in the 2000s and seldom link this focus to broader political,
social and economic developments. Yet it is evident that Russian planners had studied
the topic throughout the 1990s, driven in no small part by the vulnerabilities provoked
by the dismal state of technological affairs in the Russian Federation following the major
transitions at the turn of the decade. There was virtually no IT base in the country, not
least because the Soviet system inhibited technological change due largely to its potential
of upsetting existing political and social arrangements to which control of information
and related vectors was imperative. While new information technologies ‘offer[ed] a
kind of bypass surgery for sclerotic official information channels and [could] improve
central control,’ officials were keenly aware that these same technologies also raised the
cost of traditional restrictions and controls. (Campbell, 1988: 192) Moreover, as
discussed in Chapter 5, all efforts (legitimate or illicit) invested in computing and microprocessing were generally diverted for military purposes. And even when the possibility
of introducing an IT sector came about, it still took another three years for the COCOM
countries to agree on releasing controls on many of the listed items required to build up
an IT sector.163 (Tarlowe, 1994; The New York Times, 1994) Fragmentation and lack of
development of the internet in particular concerned not only Russian leaders but also
foreign business leaders and entities interested in connecting such an extensive market
to the global network of e-commerce and e-business, so much so that G7 pledges on debt
cancellation were pegged to a commitment of beneficiary countries – including Russia –
to undertake ‘large-scale investment programmes in internet-related technology’.
(Franda, 2001, pp.110–111; G7 1994, 1995)
This state of technological affairs awoke the security apparatus to the fact that it no longer
controlled its technology and telecommunications environment: most of its material
assets were obsolete and multinational companies and foreign foundations were stepping
in to replace them where indigenous internet companies could not. Traditional borders
and, by extension, the principle of ‘prior consent’ of the territorial sovereign state - so
much disputed during the latter decades of the Cold War - were once again being
challenged, with the ‘deep belly’ of the state left exposed to external interference.
Throughout the 1990s, many Russians perceived this as an invasion of the policy process,
163

The loosening of controls over shipments of telecommunications equipment and computers to Russia
and to China and other former Soviet bloc countries was expected to open a market worth roughly USD150
billion over the next decade.
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a form of neo-colonisation of core or emerging institutions:
[t]here was no Russian personal computer, there was no Russian operating system, there
was not even a Russian telephone system, let alone Russian routers. All of these things
were imported, imposed and embraced. If we think the internet is global because it
propagates the values we believe in, the Russians saw this as inimical to its interests and a
catastrophic loss of control over what they previously considered to be one of the
commanding heights of their political, economic and national security system (…). They
don’t necessarily want to buy into our values but they want to re-impose those levers of
control (…) which fell within jurisdictional territorial boundaries that for them is one of
the key markers of the nation state. (Rohozinski, Harvard-MIT-University of Toronto,
Norms Workshop, 2012)

The urgency to respond to such a reality was accentuated not only by the country’s
enormous technological lag and the major commitment needed to fix it, but also domestic
and global developments affecting Russia’s standing and self-confidence as a regional
and global power: the first Chechen war (1994-1996); the wars in Bosnia (1993-1995)
and Kosovo (1999);164 the severe economic crisis leading to the 1998 domestic market
collapse and the resulting political and social effects; European Union expansion to
include Finland, former Eastern European states (with further expansion projected); and
NATO expansion. (Service, 2003, pp.535–537)
Throughout the 1990s, the Russian security apparatus and academia remained obsessed
with the US RMA as well as the growing pervasiveness of information technologies in
modern societies. (Lomov, Korotov and Dylevsky, 2008) Acknowledging the increasing
centrality of information and information technology to military strategy, a number of
military analysts focused on shaping an indigenous IO doctrine anchored in two interrelated components: information-technical and information-psychological, from which
‘information weapons’ could be mustered or which could help protect the state from their
effects. (Bikkenin, Rastorguyev, 2003, cited in Thomas, 2010)
The former – the info-technical dimension – was somewhat similar to the IO approach
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As discussed by Service (2003), in both cases, Russia lobbied hard against armed intervention in favour
of an invigorated diplomatic offensive to resolve tensions. To this end, Yeltsin had dispatched his Prime
Minister Viktor Chernomyrdin to Serbia to appeal to Slobodan Milosevic to agree to the terms of the
Americans but to no avail. This failure was viewed as yet another indicator of the Soviet Union’s loss of
influence in the region.
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of the US and other militaries.165 The information-psychological component stretched
way beyond the Western definition of PSYOPs to include the mass media, satellite
broadcasting and communications and later the internet,

166

reconfirming some of

propaganda-related concerns that had emerged during the Cold War relating to territorial
sovereignty and external interference in domestic affairs. It also confirmed new concerns
relating to domestic freedoms under the new Russian state, particularly freedom of the
press and access to information, both of which had been effectively quashed during the
second Chechen War in 1999.167 (Panchenkov, cited in Thomas, 2010) Such concerns
were further exacerbated over the following decade when the Bush Administration
bootstrapped regime change and democracy promotion to its foreign policy goals.
Influenced by lengthy debates in US military and policy circles about ‘ideological
battlefronts’ or non-state ‘netwars’, some Russian analysts perceived a renewed US focus
on public diplomacy in its foreign affairs as part of a broader info-psychological
campaign. Indeed, the aforementioned NSS 2006 sent shivers down the spines of some
Russian analysts. ‘It clearly followed,’ wrote one such analyst, ‘that in Washington’s
strategic policy aimed at achieving democratic progress in Russia, we could expect that
it will do its best to actively apply all its above-mentioned arsenal of resources of modern
information operations in peacetime’. (Komov et al., 2009, p.67)
Given the high-level role networked systems increasingly played in solving politicomilitary tasks outside the framework of armed conflict, the US was viewed as striving in
every way not only to maintain a military technological advantage, but also to retain and
strengthen its control of the internet and the global information system. The latter had
already been confirmed in the eyes of Russian analysts in 2005 when the US Congress
‘reiterated that [the internet] was and will remain in the hands of the United States’.
(Ibid.)
By the second Chechen war in 1999, the Russian Federation had developed a deep
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Centred on army personnel and civilians, Bikkenin’s definition of the information-psychological
included the use of mass media (press, radio and television), leaflets, propaganda and computer networks,
especially the internet.
166
Under the information-technical, Bikkenin listed the main targets of attack and defence as: electronic
assets, above all communications and telecommunications systems and the internet. Other aspects included
disinformation, maskirovka, intelligence, the science of cryptology and steganography.
167
Just as the US military had silenced or co-opted the media during the Iraq wars, so too did Putin by
establishing measures that in comparison to the first Chechen conflict, effectively controlled information
produced about the war.
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appreciation of the power of the new technologies and the easy access to information
they facilitated, initiating efforts to exert authority over them and control their effects. In
the military realm, the structural challenges underpinning its own technology and R&D
sectors certainly slowed any attempt of the new Russian Federation to ‘catch up’ with
the US, its principal competitor. Yet resolve it did have and, as had been the practice of
many other powers before it, if it could not catch up materially in the short term, it could
manoeuvre to slow down its main opponent. Beyond the military realm, when it set to
connecting the broad expanse that is the Russian Federation, it prioritised key economic
sectors such as oil and gas before expanding access to the broader population. (Franda,
2001) This stepped approach to expanding the internet allowed the state to develop both
the technical and legal means to facilitate controls over the medium domestically; and
develop a foreign policy strategy aimed at shaping regimes in the areas of international
security and internet governance in accordance with its own interests internationally, a
point discussed in more detail in section 6.4 below.
China
Since the 1980s, China had been modernising its economy. This process accelerated in
the 1990s and by the late 2000s the country had become the world’s leading economic
power after the United States. Early indicators of modernisation of its force structures,
defence expenditure and posturing first signalled and later confirmed that it also had
intentions on becoming a global military power. These factors propelled China onto the
world stage of international politics in ways unprecedented, as it sought to have a greater
say in a system to which it was increasingly adhering.
Like Russia, China had been impressed, if not ‘shocked’, by the display of US’
technological might during the 1991 Gulf War and the growing centrality of information
and information technologies to US military doctrine and strategy. (Inkster, 2013, p.51)
Future combat operations, Chinese theorist Dai Quigmin held, would stretch far beyond
the battlefield, focusing on ‘the destruction and control of the enemy’s information
infrastructure and strategic life blood, selecting key enemy targets and launching
effective network-centric attacks’. (Woltzer, p.11)
After spending more than a decade analysing US doctrine on network-centric warfare
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and the evolution of US doctrine on IW and IO, efforts were directed to modernising the
People’s Liberation Army and shaping an IO doctrine with Chinese characteristics. In
addition to US doctrine, Chinese military theorists drew heavily from Soviet REC
doctrine, expanding it to cover not only IO but also space attacks (against satellite
links)168 and some of its own tradition in tactics such as psychological warfare. The new
doctrine – integrated network electronic warfare (INEW) – was described by Woltzer as
‘Soviet REC on Chinese steroids’, its defining characteristic being the manner in which
‘information power and other types of firepower are merged so that mobility and
precision fires are integrated to enhance their operational effects within the
electromagnetic spectrum and beyond’. (Woltzer, pp.8-10) Gradually INEW thinking
developed into a ‘systems-versus-systems’ form of military confrontation dependent on
space, cyber and various other information technologies aimed at destroying the enemy’s
Command, Control, Communications, Computers, Intelligence, Surveillance and
Reconnaissance (C4ISR), blinding the enemy by preventing its forces and commanders
from communicating while also inflicting such casualties in the enemy’s homeland to
ensure complete paralysis, and, by extension, a decisive victory. (Ibid; Thomas, 2010)
Within this context, and congruent with the concepts discussed in Qiao Liang and Wang
Xiangsui’s Unrestricted Warfare (1999), cyber capabilities would be directed at
disrupting and damaging the networks of the enemy’s critical infrastructure facilities,
including power and telecommunications systems. (Woltzer, 2014; Hjortdal, 2011;
Klimburg, 2011; Liang and Xiangsui, 1999)
China’s principal challenges however, included not only developing a doctrine that could
be realised in practice throughout the armed forces, ensuring integration of all units and
platforms into a common ‘data-sharing and command system’, but ensuring rapid
modernisation of its technological and R&D base and developing the systems required
to underpin it.

Moreover, China’s concerns were not just tied to its military IT

disadvantages. As was the case with Russia, China’s ‘opening up’ and decision to not
only participate, but become a leader in the global economy implied connecting the
country to the outer world and the world wide web. This in turn would entail forfeiting a
significant degree of domestic control to foreign expertise and investment, including with
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Wortzel (2014) notes that space-based information networks are described in China as the ‘back-bone
of any informatization effort by the PLA’.
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regard to the internet, which, as the events leading to Tiananmen in 1989 demonstrated,
risked giving a voice to those threatening the legitimacy and the very survival of the
Chinese Communist Party (CCP). Indeed, by the late 1990s, both its fixed-line network
for internet as well as its fibre-optic transmission trunk had been developed by US and
European companies such as Cisco, Lucent, Alcatel, Nortel and Ericsson. (Hughes,
2002)
China, however, learned quickly to use some of these companies to its advantage,
leveraging them to develop sophisticated means of control over the internet in return for
access to the promising Chinese market. (Gutmann, E. 2005; Fallows, 2013) It also used
some of the new technological means to accelerate the modernisation of its intelligence
collection capabilities, a process which, as discussed by Inkster (2013), had been slowly
underway since the 1980s. By 1986, China’s intelligence requirements in the field of
science and technology were brought together under Plan 863, originally intended to
target strategic weapon systems, but which after the Gulf War targeted the technologies
required to catch up with the US. (Inkster, 2013, p.51) These slow beginnings soon
developed into a ‘major broad-spectrum overt and covert collection progamme aimed at
bridging the gap between China and the developed world which has continued into the
twentieth century’. (Ibid.) Described as the ‘biggest transfer of wealth in recent history’,
China’s embracement of cyber espionage – also described as cyber exploitation
operations – significantly expanded the country’s reach while allowing it to increase the
volume of intelligence collected, including with regard to the technologies required for
its modernisation. Reports of these collection efforts – also emanating from other NATO
members such as the UK, Germany and France – grew in step with China’s emergence
as a major global power in both economic and military terms, strongly influencing
strategic assessments of China’s intentions, which by the mid-2000s were increasingly
presented as more confrontational in their outlook. (Cornish, 2012) Problems of
attribution and the absence of any systematic framework upon which to assess the breath
and scope of the collections efforts and their real impact exacerbated this situation, to the
extent that it threatened the possibility of entering into and sustaining much-needed
strategic dialogue with China’s leadership. (Ibid.)
A Common Approach
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One of the other approaches Russia and China chose as a means to deal with their
technological asymmetry was through the promotion of, or participation in, international
regimes (what the IO community refers to as ‘legal warfare’). The approach was not
dissimilar to the strategy employed by the US after World War I to arrest Britain’s
strategic advantage over the existing international information communications network
and its underlying architecture. The motivation behind that particular effort was ‘a desire
to realign world communications in ways that would minimize Britain’s predominant
position, move the US from the periphery to the centre of the global cable and radio
network, and apply the benefits of this transformation to the nation’s standing and
influence in the world’. (Winkler, 2008) By the end of the 1990s, in light of their
perceived and real informational and technological asymmetries vis-à-vis the US, and
threats faced at home and their near abroad, Russia and China took a similar approach in
response to the post-Cold War IT environment. Indeed, they excelled in what Freedman
(2013) describes as ‘the art of creating power’, guilefully manoeuvring over the past
fifteen years to shape new regimes, norms and bargaining coalitions to get more out of
the situation than the starting balance of power suggested. Both countries have also used
these regimes to legitimise controls over information and the ‘information environment’
domestically, often under the guise of countering the ‘three evils’ of separatism, terrorism
and extremism, thus steering the transformative effects of enhanced connectivity to their
domestic political advantage, and more often than not, for non-liberal purposes.
When Russia turned to signalling its emerging IO doctrine, it did so not in a military
journal or departmental pamphlet, but rather in a letter to the UN Secretary-General.169
(Komov, 1998, p.143) Couched in terms relating to arms control, information security
and territorial sovereignty, the Russian government lamented the:
potential but nevertheless serious threat of developments in the information field being
used for purposes incompatible with the objectives of maintaining international stability
and security, the observance of the principles of non-use of force, non-interference in
169

The Russian IO doctrine was later formalised in policy when in 1999, then defence minister Igor
Sergeyev penned an article in which he discussed the relevance of the information age on Russia’s militarytechnical policy, listing a number of priorities for the Russian armed forces in subsequent years including
in the field of guided and electromagnetic energy weapons; cyber weapons; stealth unmanned combat
platforms; and all-weather reconnaissance and accurate long-range weapons. A focus on IO was signalled
in Russia’s 2000 Military doctrine and in the Russian defence journal Information Security, while
confirmation of concrete steps taken toward attaining these priorities was signalled in two key issues of
the Russian military journal, Military Parade in 2002 and 2003. (Thomas, 2001)
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internal affairs and respect for human rights and freedoms. (Ibid.)

Moreover, the letter warned of the growing vulnerabilities of societies’ information
infrastructures to potential information weapons, the destructive effect of which, ‘could
be comparable to that of weapons of mass destruction’.170 (Ibid.) The additional criminal
and terrorist threats made it all the more urgent to include the ‘question of international
information security’ as a topic ‘for substantive and purposeful discussion in the UN’. In
particular, the Russian Federation believed that a new [policy] area was emerging - a
‘global information area (…) in which information is taking on the attributes of the most
valuable element of both national and universal property, its strategic resource’. (Ibid.)
Moreover, it argued that the creation of information weapons and the threat of
information wars’ represented no less than ‘actions taken by one country to damage the
information resources and systems of another, while at the same time protecting its own
infrastructure’. (Kane, 2014)
Accompanying the letter was a draft resolution asking member states to inform the UN
Secretary General on a range of IT-related national security issues.171 While it initially
received limited backing, the draft resolution effectively opened up a channel through
which Russia delivered its own definitions, appreciations and concerns about the
‘information environment’, including with regard to the ‘information weapons’ that were
to be the object of the controls. The Russian initiative would eventually launch a race to
shape global norms on state and non-state uses of information technologies in the context
of international security in which Russia’s own perceived vulnerabilities had given it a
head-start in shaping the views and positions of others. The latter was all the more
important as the world shifted from a uni- to a multi-polar geopolitical structure in which
Russia could court other powers when its policies and positions were out of tune with
170

Information weapons were defined in the document as: means and methods used with a view to
damaging another state’s information resources, processes and systems; use of information to the detriment
of a state’s defence, administrative, political, social, economic or other vital systems, and the mass
manipulation of a state’s population with a view to destabilising society and the state.
171
The draft resolution invited member states to include in their report to the Secretary-General an
overview of problems related to the use of information technology for military purposes; definition of the
concepts information weapon and information warfare and other hostile or unsanctioned use of information
and telecommunications systems and information resources; and the advisability of developing
international legal regimes to prohibit the development, production or use of particularly dangerous forms
of information weapons and of taking measures to combat info terrorism and crime, including the
establishment of an int. system (centre) for monitoring threats to the security of global information and
telecommunications systems.
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those of the United States.172 China was one such power, its own focus on regimes
becoming a central feature of its domestic foreign policy as it moved to assert itself on
the international stage.
Freedman, Libicki and other scholars of strategy missed these core issues in their
assessments of transformation in the post-Cold War environment. Undoubtedly, they and
others discussed and critiqued a range of questions pertaining to the information
revolution, how information technologies were harnessed for military and strategic
advantage and the asymmetries and diffusion of power they provoked. In the mid-1990s
Libicki had even concluded that the informational aspects of the military technological
dimensions of the Gulf War war had signalled a liberation of those same aspects from
spatial concerns, thus suggesting a concomitant neutralisation (or transcendence or
transformation) of geography and the elimination of geopolitics through technology’s
influence on military security, to the advantage of the US. He could not have been more
mistaken or more insensitive to ‘the lingering effects of history’ and the resilience of the
territorial state. (Murray et al, 2011) Indeed, the vulnerabilities ignited by the growing
pervasiveness of information technologies and their growing centrality to military
strategy and foreign policy were instead accentuating geopolitics and already defined
borders.
They also produced a different kind of conflict than Libicki had envisioned: diplomatic
negotiations, taking place not in an operational theatre or a new domain of warfare, but
in an increasingly expanding yet confusing ‘norms marketplace’ or ‘regime complex’,
featuring numerous international and regional fora and an ever-growing number of state
and non-state actors. (Ebert and Maurer, 2013; Kavanagh et al, 2014; Nye, 2014) Once
again, the role of the state and traditional concepts of sovereignty were the centre of
gravity of this marketplace, the latter nuanced by simmering tensions over the principles
and normative assumptions underpinning the new post-Cold War order.
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During Yeltsin’s term in power and later Putin, maintaining favour with the US was important if not
obligatory due to its IMF obligations. Both sides played the game attending summits and signing
declarations, but were fully aware that the US no longer regarded Moscow as a power to reckon with.
While Putin’s hands were tied when he initially came to power, over time this situation of dependency
shifted and Russia found it easier to turn to states other than the US without incurring major financial risk.
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7.3 The ‘Cyber’ Years, Territoriality and the State

Fukuyama’s renowned essay - The End of History and the Last Man - penned as the
Berlin Wall was crumbling, had a lasting effect on scholars and policy makers. It was
interpreted by many as a triumphalist assessment of history and conflict. However, as
argued by Werner-Mueller, Fukuyama’s point in 1989 was not that conflict would never
again occur; rather, it was that ‘only liberal democracy could ultimately fulfil human
aspirations for freedom and dignity’. (Werner-Mueller, 2014) Surely enough, over the
following decade and as a means to meet those aspirations, a major push was made to
strengthen human rights regimes; support the incorporation of Russia and Eastern Europe
into the broader democratic community; enhance the role of diplomacy as a ‘soft’ or
‘smart’ instrument of power and as a driver of peace and prosperity; usher Russia and
the China into the international financial institutions; address nuclear proliferation; and
conclude important international negotiations on a comprehensive nuclear test ban treaty,
global warming, the International Criminal Court (ICC) and a new World Trade
Organisation (WTO). These efforts, driven largely by the West, were made possible by
the fruits of globalisation and the information revolution accelerating the free flow of
goods, ideas and people. Traditional definitions of ‘national security’ were viewed as
‘increasingly inadequate’ with calls for a ‘broader, more comprehensive concept of
security’ in which national security was a goal to be pursued in concert with rather than
at the expense of others by embracing not only military security per se but also the ideas
of international economic well-being, ecological and even cultural and human security.
Congruent with the legitimating principles underpinning the new order, the number of
international regimes and participating states increased significantly. As discussed by
Alter and Meunier, ‘from peacekeeping and telecommunications standards, to the
geographic indications of wines to whaling,’ almost every policy issue [became] the
subject of one or more international regimes. (Alter and Meunier, 2007) Moreover, under
the new post-Cold War order – referred to by some as the ‘democratic peace’ – the
original post-World War II interpretation of state sovereignty, core and emerging
concepts and institutions of sovereignty would be upheld, although increasing focus
would be placed on strengthening the viability or legitimacy of states (through processes
of democratisation and statebuilding), protecting peoples through mechanisms of
collective security, strengthening regimes (for example, in the areas of human rights,
256

arms control, trade and telecommunications), and ensuring access to economic markets.
(Albright, 1993; The White House, PDD 25, 1994; Doyle, 1997; RAND, 2001)
Not only would the existing principles of the UN Charter be universalised, but under a
new concept of ‘responsible sovereignty’ ethical borders would be consolidated,
weakening some of the territorial absoluteness suggested in the Charter, including with
regard to the principle of non-interference. The fate of peoples within a state boundary
would become the concern of all states, anchored by principles such as the ‘responsibility
to protect’ (Ayoob, 2002; Freedman, 2006; Cornish, 2015) and former enemies or
traditionally authoritarian states would all become active participants in the liberal
democratic order.
Another important if unintended characteristic of the new order was a rise in nationalism,
which, while breaking up existing states, led to an increase in the number of states on the
international stage. The journey from minimal democratic desires to maximalist
nationalist demands began with the demonstrators in Liepzig who declared themselves
one people in November 1989 and later materialised in the Soviet Union. The enthusiasm
with which this project was embraced suggested that liberal democracy and its related
principles and values would remain uncontested.
The collapse of communism coincided with efforts commenced in the 1980s to curb the
power of the state in favour of private enterprise. The latter years of these policies
(commonly referred to as ‘Thatcherism’ and ‘Reaganism’) represented a ‘vigorous
counteraction' to the centralised, active state that had underpinned most democracies
throughout a large part of the twentieth century. (Fukuyama, 2004, pp.3–5) Hence,
reducing the size of the state (or unbundling its sovereignty) had become a core element
of international policy in the two decades spanning 1980-1990. It emerged alongside a
period in which a large number of other states in Africa, Asia and Latin America and the
Caribbean were riding Huntington’s ‘third wave’ of democratisation. (Huntington, 1990,
1993) Measures imposed by the international financial institutions - the so-called
‘Washington consensus’ - focused on reducing bloated state structures and state
intervention in economic affairs. The theory underpinning the policy assumed that while
the state was being trimmed in certain (predominantly economic) areas, it would be
‘simultaneously strengthened in others’. (Ibid. p.5) For many, it really did seem as if a
257

Kantian peace was finally driving Hobbesian anarchy from the global scene and would
be ensured by the spread of market democracy and the information revolution, while
guarded by a technologically sophisticated US military machinery that no other power
could match. (Layne, 1994; Kagan, 2004)
Information technologies and the new order
As of the 1990s, modern societies have accelerated their use of information technologies,
with growing dependency on the technologies effectively restructuring to an important
degree the means through which daily business is conducted. The internet in particular
has presented enormous new potential for commerce, communications and interaction
between peoples regardless of geographical and linguistic borders. Combined with the
developments discussed above, there was an assumption – particularly among digital
libertarians that ‘new regimes could be established with minimal sets of new rules and
with little or no government control. (Franda, 2001, p.97)
Beyond these utopian assumptions, however, other developments were suggesting
challenges to the Westphalian model of the state. The diffusion of power enabled by the
low-barrier access to cyberspace helped open up dissent and persuasion beyond the
traditional political bases in society, multiplying the issues and number of peoples
involved and providing new platforms - virtual and otherwise - transforming the manner
in which dissent is voiced. (Castells, 2011; Kavanagh, 2012) Political change promoted
by movements such as Wikileaks, Anonymous, the Occupy mobilizations and the Arab
Spring produced far-reaching consequences at the global, regional and national levels.
By the early 2010s, the proliferation of movements of dissent fostered the illusion that
the state was losing control. Yet, misplaced analysis of these developments tended to
highlight the contribution of social media and the internet, while relegating the
underlying historical causes and [geo]political, economic and social factors of discontent
to a secondary role, in turn weakening the basis of follow-on strategies.
On another level, the information revolution and the effects of globalisation,
interdependence and growing inter-connectedness between states and societies suggested
that the predictability that had ‘framed calculative relations between the constitutive units
of the international system’ was loosening further, giving rise to important structural
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changes in the types of relations that states would have to engage in. They would
increasingly have to vie for positions, often in competition not just with each other, but
also with non-state agencies, whether international corporations, non-governmental
organisations, terrorist and extremist groups, and transnational groups and networks
trading in illicit goods. Most obvious was the manner in which many of these other
‘agencies’ began to compete more aggressively with the state in fields that had until now
been viewed as falling within the strict monopoly of the state: providing order, security,
law and property rights. (Jabri, 2007, p.43; Fukuyama, 2004)
Yet the fall-out of these developments did not mean less state involvement, but more,
including in the field of information technologies where states were quick to assert their
sovereignty and implement new controls. Indeed, the effects of globalisation only
‘reinforce[d] and enhance[d] state power in many domains’, with information
technologies serving as both a cause and an enabler of this reinforcement. (Held et al.,
1999) For instance, the disruptive nature of the online protests and their related effects
in the physical world had the reverse effect of overshadowing many of the societal
concerns at the heart of the protests, propelling greater state interest in exercising
authority over the technologies to counter what was first perceived, and later introduced
into law as illicit behaviour. (Sterner, 2012) In other contexts, equally legitimate claims
for more responsible, effective and less abusive government were over-shadowed by an
emphasis on the technological means of dissent, stoking state interest in using those same
technologies and tools of dissent to silence them. (Deibert, 2013) To the dismay of many,
this in turn accelerated an interest by states in the internet governance agenda, which they
considered to be controlled, or at least strongly influenced, by the United States. 173
(Mueller, 2010; Cogburn et al., 2005)
A more legitimate form of state interest in exercising authority over the new technologies
consolidated some of the earlier steps discussed in Chapter 5 as it became increasingly
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At the heart of these concerns lies the relationship between the US government and the Internet
Corporation for Assigned Names and Numbers (ICANN), a body established by the US government to
meet the need for the global coordination of unique internet names and addresses. By default, ICANN held
a monopoly over the root of the internet’s identifiers “mak[ing] it a gatekeeper to parts of the Internet
services market that can provide significant leverage over users”. While privatised in the early 1990s, the
US Department of Commerce, via the National Telecommunications and Information Administration
(NTIA), retained oversight and accountability over the body, interpreted by other states as control of the
internet and internet policy. Mueller (2010)
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evident that the new technologies could be used for illicit purposes regardless of
geographical location or national jurisdiction, both online and offline. Indeed, by the
turn of the century, the small-scale computer crimes of the 1970s and 1980s had
mushroomed into a global phenomenon. In addition, traditional transnational criminal
groups, which have always excelled in using ICTs to outwit law enforcement, were
making effective use of the internet and a range of IT products and services, further
complicating efforts to monitor and curb their activities. (Kavanagh, 2013) Criminals
were quickly joined by terrorist groups in reaping the benefits of the internet and
cyberspace, using the tools as a force multiplier in attacks in the US, Europe, Africa,
India and elsewhere and for grooming new recruits and inciting violence. The effects of
these uses drove new forms of state control exercised largely in the name of national
security. It was largely unexpected or uninvited in Western democracies, not least
because it eschewed core democratic principles such as citizen oversight, trust and
transparency, and failed to guarantee the ‘free flow of information’ principle. In light of
growing citizen concerns, more democratic states turned to covert means or used
privatised enforcement or technology itself to evade some of the practical restraints on
legal power in the name of public safety and national security.
As in the past, Western, technologically-sophisticated democratic states were not alone
in exerting authority over the internet and cyberspace. Indeed, as discussed in Section
6.2 above and as with other information technologies discussed in the preceding chapters,
states across the globe quickly saw the political, economic, social and cultural power to
be leveraged from the technologies involved, as well as the vulnerabilities they posed.
Many were concerned with remedying their technological lag, while also controlling the
effects of the technologies – particularly the internet – on the domestic political process.
When countries such as Russia or China turned their focus to economic modernization
and connecting their countries, they did so with both caution and guile. Despite initial
openings, both were steeped in a political culture in which politics was still viewed as a
zero-sum game rather than a process generating and allocating or diffusing power or
potential. In China, in particular, the reality that the internet could lead to a diffusion of
power away from the state was perceived as requiring correction. From the early 1990s,
China thus focused on designing an indigenous internet which it could adapt and control
in accordance with its own domestic political and security prerogatives, developing, in
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tandem, the legislative base necessary to ensure the compliance of foreign companies.
(Massonet, 2000; Shambaugh, 2012) These developments posed yet more challenges to
the principle of free flow of information as well as the assumptions of a nongeographical, borderless world. Other states – particularly in the developing world –
while often far removed from the debate surrounding military capabilities insisted on
closing the growing digital divide that had emerged during the latter decades of the Cold
War, ensuring both the inclusion of the topic on the international development and
security agendas and a seat at the negotiating table.
7.4 The Cyber Years and International Regimes

A number of new and highly politicised IT-related regimes have emerged in the past
decade in response to this growing range of problems, adding to the existing, yet
fragmented, set of IT-related regimes.
The regimes address issues in a range of oft-overlapping policy areas as wide-ranging as
disarmament and international security, terrorism, crime, human rights, governance,
development and trade. The largely state-centric features of the regimes have broadly
confirmed the role of the state in the governance of information technologies and their
effects. (Kavanagh et al., 2014) Other non-state or mixed expert or technical groupings
or groups of non-state actors with normative or business concerns – some new and others
of which have existed for decades – have been an important part of this complex. (See
Table 4, pp. 238-240)
The aim of many of these regimes was congruent with the aim of the post-Cold War
order - ensuring the emergence of a norms-based international order underpinned by
confidence and trust and putting an end to the system of material or hard power that had
previously framed the calculations of international relations. Yet the outcome of many
of the regime-shaping efforts and the normative base they purport to promote has been
undermined by the fact that states have been edging back towards a more competitive
form of international politics for more than a decade. The growing number of states
developing national cyber defence strategies as well as offensive cyber measures and
capabilities was an initial indicator of this reality, confirmed by the growing number of
reported state-on-state attacks. Moreover, as discussed in Section 6.2 above, and similar
to developments discussed in the earlier case studies, a number of states have used regime
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participation (or non-participation) instrumentally, as a means to protect or shape their
own strategic interests and, where possible, balance out the technological playing field.
These factors have led to the emergence of a highly competitive normative environment
in which questions of sovereignty have once again become a core feature.
Reaffirming Sovereignty
As discussed in section 6.2 above, the Russian Federation opted to use the UN General
Assembly to attempt to shape a new IT regime in response to the US technological
advantage. India had already placed information technologies on the international
security agenda in the late 1980s. Russia took up the baton in 1998, when it addressed
the aforementioned letter to the Secretary-General of the United Nations seeking
acknowledgement that a ‘new area’ had emerged as a result of the ‘qualitatively new
stage of the scientific and technological revolution’, proposing a range of initiatives to
the First Committee which were brought together under a new resolution (UNGA
A/53/70, 1998). Shortly after, Russia tabled a revised draft resolution, proposing a series
of ‘Principles of International Information Security’ which basically reflected the tenets
of its emerging IO doctrine, hoping the principles would serve as a code of conduct for
states in their uses of ICTs. (UNGA A/54/213, 1999)
Between 2000 and 2001, the Revolution in Military Affairs itself became a central focus
of discussions in the General Assembly where it was placed on the agenda as an open
item, with the UN Advisory Board on Disarmament Affairs (UNABDA) dedicating a
number of sessions to the topic, concluding that while some aspects of the ‘revolution’
held positive value for a range of uses,174 it also posed many dangers. These dangers (or
threats) included the RMA’s potential for increasing the frequency of wars, shifting the
focus of military attacks to targets relating to economic infrastructure rather than
traditional military targets, increasing the lethality of weapons systems and military uses
of outer space, promoting a dangerous action-reaction spiral (arms races, asymmetric
responses, terrorism, cyberterrorism etc.) and requiring expensive new investments in
174

These positive values (for the purpose of disarmament) were listed as: improving transparency,
building confidence, promoting verification, deterring future wars, limiting civilian casualties, reducing
obsolete arms, reducing defence budgets, assisting peacekeeping efforts, enforcing peace settlements and
speeding the obsolescence of nuclear weapons. UNGA A/56/418, 2001 (para. 20).
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military technology and production. (UNGA A/56/418, 2001) Moreover, concern was
raised that pre-emptive wars and military interventions might grow if military leaders
remained convinced that the RMA ‘offers them the means to achieve cheap, quick, and
decisive victories with minimal civilian casualties’. While developments in private
industry were viewed to be fuelling the RMA and related trends ‘difficult if not
impossible to control’, it was nonetheless viewed as a subject that needed to be addressed
as ‘an important political/military issue’ rather than in a narrow military context. (UN
ABDA, 2001)
Focus in the United Nations on the RMA waned following the 2001 terrorist attacks. The
temporary shift to counter-insurgency on the part of US and other Western militaries in
response to realities on the ground in the mid-2000s did not dampen enthusiasm for new
information technologies and their relation with military power however. Rather, as
discussed in the previous section, military emphasis on dominating information and the
information environment as well as the technologies, continued to increase in tempo.
Russia’s efforts to shape an international legal regime in ‘international information
security’, continued throughout the 2000s supported by China and a growing number of
states, yet rejected by the United States and a number of its allies once the item went to
a recorded vote. (Krutskikh, 2000) Initially, the US was reticent to discuss the issue
within a disarmament context, arguing that it risked launching the international
community ‘on a complex enterprise encompassing many interrelated factors that the
First Committee did not ordinarily address: technical aspects relating to global
communications, as well as nontechnical issues associated with economic cooperation
and trade, intellectual property rights, law enforcement, antiterrorist cooperation, and
other issues already considered in the Second or Sixth Committee and outside the UN.
Moreover, the US was firmly against the proposition of a new legal instrument to shape
norms in this area, arguing vehemently that existing international law was applicable,
even if the ‘how’ of its applicability required further study. (Kavanagh et al., 2014; Tikk
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Ringas, 2012) Other, mainly democratic states joined the US refusal to endorse the
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In subsequent years, a growing number of US scholars nonetheless began discussing the need to look
at the applicability of existing norms or whether indeed a new international legal instrument would be
needed in light of the centrality of information technologies to warfare. See for example, Schmitt (1999)
and Hollis (2007).
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resolution, arguing that the focus on ‘information security’ rather than cybersecurity
placed content rather than infrastructure at the centre of the debate, posing a risk to the
values and principles of openness, as well as freedom of expression and opinion. (Ibid.)
Not openly discussed was the fact that the resolution would also have tabled discussion
on - and public scrutiny of – the advanced IT capabilities being developed by Western
armed forces (and increasingly, Chinese and Russian), a step no country with a
technologically sophisticated military was willing to take.
In 2001, the Russian Federation had proposed the establishment of a Group of
Governmental Experts (GGE).176 A first GGE was eventually established in 2004 to
study the applicability of existing international law, including the laws of armed conflict,
to state uses of ITs. It took another two GGEs, in 2009 and 2013, for states to finally
make progress and agree on a range of issues pertaining to norms governing state uses
of ICTs in the context of international security as well as a range of confidence,
cooperative and capacity building measures. (Kavanagh et al., 2014; Tikk Ringas, 2012;
Maurer, 2011) This shift was in part facilitated by European countries’ growing interest
in developing norms to mitigate emerging modes of state behaviour. It was also
influenced by a new US administration’s ‘reset’ strategy vis-à-vis the Russian Federation
and a subsequent shift in tack by the US government, which, under President Obama
took a more cooperative approach to cybersecurity issues, launching, somewhat tardily,
its International Strategy on Cyberspace. While the latter stressed the importance of the
US working with like-minded nations to shape norms of state behaviour with regard to
cyberspace and cybersecurity, it was also the first public statement of US deterrence
policy, signalling an acknowledgement of growing strategic competition around
cyberspace. (White House, 2011; Lewis, 2015)
Despite its difficult trajectory and the very different positions and interests of the
participating states, the 2012-2013 GGE reached consensus on a range of topics. For the
first time since the early twentieth century, a group of states had convened to study
information technologies and their infrastructure in the context of international security
176

Since 1960, more than 70 Groups of Governmental Experts of between 10 and 30 individuals have been
established by the UN to produce advice for the secretary-general under a General Assembly mandate. The
objective of this specific GGE was to consider existing and potential threats in the sphere of information
security, potential cooperative measures and the conduct of a study on international information security
issues.
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and had – in contrast with some earlier efforts – made important progress. (UNGA
A/68/98*, 2013) In particular, the group confirmed the applicability of existing
international law - the UN Charter and international humanitarian law - to cyberspace,
viewing the applicability of the UN Charter as ‘essential to maintaining peace and
stability’ and for ‘promoting an open, secure and accessible ICT environment’. (Ibid.
para.19) Significantly, the agreement on the applicability of international law was
understood to cover the thorny issues of self- or collective defence in case of an attack
in reference to Article 51 of the UN Charter. Moreover, it confirmed the applicability of
‘international norms and principles that flow from sovereignty to state conduct of ICTrelated activities and to their jurisdiction over ICT infrastructure within their territory’
(in line with the existing principles of sovereignty discussed in preceding chapters), while
conditioning the latter on respect for human rights and fundamental freedoms as set forth
in the Universal Declaration of Human Rights and other international instruments’. (Ibid.
para. 20) A fourth GGE was subsequently tasked with studying how the norms, rules and
principles agreed on in 2013 apply in practice and examining ‘relevant international
concepts aimed at strengthening the security of global information and communications
systems’ and advancing discussions on possible cooperative, confidence and capacity
building measures. (Ibid.)
The 2014-2015 GGE published its report in July 2015. (UN A/70/174, 2015) The Group
worked, once again, against a background of mistrust driven in large part by the growing
frequency of significant cyber incidents implicating states. While reaching consensus,
once again, proved difficult, the group managed to produce a report, largely confirming
the 2012-2013 consensus on the applicability of international law to cyberspace. As with
the previous report, this acknowledgement was tempered by reference to the need for
further study and potentially the shaping of new norms. No progress was made on
defining what constitutes a prohibited use of force in cyberspace under the jus ad bellum
or for an attack under the jus in bello, although the report did confirm the obligation of
states to respect the existing principles of humanity, necessity, proportionality and
distinction. Conversely, how the latter apply will most likely be considered on a caseby-case basis and guided by certain variables which have still to be determined. (Feakin,
2015)
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Overall, the reports were significant achievements, particularly in light of the fact that
the period was punctuated by revelations and accusations of state-sponsored cyber
attacks. They also provided the basis for a growing number of bi-lateral and multi-lateral
measures aimed at building confidence and enhancing cooperation between states,
notably with regards to protecting the industrial control systems of critical infrastructure
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from cyber-enabled acts of sabotage. (Cornish, 2015; Kavanagh et al, forthcoming
178

2016b; Kavanagh and Stauffacher, 2013)
However, the GGE reports are not binding documents and many states that have not been
involved in the process have questioned their legitimacy. Moreover, state action
regarding the use of ITs in the attainment of foreign policy goals remains largely
unbounded, a worrying prospect given the increasing erosion of the normative principles
underpinning international order.

Russia and China continue to insist on a new

international instrument – a Code of Conduct - to regulate state behaviour with regard
to ICTs.179 The proposed instrument includes voluntary provisions banning the use of
‘information weapons’ and the use of the internet for military purposes, with the
unspoken aim of countering the threat of Western cultural influence and military
superiority over information technologies. (Kavanagh et al., 2014) Adoption of the texts
would allow individual countries to assume their own sovereign roles with respect to IT
policy, including the internet. And although human rights provisions are included in both
documents, so too, are age-old follow-on caveats that subordinate these rights to national
security and sovereignty concerns.
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While there is no agreement or consistency within or between states on what constitutes critical
infrastructure, policy documents generally list them as communications (e.g. submarine cables and
satellites), financial, transport, nuclear, electrical power grids, dam facilities and other forms of energy
supplies, manufacturing and health facilities).
178
The sectors in which most international cooperation or collaboration are evident are the civilian nuclear
and critical communications infrastructure sectors.
179
Despite participating in the 2013 GGE, Russia, China and other members of the Shanghai Cooperation
Organisation (SCO) resubmitted a revised version of an ‘International Code of Conduct for Information
Security’ originally tabled in 2011 (and which built on a series of principles presented by the Russian
Federation to the UN General Assembly in 1999), arguing inter alia that the increasing militarisation of
the internet [by Western nations] propelled the decision to propose the Code. Russia’s position on the Code
is echoed in its ‘concept for a Convention on International Information Security’ at the second International
Meeting of High-Ranking Officials Responsible for Security Matters in Yekaterinburg, Russia, also in
2011. Other states and civil society perceived the concept document as an attempt to legitimize instruments
to suppress dissent in the global network.

266

In January 2015, as the work of the most recent GGE was underway, China and Russia
presented a revised Code of Conduct to the UN General Assembly. The revised version
no longer made reference to the term ‘information weapon’, an important step already
achieved in negotiations around the 2010 UNGA resolution on information security.
Nonetheless, it continued to include strong language relating to sovereign control over
ICT capabilities, urging parties to:
[e]nsure the supply chain security of ICT products and services, especially not to take
advantage of [their] dominant position in the sphere of information technologies, including
inter alia, dominance in basic resources, critical infrastructures, core technological
products and services of ICTs and information and communications networks, to
understand other countries’ right of independent control of ICT products and services,
[n]or to threaten countries’ political economic and social security. (UNGA A/69/723)

Russia may still call for a discussion of the Code of Conduct in the General Assembly,
perhaps even calling for a vote or a resolution. Such a move would place on the table a
vision of IT-related crisis management that clashes with the outcome of the past two
GGEs, with the potential of complicating much-needed international cooperation.
Moreover, as evident, Russian efforts to shape norms to its advantage reach beyond
international law and security matters and into other non-security related international
fora – notably those relating to internet governance and development. Understanding that
control of the root of the internet might be an equally valuable form of domestic control,
Russia, with the support of China and other like-minded states, has sought not only to
alter or shape the rules of the international security game, but to also ‘change the structure
of the chessboard’ - the physical infrastructure, the protocol or the content layers of the
internet in particular- as a means to ‘affect actors and their action’. (Ebert and Maurer,
2013) Much to the chagrin of those state and non-state actors trying to keep internet
governance issues separate from the international and national security issues discussed
above and maintain its multi-stakeholder character, Russia compelled the ITU and
related processes such as the World Summit on Information Society (WSIS) to consider
states as the core stakeholders in internet policy-making and has consistently tried to link
internet governance and international cybersecurity matters. (Krutskikh, 2000, pp.129–
132) While enormous push-back has emerged in response to states’ growing interest in
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this area,180 it appears that this group of states has few incentives to back down and will
continue its efforts to influence internet governance in the future, defending its actions
with the shield of sovereignty, economic development and digital divide concerns.
(Kavanagh et al., 2014) China’s
Challenging State Controls
A number of trade and human rights regimes are serving as a buffer against creeping
state control over the internet. The G8, G7, G22 and the OECD have endorsed a number
of core principles, including the free flow of information, as it relates to both trade and
human rights. (Kavanagh et al, 2014) The Wassenaar Arrangement on Export Controls
for Conventional Arms and Dual-Use Goods and Technologies (the post-Cold War spillover from COCOM) adopted new controls relating to the export of ‘intrusion software’
and ‘IP network surveillance systems’ to authoritarian governments.181 Regional bodies
and individual countries are implementing economic sanctions against entities or persons
that provide IT support to authoritarian regimes.182
In addition, a number of important resolutions, declarations, principles and reports have
been adopted over the past five years, often by the same states that assert significant
controls. Examples include the UN Human Rights Council resolution on the Promotion,
Protection and Enjoyment of Human Rights on the Internet (UN A/HRC/RES/20/8,
2012) and the UN General Assembly resolution on the Right to Privacy in the Digital
Age, (UN A/68/167, 2014) the latter stemming from the Brazilian and German
governments’ reactions to the revelations of NSA espionage practices. The most recent
report of the Special Rapporteur on ‘Encryption and Anonymity in Digital
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From, for example, the Internet Governance Forum, the NetMundial and Global Commission on
Internet Governance Commission Initiatives.
181
‘Intrusion software’ and ‘IP network surveillance systems’ were defined in the controls as “software
specially designed or modified to avoid detection by monitoring tools, or to defeat protective
countermeasures of a computer or a network-capable device’.
182
For example, in 2013 the White House issued Executive Order 13606 imposing sanctions on individuals
aiding the regimes in Iran and Syria to carry out human rights abuses through network disruptions,
monitoring, and other uses of information technology. The US policy is similar to ICT-related trade
restriction measures adopted by the European Union which include a prohibition on ‘the sale, supply,
transfer or export of equipment or software intended for use by the Syrian regime in monitoring or
interception of internet and telephone communications’. The measures also prohibit the provision of
technical or installation assistance in support of such items.
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Communications’, developed with important input from civil society and the technology
sector, attempts to reconcile tensions between states’ obligations to ensure privacy and
freedom of expression and opinion, on the one hand, and national security and public
safety prerogatives on the other. (UN A/HRC/29/32, 2015).183 Other efforts include civil
society efforts to promote new principles; 184 reports by US technical experts on the
viability of government efforts to legitimise backdoors to encrypted communication,
(Harold et al; 2015; New York Times, 2015); as well as efforts to work with the private
sector to mitigate the pernicious effects of their IT products and services during moments
of political instability and crisis. (UN A/HRC/27/37, 2014) The latter has led to the
emergence of an important debate regarding the roles and responsibilities of the private
sector in this digital age and the promotion of new standards and principles.185
Borrowing lightly from the trade concept, these efforts, coupled with the international
security-related efforts discussed above, have produced what one might call a ‘spaghetti
bowl’ of regimes and processes that is, complex, confusing and frustrating. While
appearing relatively new, the foundations for many of the regimes stretch back to the
nineteenth century, broadening in scope with the politicisation of each of the
technologies discussed in this study. The contradictions provoked by both the strategic
value and the widespread vulnerabilities of the technologies have created a situation
whereby state involvement is as vexatious as it is unavoidable. Indeed, state participation
in this ‘spaghetti bowl’ of regimes has had the countervailing effect of producing a form
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The report suggests that restrictions for the purpose of guaranteeing public safety and national
security, such measures should be guided and limited by existing norms and core principles such as
legitimate aim, necessity and proportionality as well as principles of state responsibility such as
transparency and accountability
184
A civil society initiative promoting ‘13 Principles on the Application of Human Rights to
Communication Surveillance’ can also be considered a guide for state action. The 13 Principles include:
Legality, legitimate aim, necessity, adequacy, proportionality, competent judicial authority, due process,
user notification, transparency, public oversight, integrity of communications and systems, safeguards for
international cooperation, safeguards against illegitimate access.
185
For instance, the UN Guiding Principles on Business and Human Rights endorsed by the Human Rights
Council in 2011 provide ‘a global standard for preventing and addressing adverse effects on human rights
linked to business activity’. The European Commission has developed an ICT Sector Guide on
Implementing the UN Business Principles. Other efforts to shape business behaviour in this area include
the Telecommunications Industry Dialogue’s Guiding Principles on Freedom of Expression and Privacy,
also based on the UN Business Principles and the Global Network Initiative’s Principles on Freedom of
Expression and Privacy. More recently, the UN Special Rapporteur on the Freedom of Opinion and
Expression has commenced a series of reports on the role of the private sector in the digital age, including
on questions relating to legitimacy and the legal basis for certain actions affecting citizens (A/HRC/32/38
of 11 May 2016).
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of strategic pause. Many of the processes still remain weighted toward more
technologically sophisticated states, yet, in comparison with the processes discussed in
the earlier case studies, the sheer number of states involved make it harder for the major
powers to manipulate the processes to their advantage, even if there is talk about winning
over so-called ‘tipping states’. (Ebert and Maurer, 2013) Furthermore, the growing
number of non-state actors involved for technical, normative or purely business reasons
have had a similar effect. Indeed, as Russia itself stated when still a member of the G8,
while states may believe they have a right and even a responsibility to exercise authority
or control over the technologies involved, they cannot do so alone.186 (G8, 2000) These
efforts might not necessarily prevent certain state behaviour, particularly in the event of
armed conflict. Yet, they can help keep it in check while also helping mitigate tensions
that might emerge between states, deepening understanding of the issues at hand and
where effort should be prioritised. Again, an imperfect and rather unfortunate outcome,
but perhaps the best possible in a world of states for which the balance of material
interests and national security prerogatives appears to remain central.
--Concluding Remarks
This last case study aptly demonstrates the consistency of the relationship between
information technologies and the state. The hyper-connected networks and systems that
constitute cyberspace today have allowed for even faster and greater connectivity across
each of the existing geographical environments. Non-state actors initially believed the
internet would disperse, if not diminish, state power, only to quickly see the state extend
both sovereign authority and control over the medium. As with each of the earlier cases,
state actors were initially awed by cyberspace, and the strategic benefits its technologies
offered in military (communications, C2, reconnaissance, surveillance, enhanced
weaponry) and commercial (access to financially valuable information, through IT
market access or domination) terms; yet, within a short span of time, states quickly
recognised that the technologies also provoked new vulnerabilities in terms of a states’
ability to defend its own territory from external attack; protect its political system from
domestic unrest and external interference; and compete in an increasingly IT-driven
global market.
186

Already in 2000, the parties to the G8 Summit in Okinawa, Japan agreed that industry and other nonstate stakeholders played an important role in protecting critical IT infrastructures.
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The case study demonstrates that the effects of military adaptation of the technologies
have intensified. The end of the Cold War saw an acceleration in precision weapon
development and full system integration across the armed forces as well as the full
centralisation of command and control, intelligence, reconnaissance and surveillance
capabilities, all enabled by the information technologies constituting cyberspace. The socalled ‘revolution in military affairs’ led to important shifts in doctrine and organisation
and was expected not only to deliver quick and decisive victories, but also reduce
collateral damage to a minimum. Blind belief in these IT-enabled military
transformations and capabilities and their tendency to ignore people, politics and passion
led to major mistakes in both operational and strategic decision-making. Yet, despite this
reality, states across the globe continue in this vein, even elevating IT (and cyberspace)
to a position in military power on a par with other forms of power. As with the other
technologies, cyberspace and related capabilities has spurred countervailing behaviour
in other states, the latter evidenced notably in Russia and China’s on-going efforts to
level out the technological playing field in light of US (and Western) dominance of the
global defence and civilian IT sectors.
New modes of social behaviour once again propelled states to exercise authority and
control. Computer crime already manifest during the Cold War intensified in the 1990s,
growing in scope to include terrorist and criminal use of information technologies for a
range of purposes, as well as wide-scale industrial espionage and cyber crime. Networked
computers had provided new channels for voicing dissent against different forms of
government. The latter accelerated as market liberalisation enabled greater access to the
technologies and networks constituting the internet. Reflecting the complexity and often,
stagnation, of statebuilding processes across the globe, protest movements calling for
more active participation in the decisions of the state as well as a more responsible role
for states as they conduct their affairs both domestically and internationally were met
with greater exercise of authority and control by states.
Public safety and national security claims are used consistently to justify state responses
to both domestic dissent and illicit use of the technologies. Yet, abuses of authority
registered in the first decades of the twenty first century, notably with regard to states’
use of private enforcement or technology to circumvent legitimate legal restraints on the
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exercise of power, have called into question some of the core democratic principles
underpinning the post-Cold War order and the nature of the state. The resulting situation
is a major trust deficit between citizens, states and private concerns.
The first decade of the post Cold War era witnessed the commercialization of the internet
and other technologies constituting cyberspace. Competition around the IT market reemerged, intensifying as the developing world step up claims to meet the digital divide;
and both former and emerging powers push to reclaim the domestic IT markets largely
dominated by US telecommunications and technology companies. This situation has
been difficult to separate from a shifting international environment in which sovereignty
concerns have remerged and strategic and geopolitical considerations strongly influence
states’ interests in competing more aggressively for access to and control of IT markets,
as well as the manner in which the networks themselves – the internet in particular – are
governed.
As with the earlier technologies, the military, economic and socio-political effects of
cyberspace have compelled states to seek new accommodations and arrangements. Many
states have leaned on existing regimes or pushed to shape new ones to respond to their
own technological vulnerabilities. There was, however, an expectation that they might
do so in consonance with the core principles underpinning the new post-Cold War order.
Yet, again, conflicting values pitting human rights, free trade, and security and other
sovereign prerogatives against each other, remerged, adding more complexity to the
number of overlapping and oft-conflicting IT-related regimes already in place. Used also
as a form of deterrence by some states, to create power where it does not exist by others,
the regimes have nonetheless provided a much-needed space for dialogue.
---
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Table 4 SIP 5 IT-Related Regime Complex

SIP 5
cyberspace
IT-REGIME COMPLEX187
REGIME TYPE
International Law
(Treaties and
Conventions
Core Resolutions)

Treaties and Conventions
UN Charter, 1945
Geneva Conventions, 1949 & additional protocols
Treaty on the Functioning of the European Union, Art. 16 b. (1,2), 2007
(amendments)
UN Convention on the Laws of the Seas, 1982 (infrastructure in non-territorial
waters)
Convention on Liabilities, 1977 (jurisdiction)
Treaty on Outer Space, 1967
UN Convention on Civil and Political Rights, 1965 (Art. 19)
Geneva Convention on the High Seas (1958)
UN Declaration on Human Rights, 1949 (Art. 19)
Hague Conventions, 1907
Convention on the Protection of Submarine Cables, 1886
Key Resolutions and Declarations
UN General Assembly Resolution (1st Comm.) ‘Developments in the Field of
Information and Telecommunications in the Context of International Security’.
(A/RES/53/70), 2015. Preceded by resolutions 53/70 of 4 December 1998, 54/49
of 1 December 1999, 55/28 of 20 November 2000, 56/19 of 29 November 2001
and 57/53 of 22 November 2002]
G20 Leaders Communiqué, Antalya, 2015.
UN General Assembly draft ‘Proposal for an International Code of Conduct for
International Information Security’, (A/66/359) 2001. Followed by UN General
Assembly ‘Revised Proposal for an International Code of Conduct’ (A/69/243),
2015.
UN General Assembly Resolution on the Right to Privacy in the Digital Age, (UN
A/68/167, 2014)
UN Human Rights Council resolution on the Promotion, Protection and
Enjoyment of Human Rights on the Internet (UN A/HRC/RES/20/8, 2012)
OSCE Initial set of CBMS to reduce risks of conflict from use of ICT. (PC DEC.
1106), 2013.
Council of Europe Declaration on Internet Governance Principles, 2011
G8 Deauville Declaration ‘Renewed Commitment to Freedom and Democracy,
2011.

187

For a more complete overview, see Kavanagh et al, 2014 and forthcoming, 2016.
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UN Tunis Commitment and Action Plan, WSIS, 2005
UN Geneva Declaration of Principles, WSIS 2003
Helsinki Act of the Conference on Security and Cooperation in Europe, 1975
UNESCO Declaration on Guiding Principles on the Use of Satellite Broadcasting
for the Free Flow of Information, the Spread of Education and Greater Cultural
Exchange, 1972
UN General Assembly Declaration on the Principles of International Law
Concerning Friendly Relations and Cooperation among States in Accordance
with the Charter of the United Nations (A/RES/25/2625), 1970
UN General Assembly Declaration on the Inadmissibility of Intervention into the
Domestic Affairs of States (A/6014), 1965
UN General Assembly Resolution on Permanent Sovereignty over Natural
Resources, 1952
ECOSOC’s 1948 UN Conference on Freedom of Information and the resulting
resolutions and conventions
UNESCO Constitution, 1946 + ECOSOC 1948 UN Conference on Freedom of
Information and resulting resolutions and conventions

Case Law

Government
Commissions/
Expert Groups/
Expert Reports

UN General Assembly Declaration on Freedom of Information and Resolution 59
(1), 1946
ECJ Ruling on the Safe Harbour Agreement
ICJ Ruling Corfu Channel Judgement, 1949 (+ Trail Smelter Case 1938 and 1941;
US vs. Iran (1980) (state responsibility)
ICJ Ruling Nicaragua vs. United States, 1986 (state responsibility)
UN GGE on ICT in the Context of Int. Peace and Security, 2009, 2013, 2015 (2
reports)
Report of the UN Special Rapporteur on Freedom of Opinion and Expression to
the Human Rights Council on ‘Freedom of Expression and the Private Sector in
the Digital Age’ (A/HRC/32/38), 2016.
Report of the UN Special Rapporteur on Freedom of Opinion and Expression to
the Human Rights Council on ‘Encryption and Anonymity in Digital
Communications’ (A/HRC/29/32), 2015.
Report of the UN Special Rapporteur to the Human Rights Council on ‘The
implications of States’ surveillance of communications on the exercise of the
human rights to privacy and to freedom of opinion and expression
A/HRC/23/40), 2013.
Report of the Special Rapporteur to the General Assembly on the right to
freedom of opinion and expression exercised through the Internet’ (A/66/290),
2011.
Report of the Special Rapporteur to the Human Rights Council on key trends
and challenges to the right of all individuals to seek, receive and impart
information and ideas of all kinds through the Internet (A/HRC/17/27 (+ Add.1 +
Add.1/Corr.1)), 2011.
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United Nations Advisory Board on Disarmament Matters (discussions on the
RMA 2001, 2002; autonomous weapons technology, 2011, 2013)

Principles and
Norms

United Nationsl Commission on Science and Technology for Development, 1992
(former Committee on STD)
Free flow of information (GA Resolution + UDHR)
Freedom of expression and opinion (GA Resolution + UDHR)
Privacy (GA Resolution + UDHR)
IL principles of humanity, necessity, proportionality and distinction (GGE report
2015)
Bodies of Principles and Norms
EFF 13 International Principles on the Application of Human Rights to
Communication Surveillance, 2015
Microsoft International Cybersecurity Norms, 2014
OECD Guidelines and Principles on transnational data communications and
privacy protection, 2013 (updated from 1980)
OECD Principles on Internet Policy Making, 2011
CoE Principles on Internet Governance, 2011
Geneva Dec. of Principles & Plan of Action (WSIS), 2007
Principles of International Information Security, 1998 (proposed by Russia)
UN Principles on Remote Sensing (1986)
UNESCO guiding Principles on the Use of Satellite Broadcasting for the Free
Flow of Information, the Spread of Education and Greater Cultural Exchange,
(1972);
UN Principles Governing the Use by States of Artificial Earth Satellites for
International Direct TV Broadcasting (1982)
Council of Europe Convention for the Protection of Individuals with Regard to
Automatic Processing of Personal Data, 1981, 2003
OECD Guidelines and Principles on transnational data communications and
privacy protection, 1980.

Law
Enforcement/Crime

IP Regimes

UNGA
Council of Europe Convention on Cybercrime (Budapest Convention)
Palermo Convention on ToC
Interpol Centre of Excellence, Singapore
Europol Cybercrime Centre
FATF
Microsoft Cybercrime Centre
UNSC
UNGA
GCTF
UDHR
ICCPR
ICESCR
UNHR
UNGA
ECHR
International Telecommunications Union (ITU)
INTELSAT
TELSAT
WIPO

Infrastructure
Regimes
Internet Regimes

GUCCI (Cables)
ICPC (Cables)
ICANN

Counter-Terrorism
Regimes
Human Rights
Regimes

Telecoms Regimes
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ITU (broadband)
Trade Regimes
Mixed or NonGovernmental
Organisations

Conferences

Non-Governmental
Initiatives

WTO
Wassenaar Arrangement (export controls)
National CERTS
IWWN
FIRST
NRO + RIRs, 2003
ICANN, 1998
World Wide Web Consortium (W3C) - 1994
ISOC 1992
IANA - 1988
Internet Architecture Board (IAB) - former ICCB, 1992
Internet Engineering Task Force (IETF) – 1986
International Cable Protection Committee, 1967 (originally Cable Damage
Committee established in UK under BPO in 1958)
IEEE - 1963 (merger of American Institute of Electrical Engineers (AIEE) and
Institute of Radio Engineers (IRE)
London Process (London 2011, Budapest 2012, Seoul 2013, The Hague, 2015)
World Internet Summit (Wuzen, 2014, 2015)
World Summit on Information Society, Tunis (2005); Geneva (2007)
Internet Governance Forum (IGF), annual since 2006.
ITU Plenipotentiaries
NetMundial
Global Commission on Internet Governance (CIGI)
Group of Legal Experts on the International Law Applicable to Warfare (Tallinn
Manual)
Microsoft Cybercrime Centre
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CHAPTER 8.

INFORMATION TECHNOLOGIES AND THE STATE
conclusions and considerations

8.1 Summary of Findings

This study has focused on the relationship between information technologies and the
sovereign state, placing contemporary debates on cyberspace, ICT and state sovereignty
in historical context. It highlights a compelling irony: the rapid growth and pervasiveness
of ICT, for all its world-shrinking capacity and promises of a new international order
atomised to the level of billions of individuals, has instead accentuated geopolitics and
the territorial nature of the sovereign state. Through five case studies, it demonstrates
that information technologies have consistently privileged, rather than diminished
sovereignty, a reality that requires deeper understanding if ICT and cyberspace are to be
managed for the general benefit today.
The study was triggered by a pervasive ambivalence to history in current debates
surrounding cyberspace and cyber power, many of which imply that information
technologies emerged only in the late twentieth century. The generalised habit of
appending the prefix ‘cyber’ to everything related to information technologies today
appears to have induced a form of generalized amnesia regarding the fierce strategic
competition and diplomatic battles waged over them since the early nineteenth century.
The capacity of information technologies to penetrate traditional geographical obstacles,
by-passing the state and its traditional hard-core defences, has consistently compelled
states to attempt to exert control over these resources, increasingly central to calculations
of military and economic power.
The case studies demonstrate that state behaviour with regard to information
technologies has tended to remain constant, regardless of the nature of the international
order – including the current liberal order – with actions framed largely by realist
calculations of relative strength and influenced by the role information technologies play
in bolstering it. While such behaviour has tended to reaffirm the territorial nature of the
state and related attributes of sovereignty (Westphalian, international legal, cultural) the
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latter is by no means absolute. Rather, the nature of competition the technologies
engender as well as the degree of disruption that military use of the technologies can
provoke, has generally led to some form of accommodation, largely achieved through
international regimes.
In order to shed some light on the importance of this historic relation, the study used five
case studies, each of which highlighted the complexity of the interrelated variables
influencing the state's response to information technology development. These variables
included different legitimating principles and behavioural norms of the international
system (from dynastic states to liberal democracy), different configurations of great
powers, different national forms of government (authoritarian to liberal republican),
different norms of social behaviour (crime, political dissent), different global economic
models (from mercantilism to open trade), different forms of warfare (land, sea,
economic, air, information) and different collections of actors (state, non-state).
SIP 1 - The Optical Telegraph was the first technology able to relay coded information
across large masses of land at unprecedented speed. Its emergence converged with a
number of geopolitical, military and socio-political factors that drove its dispersion
across France and Europe. Its increasing value to the state in warfare and in the process
of state formation was translated into a state monopoly over the technology, in turn used
to quell private use for financial or illicit purposes. State control was formalised via the
first domestic IT-related regimes and its uses standardised across government
institutions. These factors did not guarantee the survival of the technology, yet, the
convergence of these factors placed information technologies squarely on the agenda of
the state, laying the basis for the interplay of conflict and cooperation that has emerged
ever since, regardless of the character of the international system.
SIP 2 - The Electric Telegraph and Submarine Cables stretched the reach of the
earlier technology further (and that of the public imaginaire), for the first time allowing
coded information to be transmitted across the seas and other water ways, paving the way
for the radio and telephone technologies that followed. The emergence of the electric
telegraph and its cable infrastructure converged with a number of geopolitical factors
that rendered them central to imperial expansion, military power and domestic and
international politics. Initially proposed as an instrument of peace, their dominance by
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members of the Great Alliance, particularly Britain, propelled new forms of military and
economic competition between states, the real consequences of which were evidenced
by the destruction wrought by their tactical use in support of other forms of power in
World War I. The economic potential of the technology nonetheless helped forge new
forms of cooperation between states, leading to the emergence of the first international
IT-related regimes aimed at facilitating cross-border communications and restricting
certain belligerent uses. The continuing relevance of the technologies to military and
economic power ensured their continued politicisation, the latter evidenced in the postWorld War I negotiations, whereby new IT-related arrangements and accommodations
remained closely tied to the dynamics of great power politics.
SIP 3 - Satellite information technologies gave the impression of an ever-shrinking,
close-knit world with their ability to capture and relay, for the first time, all forms of
information from outer space into other environments. The Cold War confrontation
accelerated their development and that of strategic weapons since they both relied on the
same delivery mechanisms, resulting in their becoming central to deterrence strategy.
Their dual-use nature was leveraged through their rapid commercialisation in the West,
yet US dominance of the market and key commercial applications, such as remote
sensing and direct broadcasting stirred territorial, cultural and economic sensitivities particularly among the newly independent states - rapidly leading to their politicisation.
Combined, these effects compelled states to seek new accommodations through
international regimes.
SIP 4 - Digital Computers and Networks defied all expectations with their
unprecedented capacity to capture, process and relay information over land and across
the seas and, for the first time, permit remote access to stored data and enable system
integration. Their development and dispersion was accelerated by, and became a core
enabling feature of, the strategic arms race. Their uses suggested important
transformations in the character of military organisation and structure, enabling, for the
first time, battlefield integration. Their application to weaponry significantly enhanced
the qualitative dimension of the means of conventional warfare. Combined, these factors
laid the seeds for new forms of warfare both in physical spaces and within the
electromagnetic spectrum, while access to the technologies themselves added an
additional feature to the Cold War strategic competition between the US and the USSR.
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Their dual-use nature was leveraged through their rapid commercialisation in the West,
the new information processing and storage capabilities leading to important shifts in
public and private sector organisation. Yet, as with satellites, US dominance of the
market and the effects of key commercial applications of the technologies stirred
territorial, cultural and economic sensitivities, rapidly leading to the politicisation of the
technologies. Once again, these effects compelled states – both new and old – to seek
new accommodations through international regimes.
SIP 5 – Cyberspace brought together the features and functions of many of the earlier
technologies as well as a range of important additions, branching out under and over the
existing environments, each innovation constituting a new precedent in terms of speed
of transmission and up-ending concepts of space. The explosion of networked physical
devices are its foundation, the operability of which rely on existing satellite and cable
technologies and the electromagnetic spectrum for functionality. The lightening growth
in, spread of and dependency on the technologies underpinning this technological
environment were enabled by the collapse of communism, the shift to a liberal
democratic order and intense market liberalisation. The effects of the technologies
alongside broader geopolitical shifts initially suggested a weakening of the state, the
more traditional attributes of territorial sovereignty and the realist picture of international
relations. Yet, the vulnerabilities they provoked quickly reaffirmed the territorial nature
of the state as well as an international system of states increasingly driven by material
self-interest. Again new accommodations would have to be sought to resolve the tensions
between this reality and the original aspirations of the post-Cold War order.
8.2 Implications for the State

The five case studies highlighted a number of modes of prevalent state behaviour with
regard to information technologies. Throughout history, states have viewed information
technologies with a mix of awe and dread: awe in relation to their capacity to defy
distance and time, the military capabilities that could be leveraged from them as well as
their potential for economic development; dread in relation to their ability to penetrate
political borders and by-pass the state and traditional hard-core defences, and their
potential to create military, political and even economic effect deep within the soft belly
of the state.
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Across the case studies, the interplay of strategic interests, geopolitics and information
technologies resulted in a tense politicisation of the technologies, their relation to military
and economic power clearly shaping the resulting negotiations and accommodations
which have consistently reaffirmed the world of borders established by Westphalia some
350 years ago and the resilience of core attributions of sovereignty. Despite shifts in
international order and the legitimating principles underpinning it, these prevalent modes
of state behaviour have remained a constant across time. This resilience survived the
unbundling of certain attributes of sovereignty through the new regimes, norms,
principles and actors emerging in the post-Cold War order, promises of new modes of
responsible state behaviour and a different approach to information technologies centred
on human rights and the principles of free trade.
Developments over the past two and a half decades have instead accelerated states’
interest in the technologies, both accentuating and accelerating tensions that had emerged
in earlier periods and creating new ones. Misguided assumptions surrounding the relation
between information technology and military power have propelled it to a position in
states’ calculations of relative strength, while potential miscalculations carry the
potential of escalating tensions and causing serious disruption to the global IT
infrastructure.
The fact that information and related technologies are both core drivers and enablers of
the global economy has driven them ever closer to calculations of economic power,
increasing calls for a redrawing of the technological playing field internationally, and
efforts to erect technological and legal borders domestically. In addition, increasing calls
for more democratic government and more effective governance in many states and the
role information technologies have played in such processes has resulted in states
exercising further controls through legal or technological means, while ever-increasing
use of the technologies by criminal and terrorist groups or individuals has democratised
the will to exercise control across states, regardless of their political character.
Importantly however, and congruent with patterns of past state behaviour, these
developments and the strategic, normative, technical and other concerns that have
emerged around them have propelled a search for new accommodations, many of which
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are being sought in the ever-widening IT-related regime complex. While for many the
regime complex and related norm-shaping and confidence building measures continue to
respond to realist calculations and interests and processes of sovereign ‘dike-building,’
their participation has nonetheless enabled the emergence of a form of strategic pause,
opening up much needed channels for dialogue on the manifold issues affecting states
and citizens alike. Over time, the latter can still help edge states away from a primarily
interest-based and competitive approach to information technologies and towards the
original objectives of the post-Cold War order.
Arriving at such a point will not depend on progress made solely within these fora,
however, or by accelerating the growing (and worrisome) reliance on technology for all
contemporary complex problems. Above all, it will be contingent on how national
governments respond to the shifting strategic and geopolitical environment taking place
off-line, in the physical world: growing inter- and intra-state state tensions and the
resulting civilian strife and movements of peoples; the rise of China as a global economic
and a regional military power; a recrudescence of transnational threats such as terrorism
and organized, violent crime; the global financial crisis, the effects of which are still
resonating at the domestic level, particularly amongst unemployed (and increasingly
tech-savvy) youth in the world’s mega-cities; and fault-lines in the post-cold war
international order, particularly an overt rejection on the part of a growing number of
leaders of democratic norms and principles, in tandem with growing citizen disillusion
with democracy and its failure to deliver basic services and guarantee basic rights.
Given the current environment, engaging on these issues in addition to understanding the
drivers of different states interests will be key to ensuring sustained dialogue and
cooperation over the coming years. The latter can help prioritise those IT-related actions
that most risk destabilising increasingly fragile relations between states, and move states
toward reaching binding agreement on prohibiting those actions likely to create most
damage (particularly to non-military systems) in the event of war. The work of the UN
GGEs and the growing number of processes and measures involving an ever-growing
number of actors and aimed at ensuring stability and developing confidence between
states around IT related issues is already an important, albeit timorous step in that
direction.
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